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(57)Abstract: 

PROBLEM TO BE SOLVED: To protect cx)pyrighted data by cx)nducting a 
prescribed initialization for a CD-R disk or a CD-RW disk employing an existing 
format method so that a user is able to copy copyrighted data such as music, 
movie and computer program data on a disk for only once and no secondary 
copying is conducted from the copied disk to other disk. 

SOLUTION; A CD-R disk (or a CD-RW disk) 10 is produced as a specific disk 
10' in which a media number 1 that is a ciphering key prepared y combining six 
figure decimal number disk ID, thirteen figure decimal number MCN and five 
figure decimal number ISRC serial number and ciphered data 14 which are 
ciphered by the number 1 are recorded. 
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CLAIMS 
[Claim(s)] 

[Claim 1] It is the record medium which is the field which a reader can read, and 
a user offers the management domain which cannot access the field, and the 
data area where it is the field which this reader can read, and a user can access 



the field at arbitration, and is characterized by recording the disk identification 
information for encryption on this management domain. 

[Claim 2] The record medium according to claim 1 characterized by distributing 
and recording the medium identification number information which a user can 
read on it while media information including voice, an image, and any one 
information on the data was recorded on this data area as encryption media 
information enciphered by the cryptographic key generated using this disk 
identification information at least. 

[Claim 3] The record medium according to claim 1 or 2 with which this record 
medium is characterized by what is recorded on optical. 

[Claim 4] It is a record medium given in any 1 term of claim 1 - claim 3 to which 
this data area is characterized by being written in once [ at least ] by the user. 
[Claim 5] It is the initialization approach of a record medium characterized by 
being the field which a reader can read, and for a user being the initialization 
approach of a record medium of having offered the management domain which 
cannot access the field, and the data area where it is the field which this reader 
can read, and a user can access the field at arbitration, and recording the disk 
identification information for encryption on this management domain. 
[Claim 6] The 1st write-in step which records the disk identification information 
for encryption on this management domain in recording this disk identification 



information, The 2nd write-in step which records medium identification number 
information on this data area by the mode dimorphism formula of a Q channel 
sub-code. The initialization approach of a record medium according to claim 5 
characterized by having offered the 3rd write-in step which records serial 
number infomriation. and mode 3 fonnats of a Q channel sub-code being 
consisted of by this data area. 

[Claim 7] The management domain where it is the field which a reader can read 
and a user cannot access the field, It is the field which this reader can read and 
is the encryption approach on the record medium with which the user offered the 
data area which can access the field at arbitration. After performing initialization 
which records the disk identification information for encryption on this 
management domain By enciphering by the cryptographic key using the 
above-mentioned disk identification information at least, and recording media 
infonnation including voice, an image, and any one information on the data on 
this data area as encryption media information The encryption approach on a 
record medium characterized by having offered the encryption step which 
generates a specific record medium, and being constituted. 
[Claim 8] The encryption approach on a record medium according to claim 7 
characterized by consisting of a 1st write-in step at which this initialization 
records the disk identification information for encryption on this management 



domain, a 2nd write-in step which records medium identification number 
infomriation on this data area by the mode dimorphism formula of a Q channel 
sub-code, and a 3rd write-in step which records serial number information on 
this data area in mode 3 format of a Q channel sub-code. 
[Claim 9] The 1st disk identification infonnation read-out step from which this 
encryption step reads this disk identification information as the 1st disk 
identification information, The 1st cryptographic key generation step which 
generates this 1st cryptographic key combining this 1st disk identification 
information and at least one information in this medium identification number 
information and this serial number information, The 1st read-out step which 
reads this media information from an external device, and by generating this 
encryption media infonnation using this 1st cryptographic key, and recording on 
this data area that has this 1st disk identification information The encryption 
approach on a record medium according to claim 7 or 8 characterized by having 
offered the specific record-medium generation step which generates this specific 
record medium, and being constituted. 

[Claim 10] The management domain where it is the field which a reader can read 
and a user cannot access the field, The data area where it is the field which this 
reader can read, and a user can access the field at arbitration is offered. The 
read-out means which can read at least this disk identification information in the 



record medium with which the disk identification information for encryption was 
recorded on this management domain, The encryption media infonmation 
generation means which enciphers media information including voice, an image, 
and any one information on the data to this data area, and may be outputted to it 
as encryption media information by the cryptographic key using the 
above-mentioned disk identification information at least, Encryption equipment 
characterized by having offered an encryption media infomnation preservation 
means by which this encryption media information could be saved in this data 
area of the record medium which has the same disk identification information, 
and being constituted. 

[Claim 11] The management domain where it is the field which a reader can read 
and a user cannot access the field, While offering the data area where it is the 
field which this reader can read, and a user can access the field at arbitration 
and recording the disk identification information for encryption on this 
management domain The 2nd read-out means which can read at least this disk 
identification information in the record medium with which the information 
enciphered by this data area was recorded, A 2nd cryptographic key generation 
means to generate the 2nd cryptographic key from this disk identification 
information at least. Decryption equipment which decodes the enciphered this 
infomnation using this 2nd cryptographic key, and is characterized by having 



offered the decryption means which can reproduce media information including 
voice, an image, and any one information on the data, and being constituted. 
[Claim 12] The management domain where it is the field which a reader can read 
and a user cannot access the field, The data area where it is the field which this 
reader can read, and a user can access the field at arbitration is offered. The 
read-out means which can read at least this disk identification infomiation in the 
record medium with which the disk identification information for encryption was 
recorded on this management domain, The encryption media information 
generafion means which enciphers media information including voice, an image, 
and any one information on the data, and may be outputted as encryption media 
information by the cryptographic key using this disk identification information at 
least, The sound, image, and data station characterized by having offered an 
encryption media information preservation means by which this encryption 
media information could be saved in this data area, and being constituted. 
[Claim 13] The management domain where it is the field which a reader can read 
and a user cannot access the field. While offering the data area where it is the 
field which this reader can read, and a user can access the field at arbitration 
and recording the disk identification information for encryption on this 
management domain The 2nd read-out means which can read at least this disk 
identification information in the record medium with which the information 



enciphered by this data area was recx)rded. A 2nd cryptographic key generation 
means to generate the 2nd cryptographic key from this disk identification 
information at least, The sound, image, and data station which decodes the 
enciphered this information using this 2nd cryptographic key. and is 
characterized by having offered the decryption means which can reproduce 
media information including voice, an image, and any one information on the 
data, and being constituted. 

[Claim 14] A record medium given in any 1 temi of claim 1 - claim 4 which are 
characterized by perfomiing this encryption using the information which 
combined the serial number information or these which were recorded on the 
frame of mode 3 format of a Q channel sub-code by the medium identification 
number information list recorded on the frame of the mode dimorphism type of 
this disk identification information and a Q channel sub-code. 
[Claim 15] A record medium given in any 1 temi of claim 1 - claim 4 which be 
characterize by perform this encryption using the random number function which 
use as a seed information which combined the serial number infonnation or 
these which be recorded on the frame of mode 3 format of a Q channel sub-code 
by the medium identification number information list recorded on the frame of the 
mode dimorphism type of this disk identification information and a Q channel 
sub-code . 



[Claim 16] a record medium given in any 1 term of claim 1 - claim 4 which be 
characterize by perform this encryption using the Hash Function which use as a 
seed Information which combined the serial number information or these which 
be recorded on the frame of mode 3 format of a Q channel sub-code by the 
medium identification number information list recorded on the frame of the mode 
dimorphism type of the key message in which bit length be change and it deal , 
this disk identification information , and a Q channel sub-code . 
[Claim 17] The initialization approach of a record medium according to claim 6 
characterized by performing this encryption using this disk identification 
information and the information which combined this serial number information 
or these with this medium identification number information list. 
[Claim 18] The encryption approach on a record medium according to claim 8 or 
9 characterized by performing this encryption using this disk identification 
information and the information which combined this serial number information 
or these with this medium identification number information list. 
[Claim 19] The encryption approach on a record medium according to claim 8 or 
9 characterized by performing this encryption using the random-number function 
which uses as a seed this disk identification information and information which 
combined this serial number information or these with this medium identification 
number information list. 
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[Claim 20] The encryption approach on a record medium according to claim 8 or 
9 characterized by performing this encryption using the Hash Function which 
uses as a seed the key message in which bit length is changed and it deals, this 
disk identification infonmation, and information which combined this serial 
number infomiation or these with this medium identification number infonmation 
list. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention is used for CD-R (CD-Recordable). 
CD-RW (CD-Rewritable), recordable DVD (Digital Versatile Disc), etc., and it is 
related with the initialization approach list of a suitable record medium and a 
suitable record medium at the encryption approach on a record medium, and an 
encryption equipment list, and it relates to a decryption equipment list in sound, 
an image, and a data station. 
[0002] 

[Description of the Prior Art] in recent years, the product development of CD-R 



(CD-R media or a CD-R disk may be called hereafter) and CD-RW (CD-RW 
media or a CD-RW disk may be called hereafter) which can write data in optical 
should do - read-only Music CD, read-only CD-ROM, etc. - in addition, the CD 
market is activated. 

[0003] These groups are called CD family and have classes, such as CDDA, 
CD-MIDI, CDV, CD-G, and CD-ROM. Here. CDDA is called the so-called music 
CD and is an object for record playback of a digital audio signal. Moreover, 
CD-MIDI, CDV, and CD-G are used for record playback of a personal computer. 
On the other hand, CD-ROM is a read-only memory and photo CD, a video CD, 
etc. adapting this are used. 

[0004] On the other hand, CD-R and CD-RW can write on a user. By these 
appearances, creation of CD can be performed now also at office or a home. 
Here, CD-R is refreshable at the CD-ROM drive carried in the personal computer, 
and can record mass data. It can write in only the hemihedry and once, and 
elimination of the once recorded data cannot be performed, and neither the disk 
which wrote in accidentally and was carried out, nor the disk which became 
unnecessary can be reused. 

[0005] On the other hand, unlike CD-R, rewriting of data is possible for CD-RW. 
Elimination of 1000 times or more of data is possible for this CD-RW, and it can 
perform temporary preservation of mass data and trial writing of data. The price 



of the hemihedry and a disk is more expensive than CD-R, and the recorded disk 
can be played only by the correspondence drive of a CD-RW drive etc. 
[0006] Moreover, in recently, read-only DVD (Digital Versatile Disc) and 
read-only DVD-ROM with one several times the capacity of CD are produced 
commercially, and development of the medium which the user corresponding to 
such a high density medium can write in is performed briskly. For example, 
media rewritten 1000 times or more, such as a medium which can be written in 
only at once [, such as DVD-R, ]. and DVD-RAM, DVD-RW, are being developed. 
[0007] Next, the writing of the data and a procedure with a physical format are 
explained by making CD-R/RW into an example using drawing 26 from drawing 
24 . In addition, under the following explanation and in a drawing, in case two. 
CD-R and CD-RW, are called collectively, it may be written as CD-R/RW. 
Drawing 24 is drawing showing arrangement with the non-data area of 
CD-R/RW, and a data area. The disk 60 shown in this drawing 24 comes to offer 
a management domain 61 and a user area 62, 

[0008] the field where a user can do neither direct read-out nor writing as for this 
management domain 61 - it is - this management domain 61 ~ PCA (Power 
Calibration Area) and PMA (Program Memory Area) from - it becomes. Here, 
the control information for adjusting the strength of laser in case PCA writes in 
data is stored. And the strength of laser is optimized by the information recorded 



on this PCA to compensate for fluctuation of external factors, such as coloring 
matter of a CD-R disk, and supply voltage, operating temperature, etc. 
[0009] Moreover, disk ID for identifying each disk by CD-R / RW drive, in case it 
writes first In a part of PMA of a CD-R disk or a CD-RW disk (disk identification 
information: Disc Identification) It is recorded by 6 figures of decimal numbers, 
and 19.9 bits. Next, a user area 62 (refer to drawing 24 ) is a field where data 
with actual music data etc. are recorded. 

[0010] And a user area 62 consists of lead-in groove field 62a, data area 62b, 
and lead-out field 62c further. Here, data area 62b is the record section of actual 
data. Information, such as a data start point at the time of writing data in this data 
area 62b and a halting point, is recorded on lead-in groove field 62a and lead-out 
field 62c. respectively. Moreover, the writing of data is performed for that (it is 
called a session) from which such lead-in groove field 62a and lead-out field 62c 
became a pair as one unit. 

[001 1] The method of the writing to this disk is [ a Disk-at-Once (Disk At Once) 
method and ] Track AT Once (Track At Once). There are a method and a 
packet-writing (PacketWrite) method. A Disk-at-Once method means the method 
with which data are written in at a stretch toward a periphery from the core of a 
disk, and first, data are written in and Track At Once system means after that the 
method with which the control information for 60 seconds (lead-in groove) and 



the control information for 90 seconds or 30 seconds (lead-out) are added before 
and after the data. And although succeedingly recorded behind the data with 
which the method which a packet-writing method can advance Track At Once 
system further, and can repeat record by the short data unit was said, and data 
were written in last time in CD-R, it is discretely (at intervals) recordable on each 
[ of a disk ] location like [ in CD-RW ] a floppy (trademark) disk etc. 
[0012] Since data cannot be written in the remaining part even if an availability is 
in CD-R / RW disk if it writes in by the Disk-at-Once method, when the availability 
remains in CD-R / RW disk, Track At Once system or a packet-writing method is 
preferably used so that the postscript of data can be performed. Moreover, the 
session ATTOWANSU (Session At Once) method which is a like and records a 
lead-in groove, data, and lead-out on Track At Once system at this order has 
also been recognized recently. 

[0013] The above-mentioned lead-in groove field 62a is equivalent to the field of 
the beginning of each session on CD-R, and is not written in at all at first. 
Moreover, while the writing of a session is not completed, TOC is written in, after 
being put into the next write-in address on a disk and completing the writing of a 
session. This TOC (Table Of Contents) It is the information written in a user area 
62, and the information on a track number, a start point, and a halting point is 
said. Moreover, the numbers of trucks currently recorded on CD, those starting 



positions, etc. are recorded, and TOC is functioning as a table of contents of a 
session. 

[0014] Furthermore, lead-out field 62c is a field in the last of a session, and is 
used for having arrived at the last of data being shown. In addition, no data are 
written in. Drawing 25 is drawing showing the disc data structure in the middle of 
write-in. The left-hand side of this drawing 25 is the core of a disk 60, PCA, PMA, 
and lead-in groove field 62a, data area (program field) 62b, and lead-out field 
62c are arranged from the direction nearest to this core, and most right-hand 
side is a rim. The band which is shown in this drawing 25 and by which the 
network cliff was carried out means that data are written in. in the middle of 
write-in [ of CD-R ], data are written in PCA, PMA, and data area 62b, and the 
information on a track number, a start point, and a halting point is saved 
temporarily. 

[0015] Although drawing 26 is drawing showing the disc data structure after 
write-in termination and nothing is written in PCA on a disk 60, and PMA, TOC is 
written in lead-in groove field 62a, music data etc. are written in data area 62b, 
and the termination location is further written in lead-out field 62c. Now, record of 
data is performed per block (sector) to the physical format mentioned above. 
Next, this logical format is explained using drawing 38 from drawing 27 . 
[0016] Drawing 27 is drawing showing a format of a subcoding frame. The block 



(sector) 53 shown in this drawing 27 cxsnsists of 98 frame 53a. And block 53 has 
the sub coding region 54 and data area 54a. Here, data area 54a is a field where 
data, such as music, are recorded. 

[0017] Moreover, the sub coding region 54 is a field which records information, 
such as a movement number of a silent part and music, an index, time amount, 
and an alphabetic character, and is recorded on data area 62b (refer to drawing 
24 ) with data, such as music. It is not used in this sub coding region 54 being 
independent (every break), but one information is expressed with 98 continuous 
frames. 

[0018] Moreover, drawing 28 is drawing showing a detailed fonnat of frame 53a, 
and frame 53a shown in this drawing 28 has each field of a frame alignment 
signal, subcoding, data, parity, data, and parity. And it has 1 byte of field for 
subcoding, and 24 bytes of field for data. And 98 of this frame 53a gather, 2352 
(24x98) cutting tools' block 53 is constituted, and it functions as information fields, 
such as a movement number of a silent part and music, an index, ttme amount, 
and an alphabetic character. 

[0019] Drawing 29 is drawing having shown this sub coding region in the detail. 
A synchronizing signal is stored in 2 bytes of first field, and, as for the sub coding 
region 54 shown in this drawing 29 , information is recorded on it by other fields. 
Specifically, these channels are as follows. That is, the silent part by which the P 



channel is inserted between music is recorded. Elapsed time, absolute time. etc. 
are recorded. [ in / in Q channels / the frame of the movement number of music, 
the index number in a movement, and music ] Moreover, as for R, S. T, U, V, and 
W, the text for the display of karaoke etc. is recorded. 

[0020] And one bundle of a frame 98 and the attached lengthwise direction 
constitutes one channel from a frame 3 like field 54b shown in this drawing 29 . 
That is, Q channels are formed by 96 bits of Q1 to Q96. Moreover, the same is 
said of each channel of P, R, S. T, U, V. and W. Next, the mode of Q channels is 
explained. These Q channels have the mode fonnat that three kinds of formats 
from the mode 1 to the mode 3 differ. Although Q channels take the format in the 
mode 1 , they are fixed frequency and usually take the format in the mode 2 and 
the mode 3. 

[0021] Drawing 30 is drawing showing the frame structure in the mode 1 of Q 
channels. Information is transmitted by the frame 55 of mode 1 fonmat shown in 
this drawing 30 . Drawing 36 is drawing showing the 1st example of data logging. 
As shown in this drawing 36 , a Q channel field is recorded in mode 1 format, 
and data are stored in a data area. Drawing 31 is drawing showing the frame 
structure in the mode 2 of Q channels. The frame 56 in the mode 2 shown in this 
drawing 31 is a different format from a frame 55, and the frequency where this 
frame 56 appears is 1 block in rate at least 100 of Q channels. And N1-N13 of 



this drawing 31 are a field which consists of 4 bits, respectively, and are MCN 
(Media Catalog Number) to these fields N1-N13. It is recorded with 13 figures 
(43.2 bits) of decimal numbers. In this MCN, it is the identifier of a media number. 
Moreover, drawing 32 is drawing showing the data fomnat at the time of drive 
equipment recording MCN, and if drive equipment records according to this data 
format, the frame structure shown in drawing 31 will be recorded on a disk in fact. 
Moreover, drawing 33 is drawing showing a format of the MCN data which drive 
equipment read, and shows the data fomnat at the time of reproducing the frame 
structure. 

[0022] Drawing 37 is drawing showing the 2nd example of data logging. As 
shown in this drawing 37 , it is recorded by the mode dimorphism formula 
between mode 1 formats of a Q channel field. Moreover, in the data of the mode 
dimorphism type in that case, it is MCN, 1234567890123 [ for example, ]. It is 
stored. Drawing 34 is drawing showing the frame structure in the mode 3 of Q 
channels. Q frequency where the frame 57 in the mode 3 shown in this drawing 
34 appears is also 1 block inside at at least 100 blocks. And ISRC (International 
Standard Receding Code) is recorded on 11-112 of this frame 57, among these it 
is a serial number (Serial Number) to 18-112. It is recorded with 5 figures (16.6 
bits) of decimal numbers. In addition, as for the field of 11-15, information is 
recorded by 6 bits, and, as for the field of 16-112. information is recorded by 4 bits. 



Moreover, drawing 35 is drawing showing a fomnat of the ISRC data which drive 
equipment read, and a serial number is written in the field of 18-112 shown in this 
drawing 35 with the decimal number for 5 figures. 

[0023] Drawing 38 is drawing showing the 3rd example of data logging. As 
shown in this drawing 38 , It is recorded by the mode dimorphism fonmula 
between mode 1 formats of a Q channel field, and is further recorded also in 
mode 3 format. Moreover, MCN (for example, 1234567890123) is written in the 
data of the mode dimorphism type in that case, and the serial number of ISRC is 
98765 in the data of mode 3 format. It is written in. 

[0024] As mentioned above, CD-R/RW is standardized and is excellent in 
compatibility, and the contents of a fomnat deal with it very much, and tend to 
carry out it. However, since a user individual can reproduce works, such as 
music and data of a movie or a computer program, easily, this CD-R/RW has the 
technical problem that protection of such a work is not thoroughgoing. 
[0025] The approach of protecting such data with copyright has the approach of 
adding dues to sound recording / playback device beforehand, the approach of 
performing to the data stream when copying by putting coding infomiation, etc. 
However, the approach of the approach of adding dues beforehand having the 
technical problem that a setup of a tariff is very difficult, and putting coding 
information on the data stream when copying has the technical problem that 



there are no means prevented in any way in copying in analog, and neither 
serves as fundamental solution for duplicate prevention. 

[0026] In addition, about data logging, as shown below, four kinds of well-known 
reference is known. First, the distinction means of CD-ROM which equips 
JP,8-1 53331 .A (the well-known reference 1 may be called hereafter) with the DS 
in which a copy protection is possible, and copy article CD-ROM is acquired, and 
the technique of aiming at prevention of an illegal copy is indicated. 
[0027] However, the technique indicated by this well-known reference 1 makes 
the particular part of a medium the specific value for anti-copying. Furthermore, 
since this technique makes the specific value Q channel address of a sub-code 
block of the arbitration of CD, it has the technical problem that the dependability 
of data protection is low. Moreover, the technique of performing anti-copying of 
the recorded software or music information is indicated, without carrying out the 
cost rise of the optical disk which supplies software and music information to 
JP,7-85574,A (the well-known reference 2 being called hereafter). 
[0028] The technique indicated by this well-known reference 2 has prevented the 
copy by recording the key information on encryption on a non-data storage area 
by a bar code etc. However, a non-data area is a field which the optical head of a 
regenerative apparatus does not scan, and since key information is recorded by 
the bar code or the geometrical pattern, it has the technical problem that the key 



information reading means of dedication is required. 

[0029] Furthennore, it is media, such as CD-ROM on which data were recorded 
in the pit, and even if the duplicate of a metaphor pit formation part is made 
without being reproduced simply, the data-logging medium which can be 
prevented from reproducing easily the infomriation signal currently recorded is 
indicated by USP5,802,174 (Japanese corresponding application may call the 
well-known reference 3 JP,9-017119,A and the following), 
[0030] The technique indicated by this well-known reference 3 records 
encryption data and cryptographic key information on two record sections where 
a record format differs from a recording layer separately, and cryptographic key 
information is recorded by the wobble and the optical MAG of a slot, or the 
phase change, or it records them on other recording layers. However, since 
each ****** is an anti-copying technique of a ROM medium, such as CD-ROM, 
application to a recordable medium like this invention is difficult to even indicate 
for this well-known reference 3. 

[0031] Furthennore, reading and the copy of a cryptographic key will be easily 
made only by changing the recording layer which writes in a cryptographic key. 
When cryptographic key information is written in by the wobble of a slot, a 
different identification number for every disk cannot be given, but there is no 
anti-copying effectiveness in a recordable medium. Moreover, when 



cryptographic key information is written in using other record formats other than 
pits, such as optical MAG, in order to read, the technical problem that the key 
information reading means of dedication is required occurs. 
[0032] And the data recorder unreproducible even if reproduced is indicated by 
EP751516A (Japanese corresponding application may call the well-known 
reference 4 JP,9-1 15241 ,A and the following), without being reproduced simply. 
However, the technique indicated by this well-known reference 4 records the 
identification information of a proper on a medium, and that identification 
information is recorded on a data area, a TOC field, etc. Therefore, since a TOC 
field is rewritten by the user at arbitration, it has too the technical problem that 
there is fear of an alteration of the data encryption key by the user. 
[0033] 

[Problem(s) to be Solved by the Invention] This invention by having been 
originated in view of such a technical problem, and giving predetermined 
initialization to a disk using the existing format approach Although a user is able 
to copy the data with copyright of music, the data of a movie or a computer 
program, etc. to the disk of one sheet only once It aims at offering sound, an 
image, and a data station in a decryption equipment list at the encryption 
approach on a record medium, and an encryption equipment list in the 
initialization approach list of a record medium and a record medium which 



cannot be secondarily copied to other disks from the copied disk, 
[0034] 

[Means for Solving the Problem] For this reason, the record medium of this 
invention is the field which can read a reader, a user offers the management 
domain which cannot access that field, and the data area where it is the field 
which a reader can read and a user can access that field at arbitration, and it is 
characterized by recording the disk identification infonnation for encryption on 
that management domain (claim 1). 

[0035] Moreover, media information including voice, an image, and any one 
information on the data to the data area While being recorded as encryption 
media information enciphered by the cryptographic key generated using the 
above-mentioned disk identification information at least The medium 
identification number information which a user can read may be distributed and 
recorded, and this record medium may be made to be recorded on optical, and a 
user may be made for that data area to be written in once [ at least ] (claims 2-4). 
[0036] In addition, this encryption Even if it is made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification infonnation and a Q channel sub-code 



Often (claim 14) The random-number function which uses as a seed information 
which combined the serial number information or these which were recorded on 
the medium identification number information list recorded on the frame of the 
mode dimorphism type of disk identification information and a Q channel 
sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be canried out by using (claim 15). Bit length The serial number 
information or these which were recorded on the medium identification number 
information list recorded on the frame of the mode dimorphism type of the key 
message in which is changed and it deals, disk identification information, and a 
Q channel sub-code by the frame of mode 3 format of a Q channel sub-code It 
may be made to be carried out using the Hash Function which uses combined 
information as a seed (claim 16). 

[0037] Furthermore, the initialization approach of the record medium of this 
invention is the field which can read a reader, and a user is the initialization 
approach of a record medium of having offered the management domain which 
cannot access the field, and the data area where it is the field which a reader can 
read and a user can access the field at arbitration, and is characterized by 
recording the disk identification information for encryption on a management 
domain (claim 5). 

[0038] And in recording the above-mentioned disk identification information, the 



1st write-in step which records the disk identification information for encryption 
on a management domain, the 2nd write-in step which records medium 
identification number infomiation by the mode dimorphism formula of a Q 
channel sub-code in a data area, and the 3rd write-in step which records serial 
number information in mode 3 fomnat of a Q channel sub-code in a data area are 
offered, and it may be constituted (claim 6). 

[0039] In addition, this encryption Even if it is made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification infomiation and a Q channel sub-code 
Often (claim 17) The random-number function which uses as a seed information 
which combined the serial number information or these which were recorded on 
the medium identification number information list recorded on the frame of the 
mode dimorphism type of disk identification information and a Q channel 
sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out by using. Again Bit length The serial number infomiation 
or these which were recorded on the medium identification number information 
list recorded on the frame of the mode dimorphism type of the key message in 
which is changed and it deals, disk identification information, and a Q channel 



sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined 
information as a seed. 

[0040] In addition, the encryption approach on the record medium of this 
invention The management domain where it is the field which a reader can read 
and a user cannot access the field, It is the field which a reader can read and is 
the encryption approach on the record medium with which the user offered the 
data area which can access the field at arbitration. After perfomriing initialization 
which records the disk identification information for encryption on a management 
domain By enciphering by the cryptographic key using the above-mentioned disk 
identification information at least, and recording media information including 
voice, an image, and any one information on the data on a data area as 
encryption media infomiation It is characterized by having offered the encryption 
step which generates a specific record medium, and being constituted (claim 7). 
[0041] And the above-mentioned initializafion may consist of a 1st write-in step 
which records the disk identification information for encryption on a management 
domain, a 2nd write-in step which records medium identification number 
information on a data area by the mode dimorphism formula of a Q channel 
sub-code, and a 3rd write-in step which records serial number information on a 
data area in mode 3 fomiat of a Q channel sub-code (claim 8). 



[0042] Moreover, the 1st disk identification information read-out step from which 
the encryption step reads disk identification information as the 1st disk 
identification information. The 1st cryptographic key generation step which 
generates the 1st cryptographic key combining the 1st disk identification 
information and at least one information in medium identification number 
infomiation and serial number information, The 1st read-out step which reads 
media information from an external device, and by generating encryption media 
infomiation using the 1st cryptographic key, and recording on the data area 
which has the 1st disk identification information The specific record-medium 
generation step which generates a specific record medium is offered, and it may 
be constituted (claim 9), 

[0043] In addition, this encryption may be made to be performed using disk 
identification infomiation and the information which combined serial number 
information or these with the medium identification number information list (claim 
18). It may be made to be carried out using the random-number function which 
uses as a seed disk identification information and information which combined 
serial number information or these with the medium identification number 
information list (claim 19). Moreover, it may be made to be carried out using the 
Hash Function which uses as a seed the key message in which bit length is 
changed and it deals, disk identification information, and information which 



combined serial number information or these with the medium identification 
number information list (claim 20). 

[0044] Furthermore, the management domain where the encryption equipment 
of this invention is the field which can read a reader, and a user cannot access 
the field, The data area where it is the field which a reader can read and a user 
can access the field at arbitration is offered. The read-out means which can read 
at least the disk identification infomiation in the record medium with which the 
disk identification information for encryption was recorded on the management 
domain, The encryption media information generation means which enciphers 
media information including voice, an image, and any one information on the 
data to a data area, and may be outputted to it as encryption media information 
by the cryptographic key using the above-mentioned disk identification 
information at least. It is characterized by having offered an encryption media 
information preservation means by which encryption media information could be 
saved in the data area of the record medium which has the same disk 
identification information, and being constituted (claim 10). 
[0045] In addition, this encryption It may be made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode 



dimorphism type of disk identification infomiation and a Q channel sub-code. 
The random-number function which uses as a seed information which combined 
the serial number information or these which were recorded on the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification information and a Q channel sub-code by 
the frame of mode 3 format of a Q channel sub-code It may be made to be 
carried out by using. Again Bit length The serial number information or these 
which were recorded on the medium identification number infomiation list 
recorded on the frame of the mode dimorphism type of the key message in 
which is changed and it deals, disk identification information, and a Q channel 
sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined 
information as a seed. 

[0046] And the management domain where the decryption equipment of this 
invention is the field which can read a reader, and a user cannot access the field. 
While offering the data area where it is the field which a reader can read and a 
user can access the field at arbitration and recording the disk identification 
information for encryption on a management domain The 2nd read-out means 
which can read at least the disk identification information in the record medium 
with which the information enciphered by the data area was recorded, A 2nd 



cryptographic key generation means to generate the 2nd cryptographic key from 
disk identification infomiation at least, The enciphered infonnation is decoded 
using the 2nd cryptographic key. and it is characterized by having offered the 
decryption means which can reproduce media information including voice, an 
image, and any one infomnation on the data, and being constituted (claim 11). 
[0047] In addition, this encryption It may be made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification information and a Q channel sub-code. 
The random-number function which uses as a seed information which combined 
the serial number infonnation or these which were recorded on the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification information and a Q channel sub-code by 
the frame of mode 3 format of a Q channel sub-code It may be made to be 
carried out by using. Again Bit length The serial number information or these 
which were recorded on the medium identification number information list 
recorded on the frame of the mode dimorphism type of the key message in 
which is changed and it deals, disk identification information, and a Q channel 
sub-code by the frame of mode 3 format of a Q channel sub-code It may be 



made to be carried out using the Hash Function which uses combined 
information as a seed. 

[0048] In addition, the sound, image, and data station of this invention The 
management domain where it is the field which a reader can read and a user 
cannot access the field, The data area where it is the field which a reader can 
read and a user can access the field at arbitration is offered. The read-out 
means which can read at least the disk identification information in the record 
medium with which the disk identification information for encryption was 
recorded on the management domain. The encryption media information 
generation means which enciphers media information including voice, an image, 
and any one information on the data, and may be outputted as encryption media 
information by the cryptographic key using disk identification information at least, 
It is characterized by having offered an encryption media information 
preservation means by which encryption media information could be saved in a 
data area, and being constituted (claim 12). 

[0049] Moreover, the management domain where the sound, image, and data 
station of this invention are the fields which can read a reader, and a user cannot 
access the field, While offering the data area where it is the field which a reader 
can read and a user can access the field at arbitration and recording the disk 
identification information for encryption on a management domain The 2nd 



read-out means which can read at least the disk identification information in the 
record medium with which the information enciphered by the data area was 
recorded, A 2nd cryptographic key generation means to generate the 2nd 
cryptographic key from disk identification information at least, The enciphered 
information is decoded using the 2nd cryptographic key, and it is characterized 
by having offered the decryption means which can reproduce media information 
including voice, an image, and any one information on the data, and being 
constituted (claim 13). 

[0050] In addition, this encryption It may be made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification information and a Q channel sub-code. 
The random-number function which uses as a seed information which combined 
the serial number information or these which were recorded on the medium 
identification number information list recorded on the frame of the mode 
dimorphism type of disk identification information and a Q channel sub-code by 
the frame of mode 3 format of a Q channel sub-code It may be made to be 
carried out by using. Again Bit length The serial number information or these 
which were recorded on the medium identification number information list 



recorded on the frame of the mode dimorphism type of the key message in 
which is changed and it deals, disk identification information, and a Q channel 
sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined 
information as a seed. 
[0051] 

[Embodiment of the Invention] Hereafter, CD-R/RW is made into an example, 
and the gestalt of operation of this invention is explained with reference to a 
drawing. 

(A) The explanatory view 1 of the 1st operation gestalt of this invention is 
drawing showing arrangement with the non-data area of CD-R/RW where this 
invention is applied, and a data area. The disk 10 shown in this drawing 1 is a 
record medium in which read-out or writing is possible, and has offered the 
management domain 1 1 and the user area 12 on optical. Moreover, this disk 10 
is the thing before being initialized. 

[0052] Here, what Disks ID and MCN, ISRC, etc. are inserted in a disk (a disk or 
media may be called) with physical initialization for (it records) is said. Moreover, 
the mode which uses the initialized disk has industrial use and a noncommercial 
use. That is, industrial use means for example, a primary manufacturer 
initializing and selling to this physical disk, and a secondary manufacturer 



purchasing that initialized physical disk, and recording and selling voice, an 
image, data, etc. Moreover, a noncommercial use means purchasing the disk by 
which the consuming public was initialized and recording voice, an image, data, 
etc. on individual level. Therefore, the word of a user means the secondary 
manufacturer, a consuming public, etc. hereafter. In addition, specifically, this 
disk 10 is CD-R which can be written in only once, or rewritable CD-RW of data 
repeatedly. 

[0053] This management domain 1 1 is a field which drive equipment (not shown) 
can read, and a user is the field which cannot access that field and it consists of 
PCA and PMA. Here, drive equipment is a reader in the regenerative apparatus 
of CD-R/RW, or a recording device. Namely, although the drive equipment built 
in the noncommercial regenerative apparatus which a user uses can read this 
management domain 11, a user can rewrite the value of this management 
domain 1 1 to arbitration, or can eliminate it no longer. That is, it is the field where 
the command for a user rewriting to arbitration or eliminating does not exist. 
Moreover, PCA is a field where the information for adjusting the strength of the 
laser when writing in data is recorded. 

[0054] Furthermore, PMA is a field where the disk ID for encryption (disk 
identification information) is recorded, and each disk is identified with this disk ID. 
Moreover, in case it initializes a disk, by drive equipment, this disk ID sets up a 



number almost at random, is not written in, and unless it is still more nearly 
special equipment, it cannot set this disk ID as a specific number. Therefore, 
since the user who uses it in a home or office does not have such special 
equipment, a specific number rewrites this disk ID. 

[0055] In addition, one management domain 11 is usually established in the 
most inner circumference, and capacity is 1% or less of data-logging capacity 
very few. Furthemiore. a user area 12 is a field which drive equipment can read, 
and is a field where a user can access the field at arbitration. This user area 12 
consists of lead-in groove field 12a for storing a lead-in groove, data area 
(program field) 12b for storing data, such as music, and lead-out field 12c for 
storing lead-out. 

[0056] And multimedia data, such as voice, an image, and data To this data area 
12b, Disks ID and MCN (medium identification number information). While being 
enciphered by the cryptographic key (cryptographic key) generated using the 
serial number (serial number information) of ISRC and being recorded as 
encryption data (encryption media information) The serial number of MCN and 
ISRC which a user can read is distributed and recorded on this data area 12b. 
That is, in case a user writes in music data, data, such as a movement number 
of a silent part and music, an index, time amount, and an alphabetic character, 
are written in the field for subcoding in data area 12b with music data. In addition, 



data area 12b of CD-R is written in once by the user, and data area 12b of 
CD-RW can be rewritten any number of times by the user. 
[0057] Here, MCN is the identifier of a media number and is the information 
recorded by Q channels (mode dimorphism type) of the field for the subcoding. 
Furthemiore, the serial number of ISRC is the infonmation recorded by Q 
channels (mode 3 fomriat) of the field for subcoding. Drawing 2 (a) is drawing 
showing notional field arrangement of CD-R/initialized RW, The disk 10 shown in 
this drawing 2 (a) has data area 12b and the media number field 1. In addition, 
the hole of the core of a disk 10 is omitted. 

[0058] Here, the media number field 1 is a notional field which gathered up the 
above-mentioned disks ID and MCN and three fields of ISRC, in fact, it is not 
such a form and the field of a disk 10 is not necessarily used. Moreover, Disk ID 
is 6 figures of a decimal number, MCN is 13 figures of decimal numbers, the 
serial number of ISRC is 5 figures of decimal numbers, these are put together 
suitably and such die length is used as a cryptographic key. In addition, about 
the combination, it mentions later. 

[0059] And multimedia data are enciphered by these stenciled disks ID and MCN 
and the media number which combined the serial number of ISRC. Or the whole 
ISRC may be used instead of the serial number of ISRC. Drawing 2 (b) is 
drawing showing notional field arrangement of CD-R/RW on which encryption 



data were recorded, and, as for disk 10' shown in this drawing 2 (b). the media 
number field 1 and the encryption data 14 are recorded. That is. multimedia data 
are enciphered using a media number as a cryptographic key. and the 
encryption data 14 shown in drawing 2 (b) are obtained. 

[0060] Drawing 3 is drawing for explaining being enciphered by the media 
number. The data 13 (circular thing on the left-hand side of drawing 3 ) shown in 
this drawing 3 are data which are not enciphered, and. specifically, are 
multimedia data including the information on voice, an image, data, etc. And this 
data 13 is enciphered by the cryptographic key using Disks ID and MCN and the 
media number (media number field) 1 which it becomes from the serial number 
of ISRC, and as shown in this drawing 3 , the encryption data 14 (circular thing 
on the right-hand side of drawing 3 ) are obtained. Furthermore, what this 
encryption data 14 was recorded on is generated as specific disk 10' (encryption 
step). That is, since the media number (media number field) 1 is a different 
peculiar thing for every one disk, it is functioning as a cryptographic key. 
[0061] Therefore, the encryption approach on the record medium of this 
invention The management domain 11 where it is the field which drive 
equipment (illustration abbreviation) can read, and a user cannot access the 
field, It is the field which drive equipment can read and is the encryption 
approach on the disk 10 with which the user offered data area 12b which can 



access the field at arbitration. After performing initialization which records the 
disk ID for encryption on a management domain 1 1 By enciphering by the code 
key using the above-mentioned disk ID, and recording media infonnation 
including voice, an image, and any one information on the data on data area 12b 
as encryption media infonnation It means that the encryption step which 
generates specific disk 10' is offered, and it was constituted. 
[0062] Here, the above-mentioned initialization consists of the 1st write-in step 
which records the disk ID for encryption on a management domain 11, the 2nd 
write-in step which records Disks ID and MCN (medium identification number 
information) on data area 12b by the mode dimorphism formula of a Q channel 
sub-code, and the 3rd write-in step which records the serial number (serial 
number information) of ISRC on data area 12b in mode 3 format of a Q channel 
sub-code so that it may mention later using drawing 8 . 

[0063] Specifically, as for this encryption step. Disk ID is first read as the 1st disk 
identification information (the 1st disk identification infonnation read-out step). 
Furthermore, the media number 1 is generated in combination with the disks ID 
and MCN, combination with the serial number of Disks ID and ISRC, or the 
combination of Disks ID and MCN and the serial number of ISRC (the 1st 
cryptographic key generation step). And specific disk 10' is generated by reading 
data 13 from an external device (the 1st read-out step), generating the 



encryption data 14 using the media number 1. and being recx)rded on data area 
12b of a disk 10 which has the same disk ID (specific record-medium generation 
step). 

[0064] Drawing 4 is drawing for explaining being decrypted by the media number. 
The encryption data 14 shown in this drawing 4 are decoded by media number 
(media number field) 1' (restoration), and the original data 13 are obtained. 
Namely, as for a decryption step, the disk ID of specific disk 10' is first read as 
the 2nd disk identification information. And the encryption data 14 are read from 
this specific disk 10*, and media number (media number field) 1* is generated 
from combination with those disks ID and MCN, combination with the serial 
number of Disks ID and ISRC, and the combination of Disks ID and MCN and 
the serial number of ISRC. That is. media number (media number field) V is 
functioning as the 2nd cryptographic key. Here, only when media number 1' is in 
agreement with the media number 1, the encryption data 14 are decoded and 
can be reproduced. 

[0065] Drawing 5 is drawing for explaining that a secondary copy is not made. 
Two kinds of different things of disk 10' and disk 10a are shown in drawing 5 . 
Here, disk 10' is the disk primarily copied for example, from the music CD. On 
the other hand, disk 10a is initialized another disk, and is further copied 
secondarily from disk 10' copied primarily. 



[0066] Here, since the media number 1 and media number V which are a 
cryptographic key differ from each other even if it reads the data copied 
secondarily by CD-R / RW drive (after-mentioned), the encryption data 14 of this 
copied disk 10a are not decoded. Thus, since the cryptographic key using a 
media number becomes a general way, a secondary copy is prevented. 
Moreover, the data used as a cryptographic key are distributed and recorded on 
these fields in this way using the management domain 1 1 in a CD-R disk or a 
CD-RW disk, and data area 12b, the data distributed and recorded is gathered 
up, and the cryptographic key is generated. Therefore, according to this 
approach, it can encipher now, without changing the format approach of the 
existing disk, in addition, since the distributed approach can be made to change 
into versatility if needed, it can raise the reinforcement as a cryptographic key. 
[0067] Next, the media number which is a cryptographic key is explained 
concretely. There is an asymmetry method which is not the same in the 
encryption approach as known well. The example using the former has DES 
(Data Encryption Standard), RC4 (Rivest Code #4), IDEA, etc., and the example 
using the latter has RSA (Rivest. Shamit, and Adieman) etc. 
[0068] Drawing 6 is drawing showing the encryption approach which used the 
cryptographic key. Data "ABCD" of origin has " cryptographic key " multiplied as 
shown in this drawing 6 , and it is encryption data ". ?" is obtained. And 



encryption data ". ?" has "decryption key " multiplied, and the original data 
"ABCD" are obtained. And for DES, 56 bits and RC4 are [ 46-128 bits and IDEA 
of the die length of the cryptographic key usually used ] 128 bits, respectively, 
and RSA is 512-4096 bits. In addition, this 56 bits DES and 1024-bit RSA have 
the comparable difficulty of that decode. 

[0069] By the way, when enciphering using the above-mentioned media number, 
the media number must have a number required for the encryption of bits. On 
the other hand, MCN is 13 figures (binary number of 43.2 bits) of decimal 
numbers, and ISRC is 5 figures (binary number of 16.6 bits) of decimal numbers, 
and Disk ID is 6 figures (binary number of 19.9 bits) of decimal numbers. The 
code of sufficient die length cannot be created in these simple substances. 
Therefore, according to the encryption approach which uses these three kinds, 
three kinds of above-mentioned cryptographic keys 1-3 are combined. Next, the 
example of use of cryptographic keys 1-3 is shown in (vi) from (i). In addition, in 
the following explanation, a cryptographic key 1 and the serial number of ISRC 
may be called a cryptographic key 2, Disk ID may be called a cryptographic key 
3, and MCN may be explained. 

(i) When 6 figures of decimal numbers are enough as the die length of a 
cryptographic key, a cryptographic key 3 (6 figures of decimal numbers) is used. 

(ii) When 1 1 figures of decimal numbers are enough as the die length of a 



cryptographic key, a cryptographic key 2 (5 figures of decimal numbers) and a 
cryptographic key 3 (6 figures of decimal numbers) are used. 

(iii) When 19 figures of decimal numbers are enough as the die length of a 
cryptographic key, a cryptographic key 1 (13 figures of decimal numbers) and a 
cryptographic key 3 (6 figures of decimal numbers) are used. 

(iv) When 24 figures of decimal numbers are enough as the die length of a 
cryptographic key, a cryptographic key 1 (13 figures of decimal numbers), a 
cryptographic key 2 (5 figures of decimal numbers), and a cryptographic key 3 (6 
figures of decimal numbers) are used. 

(v) When the die length of a cryptographic key is larger than (iv), a cryptographic 
key 1, a cryptographic key 2, and a cryptographic key 3 are resembled, in 
addition only the cryptographic key which a part for data division runs short of is 
created and used. For example, from one of suitable fomiat parts, in the case of 
the 30-figure need, you may acquire other 6 figures, or it may also write the 6 
figures in a part for data division. 

(vi) It is the case that the die length of a cryptographic key is larger than (iv), and 
when it is a CD-R disk, by creating two or more trucks, two or more 
cryptographic keys 1 and cryptographic keys 2 are created, respectively, and the 
cryptographic keys 1 and 2 of these plurality and a cryptographic key 3 are used 
collectively. 



[0070] Moreover, the secrecy nature of a cryptographic key must be raised in a 
data encryption. In that case, it is calculated by three kinds of the serial number 
(cryptographic key 2) of MCN (cryptographic key 1) and ISRC and Disk ID 
(cryptographic key 3) being substituted for a specific function, respectively, and 
the calculated result is used as a cryptographic key. In order to be adopted as 
this specific function, the conditions of ** of a degree and ** need to be fulfilled. 
[0071] ** The same result should be obtained from the serial number of the same 
MCN and ISRC, and Disk ID. 

** Reverse analysis should be hard to be carried out. 

The conditions of this ** are because a result different each time appears and it 
becomes impossible to reproduce a fixed cryptographic key. when the function 
which generates a true random number is used. Moreover, the conditions of ** 
are because the original MCN, the serial number of ISRC, and Disk ID are not 
decoded from the calculated result using an inverse function, respectively. 
These three kinds of cryptographic keys are called ID for convenience, and the 
algorithm which generates a cryptographic key is explained using drawing 39 (a) 
-(c). 

[0072] It is the explanatory view of the cryptographic key generation method with 
which drawing 39 (a) is the explanatory view of the cryptographic key generation 
method which carried out simple addition of three kinds of cryptographic keys 



1-3. and the random-number function was used for drawing 39 (b) for three kinds 
of cryptographic keys 1-3, respectively, and drawing 39 (c) is the explanatory 
view of the cryptographic key generation method which used the Hash Function 
for a key message and three kinds of cryptographic keys 1-3. In addition, in 
these drawings, a cryptographic key is displayed also as unique ID, and ID1 and 
a cryptographic key 2 (serial number of ISRC) are displayed as ID2. and the 
cryptographic key 3 (disk ID) is displayed for the cryptographic key 1 (MCN) as 
ID3, respectively. 

[0073] Here, it is equivalent to (iv) mentioned above - (vi), and three kinds of 
things, a cryptographic key 1 (ID1). a cryptographic key 2 (ID2), and a 
cryptographic key 3 (ID3), are added, and, as for Casel shown in drawing 39 (a), 
a cryptographic key (unique ID) is generated. Moreover, when the die length of a 
required cryptographic key is short, it is equivalent to (i) mentioned above - (iii), 
and the serial number of MCN and ISRC and Disk ID may be used according to 
an individual. Therefore, this encryption will be performed using the information 
which combined Disks ID and MCN, the serial number of ISRC, or these. And six 
kinds of the way of combining exists from three kinds of the serial number of 
MCN and ISRC, and Disk ID. 

[0074] Next, the result of the random-number function Rnd (ID1) with which the 
cryptographic key (unique ID) generated MCN (ID1) as a seed in Case2 shown 



in drawing 39 (b), The result of the random-number function Rnd (ID2) which 
generated the serial number (ID2) of ISRC as a seed, and the result of the 
random-number function Rnd (ID3) which generated Disk ID (IDS) as a seed are 
added, and are obtained. 

[0075] Here, random-number function Rnd() is a function which generates a 
pseudo-random number based on the inputted kind, and to the number inputted 
as a seed, this random-number function Rnd() carries out the multiplication of 
the very large integer, adds a very large integer to that multiplication result, and 
outputs the value in the predetermined digit of that addition result further. 
Moreover, a seed means the initial value for performing the 
random-number-generation operation inside the random-number function Rnd(). 
[0076] Therefore, it will mean that this encryption was made using the 
random-number function which uses Disks ID and MCN or the serial number of 
ISRC as a seed, and this encryption will be made using the random-number 
function which uses as a seed information which combined Disks ID and MCN or 
the serial number of ISRC. Random-number function RndQ prepares the table of 
random numbers of immobilization beforehand, and outputs a specific figure to 
the serial number of the same MCN and the same ISRC, and the same disk ID 
so that the same result may be outputted, when generating a cryptographic key 
practically using the serial number of the same MCN and the same ISRC, and 



the same disk ID. In addition, the serial number of MCN and ISRC and three 
kinds of all of Disk ID are added, and you may make it substitute for 
random-number function RndQ by using the addition result as a seed. 
[0077] Thus, in an algorithm, since random-number function Rnd() is used, the 
same cryptographic key comes to be outputted and reverse analysis is hard, as 
for the generated cryptographic key. to be carried out. In addition, in Case3 
shown in drawing 39 (c), the cryptographic key (unique ID) is generated by the 
approach of calculating and obtaining a variable-length key message, MCN 
(ID1), the serial number (ID2) of ISRC, and the thing adding Disk ID (ID3) by the 
Hash Function. 

[0078] Here, a Hash Function is a function which considers the text (text data) of 
predetermined length as an input, and considers a fixed-length message digest 
(message digest data) as an output. In addition, it may be called a message 
digest also with a hash value. Moreover, in the following explanation, the text of 
this predetermined length is equivalent to what divided into suitable die length 
what should mean the 128-bit disk ID etc. and specifically combined Disk ID etc., 
and was obtained. And bit length inputted is made not only into 128 bits but into 
80 bits, or is made to 200 bits. That is, although the burden of encryption 
processing and decryption processing mitigates when short, safety is no longer 
collateralized. On the contrary, safety is collateralized, although the burden of 



encryption processing and decryption processing increases when long. That is, 
this bit length is changed by the design plan and it deals in it. 
[0079] Moreover, when the serial number of MCN and ISRC and the thing which 
added Disk ID altogether do not fulfill 128 bits, after a bit string (key message) is 
added to the serial number of MCN and ISRC. and the thing adding Disk ID and 
being made 128 bits, the operation by the Hash Function is performed. 
Furthemnore, you may make it software (driver software) insert a fixed message 
automatically, or a user may be made to insert about a key message. Moreover, 
the key message according to the class of infonnation to record may be made to 
be added. And in order to raise the safety of a cryptographic key, a key message 
is made not to be recorded on the same disk as the disk with which Disk ID is 
recorded. 

[0080] Therefore, this encryption will be performed using the Hash Function 
which uses as a seed the key message and Disks ID and MCN in which bit 
length is changed and it deals, or the serial number of ISRC, and this encryption 
will be performed using the Hash Function which uses as a seed information 
which combined a key message. Disks ID and MCN, or the serial number of 
ISRC. 

[0081] Next, the class of Hash Function of this Case3 is explained using a 
concrete example program. As mentioned above, a hash algorithm has a thing 



of ISRC, the probability for the same cryptographic key to be generated 
becomes very small. 

[0084] By using these MD methods, the magnitude of a message digest can be 
changed easily and software processing using CPU which is 32 bits or 64 bits is 
performed at a high speed. On the other hand, a hash algorithm has an 
algorithm called others, RIPEMD, and SHA. [ method / these / MD ] This 
RIPEMD is an algorithm which generates a 160-bit message digest. Moreover, 
SHA-1 is the algorithm which improved MD4, SHA can generate the message 
digest of 160 bit length longer than MD4 and MD5 from the text of arbitration 
length, and it is prescribed by FIPS 180-1. 

[0085] Drawing 40 is drawing showing the example program of a Hash Function. 
Function func() shown in this drawing 40 has the algorithm of the best Hash 
Function (the best Hash Function), an input variable is (*str) of a pointer, and an 
output is a message digest (val%SIZE). And other functions (illustration 
abbreviation), such as the Maine function, pass the pointer (*str) which 
expresses the head location of the bit string of predetermined length to this 
function func(), and call function func(). And a hash value val is calculated by the 
die length of the inputted bit string of a predetermined number being found in 
len=strlen (str). This val is the value of triple figures expressed with the number 
of 26 **, and at least that of 1 of a decimal number is equivalent at least to that of 



100 at least for that of 10, respectively. *str-'a' expresses the head of an Input 
string, *(str+ien/2)-'a' expresses the center section of the input string here, and it 
is * (str+ (len-1)) further. - 'a' expresses the tail end of an input string. And the 
division of this outputted val is done by SIZE (for example, 1023), and it is 
classified into 1023 kinds of remainders. Thereby, all the inputted alphabet trains 
are pemriuted by 1023 kinds of message digests. In addition, when a pointer 
variable is 0 (NULL), 0 is outputted, without performing the operation of a hash 
algorithm. 
[0086] 
[Table 1] 
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[0088] As it is the table showing the execution condition of the count which used 
the Hash Function and is shown in this table 1. the number of Tables 1 is 50000, 
and they repeat the number of data (data total) inputted 10 times. Furthermore, 
Table 2 is a table showing an example of distribution of the data generated by 
the Hash Function, table expresses the range of a message digest value (hash 
value), and * expresses the histogram (generated data number) of the range. 
Here, the number of elements contained in one * is 50. For example, it is the 



[0091] Moreover, when decoding in regular-user level about secrecy nature 
using a personal computer, it is next to impossible to decode a 128-bit message 
digest in the number of the bus lines of CPU and the number of bits of memory 
which are carried in the personal computer. Therefore, a user cannot carry out 
the secondary copy of the data with copyrights, such as music, a movie, and a 
computer program, in practice, but this data with copyright is protected. 
[0092] Thus, the number of bits required for encryption is secured also with a 
user's drive equipment by PMA which can be read, and MCN and ISRC which 
were distributed by data area 12b and recorded on it. Drawing 7 is the mimetic 
diagram of the cryptographic key imprinting equipment concerning the 1st 
operation gestalt of this invention. The cryptographic key imprinting equipment 
19 shown in this drawing 7 enciphers multimedia data, such as voice, an image, 
and data, records them as encryption data, offers a personal computer 20, a 
cable 43, and CD-R / RW drive 46, and is constituted. Moreover. CD-R disk 
(CD-R media) 47a or CD-RW disk (CD-RW media) 47b is a disk before 
initialization (media). 

[0093] This personal computer 20 performs initialization of CD-R disk 47a or 
CD-RW disk 47b, offers the media number setting means 45, and is constituted. 
This media number setting means 45 is Mode Select so that the value of the 
serial number of MCN and ISRC may be set up and the value which those who 



operate it inputted can be kept temporarily. It has the memory for commands 
(not shown). Moreover, this personal computer 20 is UDF (Universal Disk 
Fonnat) which Is a logical format in the case of initialization of a disk. It gives. 
[0094] In case a user copies this personal computer 20, it can perfomri the logical 
format corresponding to the software (for example, trade name of 
DirectCD;Adaptec) which a user uses. Here, with DirectCD, in case a user 
copies, it is the software for writing it was made to be possible [ whose handling ] 
in the environment same with treating the file which is contained in the integral 
disk or the floppy disk in the file included in CD-R / RW drive 46. 
[0095] And in case a disk is initialized, a user performs a logical format using 
DirectCD. Moreover, a user is ISO9660. it is ISO9660 when you want to take 
transposition. A logical format can also be added and it is ISO9660 in that case. 
It is necessary to perform two kinds in all of formats wjth DirectCD. This ISO9660 
(Internatinal Organization for Standardization 9660) It is an international 
standard and CD-ROM or the file in CD-R/RW, directory structure, a logical 
fomiat, etc. are defined. Moreover, ISO9660 It is an extensible specification and 
various extended specifications are specified. Furthermore, ISO9660 There is 
an information-interchange level and it defines from level 1 to level 3. In addition, 
generally it is ISO9660. Level 1 is then pointed out. The alphabetic character 
which this can use, and the specification of use of a file name are contained. 



[0096] In addition, although this personal cx)mputer 20 has other well-known 
functions, it omits that detailed explanation. And a cable 43 connects electrically 
a personal computer 20, and CD-R / RW drive 46. Moreover. CD-R / RW drive 
46 records the above-mentioned disks ID and MCN and the serial number of 
ISRC on the inserted disk. 

[0097] Thereby, in the media number setting means 45 of the personal computer 
20 in cryptographic key imprinting equipment 19. the serial number of MCN and 
ISRC is set up and the set-up value is inputted into CD-R / RW drive 46 through 
a cable 43. And in this CD-R / RW drive 46. while the serial number of MCN and 
ISRC is recorded, Disk ID is recorded automatically. 

[0098] Initialization for the anti-copying of CD-R/RW is perfomied by such 
configuration. The initialization flow of CD-RW and CD-R is explained using 
drawing 11 from drawing 8 . Drawing 8 is an initialization flow chart in the 
anti-copying approach of CD-RW concerning the 1st operation gestalt of this 
invention. 

[0099] The initialization approach of the record medium of this invention is the 
field which drive equipment (illustration abbreviation) can read, and users are 
the management domain 1 1 which cannot access the field, and the field which 
drive equipment can read, are the initialization approaches of a record medium 
(disk 10) that the user offered data area 12b which can access the field at 



arbitration, and record the disk ID for encryption on the management domain 11. 
[0100] As for the initialization step started from step A1 , in step A2, CD-RW disk 
(CD-RW media) 47b is first inserted in CD-R / RW drive 46. And it sets to step 
A3 and Is Mode Select. The memory for commands (not shown) is secured, it 
sets to step A4 further, and a cryptographic key 1 is Select. It is set as the 
memory for commands, it sets for step A5, and a cryptographic key 2 is Select. It 
is set as the memory for commands. And It sets to step A6 and is Mode Select. 
By publishing a command, these cryptographic keys 1 and a cryptographic key 2 
are prepared. 

[0101] Here, in step A7, the Fonnat command is published, and a cryptographic 
key 1 and a cryptographic key 2 are actually written in data area 12b, and a 
cryptographic key 3 is written in a management domain 1 1 . That is, MCN is 
recorded on data area 12b by the mode dimorphism formula of a Q channel 
sub-code (the 2nd write-in step), and the serial number of ISRC is recorded on it 
in mode 3 fonnat of a Q channel sub-code (the 3rd write-in step). 
[0102] In addition, this cryptographic key 3 is automatically published by CD-R / 
RW drive 46, and the disk ID for encryption is recorded on the above-mentioned 
management domain 11 (the 1st write-in step). And the imprinting of a 
cryptographic key is completed at this step A7. Therefore, the 1st write-in step 
which records the disk ID for encryption on a management domain 1 1 when the 



example in which two sessions of a session 1 (SESSION 1) and a session 2 
(SESSI0N2) are written. Moreover, as compared with drawing 8 , as for the flow 
chart shown in these drawing 9 , drawing 10 , and drawing 11 , it differs in that 
two kinds of logical format data are written in. In addition, this flow is also 
performed using the cryptographic key imprinting equipment 19 shown in 
above-mentioned drawing 7 . 

[0105] Moreover, according to the flow chart of drawing 9 , drawing 10 , and 
drawing 1 1 , the data layout on CD-R disk 47a (or CD-RW disk 47b) after record 
was performed becomes like drawing 12 . Drawing 12 is drawing showing the 
data layout of CD-R [ after initialization concerning the 1st operation gestalt of 
this invention ]/RW. The truck 1 on CD-R disk 47a (or CD-RW disk 47b) shown in 
this drawing 12 is ISO9660. It is logical format data of ** and a truck 2 is logical 
fomnat data for DirectCD. And a truck 1 Is written in, after a truck 2 is written in so 
that it may mention later. 

[0106] First, in step B-2, CD-R disk (CD-R media) 47a is inserted in CD-R / RW 
drive 46, and, as for the initialization step started from step B1 (refer to drawing 
9 ), the writing of a session 1 is started in step B3. That is, it is Mode Select like 
what was mentioned above. The memory for commands (not shown) is secured 
(step 84), it sets in step 85, and a cryptographic key 1 is Select. It is set as the 
memory for commands, it sets in step 86, and a cryptographic key 2 is Select. It 



cryptographic key 2 are set up (the 2nd write-in step, the 3rd write-in step). 
[0109] Next. ISO9660 It is ISO9660 to the truck 1 which the writing of logical 
fomrjat data was perfomied at ** and the attached step (step B16 - step B18), 
and was secured at the above-mentioned step B8. A logical format is performed. 
Namely. Write The memory for commands is secured (step 816), and the logical 
format data for ISO9660 are Write. It is set as the memory for commands (step 
B17). Furthemiore. it sets to step B18 and is Write. A command is published and 
logical format data are recorded. Therefore. ** and the attached step are 
performed for ** and the attached step. Moreover, it sets to step B19 and is 
CloseSession. A command is published, a lead-in groove 1 and lead-out 1 as 
shown in drawing 12 are written in, and the writing of a session 1 is completed 
(step B20). 

[0110] After this session 1 is completed, in case a session 1 can be read now 
with usual drive equipment and data are recorded after a session 2, it can 
encipher using the cryptographic key recorded on the session 1. And B of the 
topmost part of drawing 11 and the writing of the session 2 which begins from 
the attached part are started following B shown in drawing 10 , and the attached 
part. 

[0111] Moreover, even if the cryptographic key in a truck 1 is the same as the 
cryptographic key in a truck 2, they may differ. Thereby, an operator may be able 



[0113] Thus, although data with copyrights, such as music and a movie, can 
copy to the disk of one sheet only once, since it cannot copy to other disks 
secondarily from the copied disk, there is an advantage from which data with 
copyright are protected. And it does in this way and there is an advantage which 
can aim at protection of data with copyright, without adding dues to sound 
recording / playback device beforehand. 

[0114] Furthemiore. since the data used as a cryptographic key are distributed 
and recorded on the existing field, the data distributed and recorded is gathered 
up and the cryptographic key is generated, even if it does not change the format 
approach of a disk, there is an advantage which can encipher, moreover, since 
the distributed approach within a disk can be made to change into versatility if 
needed, it holds secrecy nature as a cryptographic key, and has the advantage 
which has the reinforcement raised. 

[0115] In addition, since generation of a cryptographic key is made using 
random-number function Rnd() or Hash Function HashQ, while the same 
cryptographic key is obtained from the same disk ID etc.. the original disk ID etc. 
is no longer decoded from the outputted cryptographic key. Therefore, secrecy 
nature increases about a cryptographic key and the secondary copy of data with 
copyright comes to be prevented. 

(A1) The cryptographic key imprinting equipment 19 of the explanation above of 



the 1st modification of the 1st operation gestalt is built into other equipments, 
and the encryption approach of another mode can be perfonmed. Hereafter, 
those examples are explained as the 3rd modification from the 1st modification 
of the 1st operation gestalt. 

[0116] Drawing 13 is the mimetic diagram of encryption / decryption key 
recording device concerning the 1st modification of the 1st operation gestalt of 
this invention. Encryption / decryption recording apparatus 40 shown in this 
drawing 13 is connected with the internet server 23 through the circuit 36. This 
encryption / decryption recording apparatus 40 is decryption equipment which 
decodes that encryption data, offers a personal computer 20, a cable 43, and 
CD-R / RW drive 22, and is constituted while being encryption equipment which 
enciphers multimedia data, such as voice, an image, and data, on the initialized 
CD-R disk or CD-RW disk, and is recorded on it as encryption data. 
[01 17] Moreover, about the generation method of a cryptographic key, as the 1st 
operation gestalt explained (refer to drawing 39 - drawing 40 ), there are three 
kinds of modes. That is, it may be carried out or encryption may be made to be 
performed using the information which used Disks ID and MCN or the serial 
number of ISRC according to the individual, and combined Disks ID and MCN or 
the serial number of ISRC. Furthermore, encryption can perform information 
which could use the random-number function which uses Disks ID and MCN or 



the serial number of ISRC as a seed, or combined Disl<s ID and MCN or the 
serial number of ISRC using the random-number function used as a seed. In 
addition, encryption can perform infonnation which could use the Hash Function 
which uses a key message, Djsks ID and MCN, or the serial number of ISRC as 
a seed, or combined a key message. Disks ID and MCN, or the serial number of 
ISRC using the Hash Function used as a seed. 

[0118] Moreover, the disks inserted in CD-R / RW drive 22 are initialized CD-R 
disk 21a, CD-RW disk 21b or CD-R disk 31a on which data were recorded, and 
CD-RW disk 31b. Furthennore. the disk ID for encryption is inserted In these 
management domains 11 (refer to drawing 1 ) (recorded). In addition, in 
explanation in each following operation gestalt and its modification, initialized 
CD-R disk 21a or CD-RW disk 21 b may be called the disk for writing. Moreover. 
CD-R disk 31a or CD-RW disk 31b on which data were recorded may be 
similarly called the disk for playback. Furthennore, CD-R disk 21a, CD-RW disk 
21b, CD-R disk 31a. and CD-RW disk 31b may be summarized, and a disk may 
be called. 

[0119] This personal computer 20 offers decryption means 20c and the 20d of 
the 2nd cryptographic key generation means, and is constituted. This decryption 
means 20c decodes the enciphered information using a cryptographic key, 
multimedia data including the information on voice, an image, data, etc. can be 



While offering data area 12b to which it is the field which can read CD-R / RW 
drive 22, and a user can access the field at arbitration and recording the disk ID 
for encryption on a management domain 1 1 , the information enciphered by data 
area 12b is recorded. 

[0122] And these functions are demonstrated by the drive equipment in CD-R / 
RW drive 22 (not shown), respectively. In addition, the detailed explanation 
about the function of others of CD-R / RW drive 22 is omitted. Furthemiore, an 
internet server 23 enciphers and transmits multimedia data, such as voice, an 
image, and data, offers encryption media information generation means 23a and 
cryptographic key generation means 23b, and consists of on the Internet. This 
encryption media information generation means 23a is the same as that of 
above-mentioned encryption media infomiation generation means 20a, and 
omits that detailed explanation. Moreover, cryptographic key generation means 
23b can generate a cryptographic key from Disks ID and MCN and the serial 
number of ISRC. 

[0123] Moreover, a circuit 36 is a circuit which connects this internet server 23 
and encryption / decryption recording device 40, for example, this circuit function 
is demonstrated by the Local Area Network. In addition, since the cable 43 is the 
same as that of what was mentioned above, the explanation is omitted. Thereby, 
in encryption / decryption recording apparatus 40, the disks ID and MCN of the 



inserted disk for writing and the serial number of ISRC are read as a media 
number in read-out means 22a in CD-R / RW drive 22 (the 1st disk identification 
information read-out step). After the read media number is inputted into a 
personal computer 20 through a cable 43, the media number It is transmitted to 
an internet server 23 through a circuit 36, and sets to cryptographic key 
generation means 23b in an internet server 23. A cryptographic key is generated 
in combination with the disks ID and MCN, combination with the serial number of 
Disks ID and ISRC, or the combination of Disks ID and MCN and the serial 
number of ISRC (the 1st cryptographic key generation step). 
[0124] And in encryption media information generation means 23a in an internet 
server 23, multimedia data, such as voice, an image, and data, are read (the 1st 
read-out step), are enciphered by the cryptographic key using the 
above-mentioned media number, and encryption data are outputted. This 
encryption data is inputted into CD-R / RW drive 22 in encryption / decryption 
recording apparatus 40 through a circuit 36. Furthermore, by encryption media 
information preservation means 22b in CD-R / RW drive 22 Encryption data are 
generated using the cryptographic key. and a specific disk is generated by being 
recorded on disc data field 12b (referring to drawing 1 ) which has the 
transmitted disk ID (specific record-medium generation step). 
[0125] On the other hand, decode is perfomied as follows. That is, the disk for 



writing or the disk for playback is inserted in CD-R / RW drive 22. the disks ID 
and MCN of the disk and ISRC are read in 2nd read-out means 22c in CD-R / 
RW drive 22, and these disks ID and MCN and the serial number of ISRC are 
inputted into a personal computer 20 through a cable 43. Similarly, encryption 
data are read from the disk for writing, or the disk for playback. 
[0126] Moreover, in the 20d of the 2nd cryptographic key generation means in a 
personal computer 20, a cryptographic key is generated from combination with 
the disks ID and MCN, combination with the serial number of Disks ID and ISRC, 
or the combination of Disks ID and MCN and the serial number of ISRC. And in 
decryption means 20c in a personal computer 20, only when the cryptographic 
key is in agreement with the transmitted cryptographic key, encryption data are 
decoded and reproduced and the encryption data of the disk for writing or the 
disk for playback are decoded using a cryptographic key. 
[0127] The encryption and the decryption for the anti-copying of CD-R/RW are 
performed by such configuration. First, a cryptographic key is inserted in the disk 
for writing by the initialization step explained with the 1st operation gestalt, and 
music data are actually recorded after that on the initialized disk for writing. 
Drawing 14 is the flow chart of the anti-copying approach of of CD-R or CD-RW 
concerning the 1st modification of the 1st operation gestalt of this invention. 
[0128] A user connects first to the site of the Internet the anti-copying step 



started from step C1 (step C2), and the media number (Disks ID and MCN. serial 
number of ISRC) of the disk is transmitted from encryption / decryption recording 
apparatus 40 to an internet server 23 in step C3. In addition, this step C3 of the 
condition of data is the usual thing. 

[0129] Next, in step C4, an intemet server 23 enciphers the transmitted data by 
the media number (Disks ID and MCN, serial number of ISRC) which is the 
cryptographic key of a disk (media) proper. Then, in step C5, the encryption data 
is transmitted from an internet server 23 to encryption / decryption recording 
device 40. Furthermore, in step C6, the transmitted data is processed by the 
personal computer 20, and is saved on the disk for writing with it 
[0130] On the other hand, as a decode step, it is step C7, the data is decoded, it 
is step C8 and the data of the origin of it are reproduced by the cryptographic key 
of the disk (media) proper, it is step C9 and a decode step is completed. Here, in 
steps C6, C7, and C8, it cannot decode by any cryptographic keys other than the 
cryptographic key transmitted at step C3. 

[0131] Data cannot be restored, when putting in another way and it is written in 
disks other than the disk used as a cryptographic key. That is, unless a media 
number is in agreement, the original data are unreproducible, even if it 
generates a cryptographic key from the media number and decodes encryption 
data. Thus, since media numbers (Disks ID and MCN, serial number of ISRC) 



required in order to decode the encryption data stored in that specific disk differ 
even if the specific disk of one sheet with which the cryptographic key was 
stenciled is obtained and it is going to copy to other disks from this specific disk, 
the original data are not restored. Furthermore, since a cryptographic key is not 
transmitted on the direct Internet but Disks ID and MCN and the serial number of 
ISRC are transmitted, there Is no possibility that a cryptographic key may be 
stolen by others, 

[0132] Moreover, although it does in this way and data with copyrights, such as 
music and a movie, can copy to the disk of one sheet only once, since it cannot 
copy to other disks secondarily from the copied disk, data with copyright are 
protected. And it does in this way and there is an advantage which can aim at 
protection of data with copyright, without adding dues to sound recording / 
playback device beforehand. 

[0133] Furthermore, in the case of record of a cryptographic key, since the data 
used as a cryptographic key are distributed and recorded on the existing field, 
the data distributed and recorded can gather up and a cryptographic key is 
generated, there is an advantage which can encipher without modification of the 
format approach of a disk, moreover, since the distributed approach within a disk 
can be changed into versatility if needed, the secrecy nature as a cryptographic 
key is held and has the advantage to which the reinforcement is raised. 



[0134] And since generation of a cryptographic key is made using 
random-number function Rnd() or Hash Function HashQ. while the same 
cryptographic key is obtained from the same disk ID etc., the original disk ID etc. 
is no longer decoded from the outputted cryptographic key. Therefore, secrecy 
nature increases about a cryptographic key and the secondary copy of data with 
copyright comes to be prevented. 

(A2) A mode which reads data from the explanation music CD of the 2nd 
modification of the 1st operation gestalt is also possible. 

[0135] Drawing 15 is the mimetic diagram of encryption / decryption recording 
device concerning the 2nd modification of the 1st operation gestalt of this 
invention. A personal computer 20, and CD-R / RW drive 22 are offered, and 
also the CD drive 24 and Cables 43a and 43b are offered, and encryption / 
decryption recording apparatus 40a shown in this drawing 15 is constituted. 
Moreover, music data enter, the CD media 25 are called the so-called CD for 
music, and the disk for writing (CD-R disk 21a, CD-RW disk 21b) or the disk for 
playback (CD-R disk 31a. CD-RW disk 31b) is inserted in CD-R / RW drive 22. 
Furthermore, the CD drive 24 shown in this drawing 15 reads the CD media 25, 
is reproduced, and can choose now two or more CD media 25. 
[0136] Moreover, data and encryption data can be sent [ cable 43a connects a 
personal computer 20 and the CD drive 24 electrically, and / cable 43b connects 



electrically the CD drive 24. and CD-R / RW drive 22. and ] now further, and 
received between a personal computer 20, and CD-R / RW drive 22 by this. 
[0137] In addition, a personal computer 20 offers encryption media information 
generation means 20a, cryptographic key generation means 20b, decryption 
means 20c, and the 20d of the 2nd cryptographic key generation means, and is 
constituted. Here, by Disks ID and MCN and the cryptographic key which used 
the serial number of ISRC, encryption media information generation means 20a 
enciphers multimedia data, and may output encryption data. Moreover, 
cryptographic key generation means 20b generates a cryptographic key from 
Disks ID and MCN and the serial number of ISRC. 

[0138] Moreover, about the generation method of a cryptographic key, as the 1st 
operation gestalt explained (refer to drawing 39 - drawing 40 ), there are three 
kinds of modes. That is. it may be carried out or encryption may be made to be 
performed using the information which used Disks ID and MCN or the serial 
number of ISRC according to the individual, and combined Disks ID and MCN or 
the serial number of ISRC. Furthermore, encryption can perform information 
which could use the random-number function which uses Disks ID and MCN or 
the serial number of ISRC as a seed, or combined Disks ID and MCN or the 
serial number of ISRC using the random-number function used as a seed. In 
addition, encryption can perform information which could use the Hash Function 



which uses a key message, Disks ID and MCN. or the serial number of ISRC as 
a seed, or combined a key message, Disks ID and MCN, or the serial number of 
ISRC using the Hash Function used as a seed. 

[0139] Furthermore, decryption means 20c decodes encryption data using a 
cryptographic key, multimedia data including the information on voice, an image, 
data, etc. can be reproduced, and the 20d of the 2nd cryptographic key 
generation means generates a cryptographic key from Disks ID and MCN and 
the serial number of ISRC. Since these are the same as that of what was 
mentioned above, they omit the detailed explanation. 

[0140] Moreover, since CD-R / RW drive 22 is the same as that of what was 
explained in the 1st modification of the 1st operation gestalt, the further 
explanation is omitted. Thereby, encryption is as follows. That is, in read-out 
means 22a in CD-R / RW drive 22, the disks ID and MCN of the inserted disk for 
writing and the serial number of ISRC are read as a media number (the 1st disk 
identification information read-out step), and the read media number is inputted 
into a personal computer 20 through Cables 43b and 43a. And a cryptographic 
key is generated in cryptographic key generation means 20b in a personal 
computer 20 (the 1st cryptographic key generation step). 

[0141] On the other hand, for example, it was recorded on the CD media 25, 
music data are read in the CD drive 24 (the 1st read-out step), and the data is 



inputted into a personal computer 20 through cable 43a. In encryption media 
information generation means 20a in a personal computer 20, the read data is 
enciphered using the cryptographic key. And the encryption data Through 
Cables 43a and 43b, it is inputted into CD-R / RW drive 22, and sets to 
encryption media infomriation preservation means 22b. Encryption data In case it 
enciphers, a specific disk is generated by recording on disc data field 12b for 
writing (referring to drawing 1 ) which has the read disk ID (specific 
record-medium generation step). 

[0142] Moreover, it is as follows when decoding data. That is, the disk for writing 
or the disk for playback is inserted in CD-R / RW drive 22. And in 2nd read-out 
means 22c in CD-R / RW drive 22, the disks ID and MCN and the serial number 
of ISRC are read, and these are inputted into a personal computer 20 through 
Cables 43b and 43a. Furthermore, in the 20d of the 2nd cryptographic key 
generation means in a personal computer 20, a cryptographic key is generated 
from the read disks ID and MCN and the serial number of ISRC. Moreover, in 
decryption means 20c in a personal computer 20, the encryption data read from 
the disk for writing or the disk for playback are decoded only when the 
cryptographic key is in agreement with the cryptographic key used for encryption, 
and multimedia data are reproduced. 

[0143] The encryption and the decryption for the anti-copying of CD-R/RW are 



performed by such configuration. Drawing 16 is the flow chart of the anti-copying 
approach of of CD-R or CD-RW concerning the 2nd modification of the 1st 
operation gestalt of this invention. First, in the CD drive 24, after required data 
are chosen from the CD media 25 (step D2), as for the anti-copying step started 
from step D1. the data is read (step D3). In addition, this step of the condition of 
data is the usual thing. 

[0144] And in step D4, the data is enciphered by the cryptographic key of the 
disk (media) proper which combined the serial number of MCN and ISRC, and 
Disk ID suitably, and the encryption data is saved on the disk for writing (CD-R / 
RW media) in step D5 by it. On the other hand, as a decode step, it is step D6, 
the data is decoded, it is step D7 and the decryption data is used by the 
cryptographic key of the disk (media) proper, it is step D8 and a decode step is 
completed. 

[0145] Moreover, in step D4, after the read data are enciphered, still more nearly 
another data are read and it can encipher, and in that case, a disk (in drawing 
16 , written as CD) is replaced, and the step from step D2 to step D4 is repeated. 
In addition, in steps D5 and D6, when encryption data are written in disks other 
than the disk used as a cryptographic key, data cannot be restored. 
[0146] Thus, when a user does the 1st copy, multimedia data, such as read 
voice, an image, and data, are enciphered by the cryptographic key of a disk 



proper, and a user can get the specific disk of one sheet. On the contrary, even if 
a user is going to copy to other disks from the specific disk, since media 
numbers (Disks ID and MCN, serial number of ISRC) required in order to decode 
the encryption data stored in the specific disk differ, original music or image data 
are not restored. 

[0147] Moreover, although it does in this way and data with copyrights, such as 
music and a movie, can copy to the disk of one sheet only once, since it cannot 
copy to other disks secondarily from the copied disk, data with copyright are 
protected. And it does in this way and there is an advantage which can aim at 
protection of data with copyright, without adding dues to sound recording / 
playback device beforehand. 

[0148] Furthermore, in the case of record of a cryptographic key, since the data 
used as a cryptographic key are distributed and recorded on the existing field, 
the data distributed and recorded can gather up and a cryptographic key is 
generated, there is an advantage which can encipher without modification of the 
format approach of a disk, moreover, since the distributed approach within a disk 
can be changed into versatility if needed, the secrecy nature as a cryptographic 
key is held and has the advantage to which the reinforcement is raised. 
[0149] And since generation of a cryptographic key is made using 
random-number function Rnd() or Hash Function Hash(), while the same 



cryptographic key is obtained from the same disk ID etc. again, the original disk 
ID etc. is no longer decoded from the outputted cryptographic key. Therefore, 
secrecy nature increases about a cryptographic key and the secondary copy of 
data with copyright comes to be prevented. 

(A3) Explanation one side of the 3rd modification of the 1st operation gestalt and 
the encryption approach of another mode which transmits data can also be 
performed. 

[0150] Drawing 17 is the mimetic diagram of encryption / decryption recording 
device concerning the 3rd modification of the 1st operation gestalt of this 
invention. Encryption / decryption recording apparatus 40 shown in this drawing 
17 is connected with data forwarding equipment 26 through circuit 36a. This 
encryption / decryption recording apparatus 40 offers a personal computer 20 
and a cable 43, and is constituted. A personal computer 20 offers encryption 
media information generation means 20a, cryptographic key generation means 
20b, decryption means 20c, and the 20d of the 2nd cryptographic key generation 
means, and is constituted. Since these things are the same as that of what was 
mentioned above, the detailed explanation is omitted. In addition, since CD-R / 
RW drive 22, and a cable 43 are the same as that of what was mentioned above, 
the further explanation is omitted. Moreover, CD-R / RW drive 22 can insert the 
disk for writing, or the disk for playback. 



[0151] Moreover, it is the same as the 1st operation gestalt explained the 
generation method of a cryptographic key (refer to drawing 39 - drawing 40 ). 
That is, it may be carried out or encryption may be made to be performed using 
the information which used Disks ID and MCN or the serial number of ISRC 
according to the individual, and combined Disks ID and MCN or the serial 
number of ISRC. 

[0152] Furthermore, encryption can perform information which could use the 
random-number function which uses Disks ID and MCN or the serial number of 
ISRC as a seed, or combined Disks ID and MCN or the serial number of ISRC 
using the random-number function used as a seed. In addition, encryption can 
perform information which could use the Hash Function which uses a key 
message, Disks ID and MCN, or the serial number of ISRC as a seed, or 
combined a key message. Disks ID and MCN. or the serial number of ISRC 
using the Hash Function used as a seed. 

[0153] Moreover, data forwarding equipment 26 sends out a data file etc. to this 
encryption / decryption recording apparatus 40. carries out A/D conversion of the 
analog data incorporated, and sends out that digital data. Furthermore, circuit 
36a is a circuit which connects data forwarding equipment 26 and encryption / 
decryption recording device 40, for example, is connected to the serial port (not 
shown) of a personal computer 20. 



[0154] Thereby, in data forwarding equipment 26, A/D conversion of the analog 
data is carried out, the data is inputted into encryption / decryption recording 
device 40 through circuit 36a, and it is inputted into a personal computer 20 from 
the serial port. On the other hand in read-out means 22a in CD-R / RW drive 22, 
the disks ID and MCN of the inserted disk and the serial number of ISRC are 
read as a media number, the read media number is inputted into a personal 
computer 20 through a cable 43, and a cryptographic key is generated in 
cryptographic key generation means 20b in a personal computer 20, 
[0155] And in encryption media information generation means 20a in a personal 
computer 20, as for the data from a serial port, encryption data are outputted 
using the cryptographic key, and the encryption data is inputted into CD-R / RW 
drive 22 through a cable 43. Furthermore, the encryption data is saved by 
encryption media infonnation preservation means 22b in CD-R / RW drive 22 at 
disc data field 12b for writing (refer to drawing 1 ). 

[0156] Moreover, it is as follows when decoding from the disk for writing, or the 
disk for playback. That is, in 2nd read-out means 22c in CD-R / RW drive 22. the 
disks ID and MCN and the serial number of ISRC are read, and the 
cryptographic key for decoding is generated in the 20d of the 2nd cryptographic 
key generation means in a personal computer 20, and the encryption data is 
decoded in decryption means 20c in a personal computer 20 using the 



cryptographic key. 

[0157] The encryption and the decryption for the anti-copying of CD-R/RW are 
performed by such configuration. Drawing 18 is the flow chart of the anti-copying 
approach of of CD-R or CD-RW concerning the 3rd modification of the 1st 
operation gestalt of this invention. After the data which save first the encryption 
step started from step El in step E2 are chosen, the file data is incorporated 
(step E3), In addition, this step of the condition of data is the usual thing. 
[0158] And in step E4, the data is enciphered by the cryptographic key of the 
disk (media) proper which combined the serial number of MCN and ISRC. and 
Disk ID suitably, and the encryption data is saved on the disk for writing (CD-R / 
RW media) in step E5 by it. On the other hand, as a decode step, it is step E6, 
the data is decoded, it is step E7 and the decryption data is used by the 
cryptographic key of the disk proper, it is step E8 and an encryption step is 
completed. 

[0159] Moreover, in step E2, another data can be read and data are chosen in 
that case repeatedly. In addition, in steps E5 and E6, when encryption data are 
written in disks other than the disk used as a cryptographic key, data cannot be 
restored. 

[0160] Thus, when a user does the 1st copy, multimedia data, such as read 
voice, an image, and data, are enciphered by the cryptographic key of a disk 



proper, and a user can get the specific disk of one sheet. On the contrary, even if 
a user is going to copy to other disks from the specific disk, since media 
numbers (Disks ID and MCN, serial number of ISRC) required in order to decode 
the encryption data stored in the specific disk differ, original music or image data 
are not restored. 

[0161] Thus, although data with copyrights, such as music and a movie, can 
copy to the disk of one sheet only once, since it cannot copy to other disks 
secondarily from the copied disk, data with copyright are protected. And it does 
in this way and there is an advantage which can aim at protection of data with 
copyright, without adding dues to sound recording / playback device beforehand. 
[0162] Furthermore, in the case of record of a cryptographic key, since the data 
used as a cryptographic key are distributed and recorded on the existing field, 
the data distributed and recorded can gather up and a cryptographic key is 
generated, there is an advantage which can encipher without modification of the 
format approach of a disk, moreover, since the distributed approach within a disk 
can be changed into versatility if needed, the secrecy nature as a cryptographic 
key is held and has the advantage to which the reinforcement is raised. 
[0163] In addition, since generation of a cryptographic key is made using 
random-number function Rnd() or Hash Function Hash(), while the same 
cryptographic key is obtained from the same disk ID etc., the original disk ID etc. 



is no longer decoded from the outputted cryptographic key. Therefore, secrecy 
nature increases about a cryptographic key and the secondary copy of data with 
copyright comes to be prevented. 

(B) It can also be used, being able to build into sound equipment the encryption 
equipment and decryption equipment which were explained in the 1st operation 
gestalt of the explanation above of the 2nd operation gestalt of this invention. 
[0164] Drawing 19 is the mimetic diagram of the sound equipment concerning 
the 2nd operation gestalt of this invention. The sound equipment 27 shown in 
this drawing 19 is sound equipment which has an encryption means and a 
decryption means, offers CD-R / RW drive 42, Loudspeakers 28a and 28b, and 
the sound re-gray-goods machine 29, and is constituted. Moreover, the disk 
inserted in this CD-R / RW drive 42 is a disk for playback with which the data 
other than the initialized disk for writing were recorded. That is, these disks 
(media) are recorded on optical and the data area 12b (refer to drawing 1 ) may 
be written in once [ at least ] by the user. 

[0165] Here, an encryption means (not shown) enciphers multimedia data 
including the information on voice, data, etc., and can record them as encryption 
media information, and a decryption means (not shown) can decode the 
encryption media information which multimedia data including the infonnation on 
voice, data, etc. were enciphered, and was recorded. Moreover, CD-R / RW 



drive 42 enciphers multimedia data including the information on voice, data, etc., 
can record them as encryption media information, offers read-out means 42a, 
encryption media Information generation means 42b, encryption media 
Infomnation preservation means 42c, the 42d of the 2nd read-out means, 2nd 
cryptographic key generation means 42e, and 42f of decryption means, and Is 
constituted. 

[0166] This read-out means 42a can read the disk ID in the disk for playback 
with which the disk for writing and data which were initialized were recorded. 
Moreover, the disk for playback with which this disk for writing and data that 
were initialized were recorded The management domain 1 1 where it is the field 
which can read CD-R / RW drive 42, and a user cannot access the field like the 
disk 10 shown in drawing 1 , Data area 12b to which It is the field which can read 
CD-R / RW drive 42, and a user can access the field at arbitration is offered, and 
the disk ID for encryption is recorded on the management domain 11. 
[0167] By Disks ID and MCN and the cryptographic key which used the serial 
number of ISRC, encryption media information generation means 42b enciphers 
multimedia data, and may output them as encryption media infomriatlon, and 
encryption media information preservation means 42c can save the encryption 
media information at data area 1 2b (refer to drawing 1 ). 

[0168] Moreover, it is the same as the 1st operation gestalt explained the 



generation method of a cryptographic key (refer to drawing 39 - drawing 40 ). 
That is, it may be carried out or encryption may be made to be performed using 
the infonmation which used Disks ID and MCN or the serial number of ISRC 
according to the individual, and combined Disks ID and MCN or the serial 
number of ISRC. Furthermore, encryption can perform infomiation which could 
use the random-number function which uses Disks ID and MCN or the serial 
number of ISRC as a seed, or combined Disks ID and MCN or the serial number 
of ISRC using the random-number function used as a seed. In addition, 
encryption can perform information which could use the Hash Function which 
uses a key message, Disks ID and MCN, or the serial number of ISRC as a seed, 
or combined a key message. Disks ID and MCN, or the serial number of ISRC 
using the Hash Function used as a seed. 

[0169] The 42d of the 2nd read-out means is what can read the disk ID in the 
disk for writing, and the disk for playback. Furthemnore, 2nd cryptographic key 
generation means 42e It is what generates the cryptographic key for decode 
from Disks ID and MCN and the serial number of ISRC. 42f of in addition, 
decryption means The enciphered information is decoded using Disks ID and 
MCN and the cryptographic key using the serial number of ISRC. and 
multimedia data including the information on voice, data, etc. can be reproduced. 
[0170] Read-out means 42a, encryption media information preservation means 



42c, and the 42d of the 2nd read-out means are demonstrated by the drive 
equipment in CD-R / RW drive 42 among these functions. On the other hand, the 
function of encryption media infomiation generation means 42b, 2nd 
cryptographic l<ey generation means 42e, and 42f of decryption means is 
demonstrated by the software built Into the interior. 

[0171] l\/Ioreover, loudspeaker 28a is a loudspeaker for the left channels of 
stereo voice, and loudspeaker 28b is a loudspeaker for the right channels of 
stereo voice. Furthermore, the sound re-gray-goods machine 29 reads music 
data, is reproduced, amplifies, and may be outputted from Loudspeakers 28a 
and 28b. Thereby, encryption is as follows. That is, the disks ID and MCN of the 
disk with which the disk for writing was inserted in read-out means 42a in CD-R / 
RW drive 42, and the serial number of ISRC are read as a media number. And in 
encryption media infomiation generation means 42b In CD-R / RW drive 42, 
multimedia data are enciphered by Disks ID and MCN and the cryptographic key 
using the serial number of ISRC, and it is outputted as encryption media 
information. And in encryption media information preservation means 42c In 
CD-R / RW drive 42, the encryption media information is saved at disc data field 
12b for writing (refer to drawing 1 ). 

[0172] Furthermore, about a decryption, it is as follows. That is, in the 42d of the 
2nd read-out means in CD-R / RW drive 42, from the disk for writing, or the disk 



he specific disk of one sheet. On the contrary, even if a user is going to 
other disks from the specific disk, since media numbers (Disks ID and 
?rial number of ISRC) required in order to decode the encryption data 

the specific disk differ, the original music data etc. are not restored, 
hus, although data with copyrights, such as music, can copy to the disk 
neet only once, since it cannot copy to other disks secondarily from the 
isk, data with copyright are protected. And it does in this way and there 
ivantage which can aim at protection of data with copyright, without 
ues to sound recording / playback device beforehand, 
oreover, since the management domain 1 1 in a CD-R disk or a CD-RW 

data area 12b (refer to drawing 1 ) are used, the data used as a 
^phic key are distributed and recorded on these fields, the data 
id and recorded can gather up and a cryptographic key is generated in 
cryptographic key is recorded, it can encipher, without changing the 
3proach of the existing disk, in addition, since the distributed approach 
lade to change into versatility if needed, it can raise the reinforcement 
itographic key. 
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(media) and recorded on them, such as voice and data, using the cryptographic 
key of the CD-R disks 21a and 31a or the CD-RW disks 21b and 31b, offers the 
42d of the 2nd read-out means, 2nd cryptographic key generation means 42e, 
and 42f of decryption means, and is constituted. In addition. Loudspeakers 28a 
and 28b are the same as that of what was mentioned above. 
[0181] By such configuration, while musical playback is perfomied, decode is 
perfomried. That is, in the 42d of the 2nd read-out means in CD-R / RW drive 43, 
the disks ID and MCN of the disk for playback and the serial number of ISRC are 
read, in 2nd cryptographic key generation means 42e. a cryptographic key is 
generated, and the encryption data of the disk for playback are decoded in 42f of 
decryption means using the cryptographic key, and multimedia data, such as 
voice and data, are reproduced. 

[01821 Here, only the infomiation by which the original music data are not 
restored and the data which were enciphered by disks other than this disk and 
recorded on them were recorded only on the disk of one sheet since the 
cryptographic keys of a disk proper differed is reproduced. Thus, since a user is 
reincarnated by decoding by the cryptographic key of a disk proper, he cannot 
restore the original music data etc. in any cryptographic keys other than the 
cryptographic key. 

[0183] Thus, although data with copyrights, such as music, can copy to the disk 



of one sheet only once, since it cannot copy to other disks secondarily from the 
copied disk, data with copyright are protected. And it does in this way and there 
is an advantage which can aim at protection of data with copyright, without 
adding dues to sound recording / playback device beforehand. 
[0184] Furthenmore, in the case of record of a cryptographic key, since the data 
used as a cryptographic key are distributed and recorded on the existing field, 
the data distributed and recorded can gather up and a cryptographic key is 
generated, there is an advantage which can encipher without modification of the 
format approach of a disk, moreover, since the distributed approach within a disk 
can be changed into versatility if needed, the secrecy nature as a cryptographic 
key is held and has the advantage to which the reinforcement is raised. 
[0185] In addition, since generation of a cryptographic key is made using 
random-number function Rnd() or Hash Function HashQ, while the same 
cryptographic key is obtained from the same disk ID etc., the original disk ID etc. 
is no longer decoded from the outputted cryptographic key. Therefore, secrecy 
nature increases about a cryptographic key and the secondary copy of data with 
copyright comes to be prevented. 

(B1) It can also be used, being able to include the function which was explained 
in the 2nd operation gestalt of explanation of the 1st modification of the 2nd 
operation gestalt of this invention and which can be enciphered and decoded in 



media number. 

[0190] On the other hand, in AV equipment 34, the data of voice or an image are 
reproduced, the data of this reproduced voice and image are inputted into this 
CD-R / television 33 with RW drive through cable 43d. playback and 
magnification are candied out suitably and that data is outputted from the 
loudspeakers 28a and 28b on either side through Cables 43b and 43c. 
[0191] Moreover, on the other hand, in encryption media infomiation generation 
means 42b in this CD-R / television 33 with RW drive, the cryptographic key of a 
disk proper is created by Disks ID and MCN and the serial number of ISRC, and, 
as for data, such as that music, encryption data are outputted using that 
cryptographic key. And the encryption data is saved by encryption media 
infonmation preservation means 42c in CD-R / television 33 with RW drive at disc 
data field 12b for writing. 

[0192] Furthermore, about a decryption, it is as follows. Namely, it sets for the 
42d of the 2nd read-out means in CD-R / television 33 with RW drive. Disks ID 
and MCN and the serial number of ISRC are read, and it sets to 2nd 
cryptographic key generation means 42e. From Disks ID and MCN and the serial 
number of ISRC, a cryptographic key is generated, and the encryption data is 
further decoded by the cryptographic key in 42f of decryption means, and 
multimedia data, such as voice, an image, and data, are reproduced. 



[0193] By such configuration, a user performs the voice data and the image copy 
of data for illegal copy prevention of CD-R/RW which were enciphered while 
reproducing the information on the music stored in this sound, image, and data 
station 32. or an image. That is, when a user does the 1st copy, first, the 
infonnation on voice or an image is read and the information on the read voice 
and image is enciphered by the cryptographic key of a disk proper. Therefore, a 
user can get the specific disk of one sheet. 

[0194] On the contrary, even if a user is going to copy to other disks from the 
specific disk, since media numbers (Disks ID and MCN, serial number of ISRC) 
required in order to decode the encryption data stored in the specific disk differ, 
original music or image data are not restored. Thus, since it is recorded only on 
the disk of one sheet, being illegally copied of work data is lost. 
[0195] In addition, by performing encryption using random-number function 
Rnd() or Hash Function Hash(), the same cryptographic key comes to be 
obtained from the same disk ID etc., and decode of the original disk ID etc. 
becomes impossible and secrecy nature increases. 

(B-2) Only explanation one side of the 2nd modification of the 2nd operation 
gestalt of this invention, and in playback, it is as follows. 

[0196] Drawing 22 is the mimetic diagram of the sound, image, and data station 
concerning the 2nd modification of the 2nd operation gestalt of this invention. 



The encryption media infonnation that multimedia data Including the infonnation 
on voice, an image, data, etc. were enciphered and recorded is decoded, and it 
can reproduce, and the sound, the image, and data station 32a shown in this 
drawing 22 offer CD-R / television 33 with RW drive, and Loudspeakers 28a and 
28b, and is constituted. 

[0197] This CD-R / television 33 with RW drive decode multimedia data, such as 
voice which is enciphered by these disks and recorded on them, an image, and 
data, using the cryptographic key of a CD-R disk or a CD-RW disk, offers the 
42d of the 2nd read-out means, 2nd cryptographic key generation means 42e, 
and 42f of decryption means, and is constituted. Since these are the same as 
that of what was mentioned above, they omit the further explanation. 
[0198] Moreover, it Is the same as the 1st operation gestalt explained the 
generation method of encryption (refer to drawing 39 - drawing 40 ). That is, it 
may be carried out or encryption may be made to be performed using the 
information which used Disks ID and MCN or the serial number of ISRC 
according to the individual, and combined Disks ID and MCN or the serial 
number of ISRC. Furthermore, encryption can perform Information which could 
use the random-number function which uses Disks ID and MCN or the serial 
number of ISRC as a seed, or combined Disks ID and MCN or the serial number 
of ISRC using the random-number function used as a seed. In addition. 



encryption can perfomri infomriation which could use the Hash Function which 
uses a key message, Disks ID and MCN, or the serial number of ISRC as a seed, 
or combined a key message, Disks ID and MCN, or the serial number of ISRC 
using the Hash Function used as a seed. 

[0199] Moreover, the disk inserted Is a disk for playback which was generated by 
the cryptographic key and with which encryption data are recorded. Thereby, in 
the 42d of the 2nd read-out means in CD-R / television 33 with RW drive, the 
disks ID and MCN of the disk for playback and the serial number of ISRC are 
read, and a cryptographic key is generated in 2nd cryptographic key generation 
means 42e. And in 42f of decryption means, the encryption data of the disk for 
playback are decoded using the cryptographic key. 

[0200] As for CD-R / television 33 with RW drive, the anti-copying of the disk for 
playback is made by such configuration. That is, only the infonnation by which 
original music or Image data are not restored and the data which were 
enciphered by disks other than this disk and recorded on them were recorded 
only on the disk of one sheet since the cryptographic keys of a disk proper 
differed is reproduced. 

[0201] Thus, since the data with copyrights, such as music and a movie, cannot 
be secondarily copied to other disks from the disk of one sheet, data with 
copyright are protected. And it does in this way and there is an advantage which 



can aim at protection of data with copyright, without adding dues to sound 
recording / playback device beforehand. Furthermore, in the case of record of a 
cryptographic key, since the data used as a cryptographic key are distributed 
and recorded on the existing field, the data distributed and recorded can gather 
up and a cryptographic key is generated, there is an advantage which can 
encipher without modification of the format approach of a disk, moreover, since 
the distributed approach within a disk can be changed into versatility if needed, 
the secrecy nature as a cryptographic key is held and has the advantage to 
which the reinforcement is raised. 

[0202] In addition, since encryption is performed using random-number function 
Rnd() or Hash Function Hash(), the same cryptographic key is obtained from the 
same disk ID etc. Moreover, since decode of the original disk ID etc. becomes 
impossible, secrecy nature increases. 

(C) Explain further the application of explanation and others of the 3rd operation 
gestalt of this invention. 

[0203] Drawing 23 is drawing showing encryption / decryption recording device 
concerning the 3rd operation gestalt of this invention. Encryption / decryption 
recording apparatus 40b shown in this drawing 23 decodes the encryption data 
which enciphered the digital data, and carried out record on a CD-R disk or a 
CD-RW disk using the cryptographic key of a CD-R disk or a CD-RW disk, and 



were recorded on the CD-R disk or the CD-RW disk, and takes out that 
decryption data. And this encryption / decryption recording apparatus 40b offers 
the circumference store 35. a personal computer 20, and CD-R / RW drive 22. 
and is constituted. Moreover, this encryption / decryption recording device 40b 
can change the encryption approach into arbitration as an addition function. 
[02041 This circumference store 35 stores data, and the data stored in this are 
used for selection of the encryption approach like a hard disk or an MO drive. 
Selection of this encryption approach means choosing it as arbitration from DES. 
RC4, IDEA. etc. Moreover, a personal computer 20, and CD-R / RW drive 22 are 
the same as that of what was explained in the 1st modification of the 1st 
operation gestalt mentioned above. Furthermore, the disk inserted is an 
initialized disk. Moreover. Cables 43a and 43b connect between these devices. 
[0205] In addition, since CD-R / RW drive 22. and Cables 43a and 43b are the 
same as that of what was mentioned above, the further explanation is omitted. 
This sets to read-out means 22a in CD-R / RW drive 22. The disks ID and MCN 
of the inserted disk and the serial number of ISRC are read as a media number. 
The read media number Through cable 43b, it is inputted into a personal 
computer 20 and a cryptographic key is generated in cryptographic key 
generation means 20b in a personal computer 20 by the encryption approach 
based on the data incorporated from the circumference store 35. 



[0206] Moreover, it is the same as the 1st operation gestalt explained the 
generation method of a cryptographic key (refer to drawing 39 ~ drawing 40 ). 
That is, it may be carried out or encryption may be made to be performed using 
the infonnation which used Disks ID and MCN or the serial number of ISRC 
according to the individual, and combined Disks ID and MCN or the serial 
number of ISRC. Furthermore, encryption can perform information which could 
use the random-number function which uses Disks ID and MCN or the serial 
number of ISRC as a seed, or combined Disks ID and MCN or the serial number 
of ISRC using the random-number function used as a seed. In addition, 
encryption can perform information which could use the Hash Function which 
uses a key message, Disks ID and MCN, or the serial number of ISRC as a seed, 
or combined a key message, Disks ID and MCN, or the serial number of ISRC 
using the Hash Function used as a seed. 

[0207] And in encryption media information generation means 20a in a personal 
computer 20, the encryption data enciphered by that cryptographic key are 
outputted, and this encryption data is saved by encryption media information 
preservation means 22b in CD-R / RW drive 22 at disc data field 12b for writing 
(refer to drawing 1 ). Here, the user who operates this encryption / decryption 
recording device 40b incorporates the data for making it another code in a 
personal computer 20 through cable 43a from the circumference store 35, when 



changing the encryption approach. And a cryptographic key can be changed 
now by making it the another encryption approach. 

[0208] Furthemnore, it is as follows when decoding from the disk for writing, or 
the disk for playback. That is, in 2nd read-out means 22c in CD-R / RW drive 22. 
the disks ID and MCN and the serial number of ISRC are read, and the 
encryption data of the disk for writing or the disk for playback are decoded in 
decryption means 20c in a personal computer 20 using a cryptographic key. 
[0209] By such configuration, a user copies the digital data with which it was 
enciphered for illegal copy prevention of CD-R/RW using it while being able to 
use the program for changing the encryption approach stored in this encryption / 
decryption recording device 40b etc. That is, in order to change the encryption 
approach into RC4 from DES, from the circumference storage 35. a user 
incorporates the program for the encryption etc. and changes the encryption 
approach. Moreover, this change can be made freely. 

[0210] And like what was mentioned above, when carrying out the 1st copy, first, 
a user reads digital data and enciphers the read digital data by the cryptographic 
key of a disk proper. Therefore, a user can get the specific disk of one sheet. On 
the contrary, even if a user is going to copy to other disks from the specific disk, 
since media numbers (Disks ID and MCN, serial number of ISRC) required in 
order to decode the encryption data stored in the specific disk differ, the original 



digital data is not restored. 

[0211] thus, since the encryption approach can change into versatility if needed, 
the secrecy nature as a code is held and there is an advantage which can raise 
the reinforcement. Moreover, it does in this way, and although the digital data 
which Included with [, such as nnusic and a movie ] copyright can copy to the disk 
of one sheet only once, since it cannot copy to other disks secondarily from the 
copied disk, data with copyright are protected. And it does in this way and there 
is an advantage which can aim at protection of data with copyright, without 
adding dues to sound recording / playback device beforehand. 
[0212] Furthermore, in the case of record of a cryptographic key, since the data 
used as a cryptographic key are distributed and recorded on the existing field, 
the data distributed and recorded can gather up and a cryptographic key is 
generated, there is an advantage which can encipher without modification of the 
format approach of a disk, moreover, since the distributed approach within a disk 
can be changed into versatility if needed, the secrecy nature as a cryptographic 
key is held and has the advantage to which the reinforcement is raised. 
[0213] In addition, since encryption is perfomried using random-number function 
Rnd() or Hash Function HashQ, the same cryptographic key is obtained from the 
same disk ID etc. Moreover, since decode of the original disk ID etc. becomes 
impossible, secrecy nature increases. 



(D) In addition, this invention is not limited to the embodiment mentioned above 
and its modification, it is the range which does not deviate from the meaning of 
this invention, and can deform variously and can be carried out. 
[0214] First, other modes can also perfomri the method of combination of the 
cryptographic key by the difference in the die length of a cryptographic key 
mentioned above. Since reading of Disk ID may be impossible depending on 
hardware, it can also use two kinds such as MCN and the serial number of ISRC 
collectively, and simple encryption comes to be able to do it in that case. 
[0215] In addition, it is a difficult point that the rationale of safety is not 
established but the demerit of MD method moreover introduces parallel 
processing. And when using a 128-bit hash algorithm (MD5). in order to reduce 
the probability which generates the same message digest, what combined the 
original disk ID etc. is preferably taken as bit length 128 bits or more. 
[0216] Moreover, a secondary manufacturer and those who it not only means a 
consuming public etc., but use it for records of the initialized disk, such as data, 
also include the word of the user who used it by this invention. Furthermore, the 
circuit 36 explained in the 1st modification of the 1st operation gestalt contains 
not only a Local Area Network but a circuit like the so-called dialup connection 
which used the telephone line. And even if the part where the cryptographic key 
for encryption is generated is not an internet server 23, also with a personal 



computer 20, it is possible and transmits only a cryptographic key to an internet 
server 23 in that case. In addition, in this case, applying is also possible so that 
the information between the data forwarding machine in online karaoke and an 
accepting station may be exchanged. 

[0217] And circuit 36a not only of a serial port but using other ports which 
connects the data fonA/arding equipment 26 explained in the 2nd modification of 
the 1st operation gestalt and a personal computer 20 is possible, and can 
transmit data further using wireless. In addition, in the 1st modification, as AV 
equipment 34, it may be not only a video regenerative apparatus but satellite 
broadcasting service, and a terrestrial electric-wave receiving set, and you may 
be domestic temriinals, such as CATV, at the 2nd operation gestalt. 
[0218] In addition, in drawing 8 , and 9 and 10, what is displayed as the channel 
means a channel and these are the same semantics. Furthermore, what is 
displayed as PC by drawing 14 means a personal computer 20, Moreover, in 
drawing 14 , and 16 and 18, what is displayed as the code key means the 
cryptographic key. In addition, drawing 24 and phi currently displayed on 25 and 
26 are the notations showing the die length of the diameter of a millimeter unit. 
[0219] Moreover, in the above explanation, although CD-R/RW was made into 
the example, this invention can be applied to other media, without limiting to 
CD-R/RW. For example, also in media, such as DVD-R, DVD-RAM, and 



DVD-RW, disk information is recordable on a management domain. In addition, 
as long as it is a two-layer mold medium and a double-sided mold medium, a 
management domain may be established only in one layer or the whole surface 
inside, and may be established in each class or each field. 
[0220] 

[Effect of the Invention] The management domain where according to the record 
medium of this invention it is the field which a reader can read and a user cannot 
access the field as explained in full detail above, Since the data area where it is 
the field which a reader can read and a user can access the field at arbitration is 
offered and the disk identification information for encryption is recorded on the 
management domain, although only one sheet can obtain a specific disk, a user 
Even if a user is going to copy to other disks from the specific disk Since media 
numbers (Disks ID and MCN, serial number of ISRC) required in order to decode 
the encryption data stored In the specific disk differ Since original music or 
image data are not restored and it cannot copy to other disks secondarily from 
the copied disk, there is an advantage from which data with copyright are 
protected. Furthermore, there is an advantage which can aim at protection of 
data with copyright, without adding dues to sound recording / playback device 
beforehand, in addition, since there is an advantage which can encipher without 
changing the existing format approach of a disk and the distributed approach of 



a cryptographic key can be changed into versatility if needed, the secrecy nature 
as a cryptographic key is held and there is an advantage which can raise the 
reinforcement (claim 1). 

[0221] In addition, according to this invention, there is the effectiveness thru/or 
the advantage like ** - ** shown below. 

** This invention is the point that the disk identification infonnation for encryption 
is recorded on a disk, and unlike the technique of well-known reference 1 
publication in which particular part record of the medium is candied out for the 
specific value for anti-copying therefore, this invention can encipher now mere 
not anti-copying but data, and has the advantage that the dependability of data 
protection becomes very high by this. 

[0222] ** This invention has the advantage as which the key information on 
encryption can encipher it unlike the technique of the well-known reference 2 
publication recorded on a non-data storage area by a bar code and the 
geometrical pattern therefore in that the disk identification infonnation for 
encryption is recorded on "the management domain where it is the field which a 
reader can read and a user cannot access the field" according to this invention 
without using the key information reading means of dedication. 
[0223] ** In a recordable disk, different disk identification infonnation for every 
disk this invention at the point recorded on "the management domain where it is 



the field which a reader can read and a user cannot access the field" Unlike the 
technique of the well-known reference 3 publication recorded on two record 
sections where a record format differs from a recording layer, respectively 
therefore, according to this invention, encryption data and cryptographic key 
information A cryptographic key can be set up according to a disk individual, 
there is an advantage to which the dependability of data protection becomes 
very high, and there is an advantage which can encipher without using the key 
information reading means of dedication. 

[0224] ** The field which should record the disk identification information for 
encryption this invention at the point concretely made into "the management 
domain where it is the field which a reader can read and a user cannot access 
the field" If a user is going to rewrite [ a TOC field ], the advantage to which the 
possibility of an alteration of the data encryption key by the user can make 
[ unlike the technique of the well-known reference 4 publication which enables 
rewriting/elimination therefore ] infomiation on the field very low according to this 
invention is in arbitration. 

[0225] Moreover, while media information, such as voice, an image, and data, is 
recorded on the data area at least as encryption media information enciphered 
by the cryptographic key which used the above-mentioned disk identification 
information and was generated If the medium identification number information 



which a user can read can also constitute so that it may be distributed and 
recorded, and it makes it such Since media numbers (Disks ID and MCN. serial 
number of ISRC) required in order to decode the encryption data stored in the 
specific disk differ even if it is going to copy to other disks Since original music or 
image data are not restored and it cannot copy to other disks secondarily from 
the copied disk, there is an advantage from which data with copyright are 
protected (claim 2). 

[0226] Furthermore, the management domain where according to the 
initialization approach of the record medium of this invention it is the field which a 
reader can read and a user cannot access the field, It is the field which a reader 
can read and is the initiaJization approach of a record medium that the user 
offered the data area which can access the field at arbitration. The 1st write-in 
step which is constituted so that the disk identification information for encryption 
may be recorded on a management domain, and records the disk identification 
information for encryption on a management domain, The 2nd write-in step 
which records medium identification number information on a data area by the 
mode dimorphism formula of a Q channel sub-code, If it may be offered and 
constituted by the data area and the 3rd write-in step which records serial 
number information is carried out in this way in mode 3 format of a Q channel 
sub-code in it Too, it cannot copy to other disks secondarily from the copied disk. 



but there is an advantage from which data with copyright are protected, in 
addition, since there is an advantage which can encipher without changing the 
existing fomiat approach of a disk and the distributed approach of a 
cryptographic key can be changed into versatility if needed, the secrecy nature 
as a cryptographic key is held and there is an advantage which can raise the 
reinforcement (claims 5 and 6). 

[0227] And after performing initialization which records the disk identification 
information for encryption on a management domain according to the encryption 
approach on the record medium of this invention By enciphering by the 
cryptographic key using the above-mentioned disk identification information at 
least, and recording media information including voice, an image, and any one 
information on the data on a data area as encryption media information Although 
data with copyrights, such as music and a movie, can copy to the disk of one 
sheet only once since the encryption step which generates a specific record 
medium is offered and it is constituted Since it cannot copy to other disks 
secondarily from the copied disk, there is an advantage from which data with 
copyright are protected. And there is an advantage which can aim at protection 
of data with copyright, without adding dues to sound recording / playback device 
beforehand (claim 7). 

[0228] Moreover, the 1st write-in step at which the initialization records the disk 



identification infonnation for encryption on a management domain, The 2nd 
write-in step which records medium identification number information on a data 
area by the mode dimorphism fonnula of a Q channel sub-code, It consists of 
3rd write-in steps which record serial number infonnation on a data area in mode 
3 fomriat of a Q channel sub-code. The 1st disk identification infonnation 
read-out step from which the encryption step reads disk identification infonnation 
as the 1st disk identification information, The 1st cryptographic key generation 
step which generates the 1st cryptographic key combining the 1st disk 
identification information and at least one information in medium identification 
number information and serial number information, The 1st read-out step which 
reads media information from an external device, and by generating encryption 
media information using the 1st cryptographic key, and recording on the data 
area which has the 1st disk identification information If it may be offered and 
constituted and the specific record-medium generation step which generates a 
specific record medium is carried out in this way, it cannot copy to other disks 
secondarily from the copied disk, but there is an advantage from which data with 
copyright are protected (claims 8 and 9). 

[0229] In addition, according to the encryption equipment of this invention, the 
initialized record medium sets for a read-out means. Disk identification 
information is read at least and it sets for an encryption media information 



generation means. Media information, such as voice, an image, and data, is 
enciphered at least by the cryptographic key using the above-mentioned disk 
identification information in a data area, and it sets for an encryption media 
information preservation means. Since encryption media information is 
constituted so that it may be saved in the data area of the record medium which 
has the same disk identification information Too, it cannot copy to other disks 
secondarily from the copied disk, but there is an advantage from which data with 
copyright are protected (claim 10). 

[0230] Moreover, according to the decryption equipment of this invention, the 
record medium with which the enciphered information was recorded sets for the 
2nd read-out means. Disk identification information is read at least and it sets for 
the 2nd cryptographic key generation means. Since it is constituted so that the 
2nd cryptographic key may be generated, the enciphered information may be 
decoded in a decryption means using the 2nd cryptographic key from disk 
identification information at least and media information, such as voice, an 
image, and data, may be reproduced since there is an advantage which can 
encipher without changing the existing format approach of a disk and the 
distributed approach of a cryptographic key can be changed into versatility if 
needed, the secrecy nature as a cryptographic key is held and there is an 
advantage which can raise the reinforcement (claim 11). 



[0231] Furthermore, while according to the sound, image, and the data station of 
this invention enciphering media information, such as voice, an image, and data, 
to the initialized record medium and being able to record on it as encryption 
media infomriation Since the record medium with which the enciphered 
information was recorded is decoded using the 2nd cryptographic key generated 
from disk identification information at least and media information, such as voice, 
an image, and data, is reproduced Since it cannot copy to other disks 
secondarily from the copied disk, there is an advantage from which data with 
copyright are protected, moreover, since there is an advantage which can 
encipher without changing the existing fomnat approach of a disk and the 
distributed approach of a cryptographic key can be changed into versatility if 
needed, the secrecy nature as a cryptographic key is held and there is an 
advantage which can raise the reinforcement (claims 12 and 13). 
[0232] Moreover, if the above-mentioned record medium may be recorded on 
optical, a data area may be written in once [ at least ] by the user and it does 
[ therefore ] in this way, since it cannot copy to other disks secondarily from the 
copied disk, there is an advantage from which data with copyright are protected 
(claims 3 and 4). In addition, the above-mentioned encryption may be made to 
be performed using disk identification information and the information which 
combined serial number information or these with the medium identification 



number information list. Moreover, it may be made to be carried out using the 
random-number function which uses as a seed disk identification information 
and infonmation which combined serial number information or these with the 
medium identification number information list. Furthermore, if it may be made to 
be carried out using the Hash Function used as a seed and a key message, disk 
identification infonnation, and information that combined serial number 
information or these with the medium identification number information list are 
carried out in this way Since the original disk identification information etc. is not 
restored, the secrecy nature of media information increases and data with 
copyright come (claim 14 - claim 20) to be protected. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing arrangement with the non-data area of 
CD-R/RW where this invention is applied, and a data area. 
[Drawing 2] (a) is drawing showing notional field arrangement of CD-R/initialized 
RW, and (b) is drawing showing notional field arrangement of CD-R/RW on 
which encryption data were recorded. 



[Drawing 31 It is drawing for explaining being enciphered by the media number. 
[Drawing 4] It is drawing for explaining being decrypted by the media number. 
[Drawing 5] It is drawing for explaining that a secondary copy is not made. 
[Drawing 6] It Is drawing showing the encryption approach using a cryptographic 
key. 

[Drawing 7] It is the mimetic diagram of the cryptographic key imprinting 

equipment concerning the 1st operation gestalt of this invention. 

[Drawing 8] It is an initialization flow chart in the anti-copying approach of 

CD-RW concerning the 1st operation gestalt of this invention. 

[Drawing 9] It is an initialization flow chart in the anti-copying approach of CD-R 

concerning the 1st operation gestalt of this invention. 

[Drawing 10] It is an initialization flow chart in the anti-copying approach of CD-R 
concerning the 1st operation gestalt of this invention. 

[Drawing 11] It is an initialization flow chart in the anti-copying approach of CD-R 
concerning the 1st operation gestalt of this invention. 

[Drawing 12] It is drawing showing the data layout of CD-R [ after initialization 

concerning the 1st operation gestalt of this invention ]/RW. 

[Drawing 13] It is the mimetic diagram of encryption / decryption key recording 

device concerning the 1st modification of the 1st operation gestalt of this 

invention. 



[Drawing 14] It is the flow chart of the anti-copying approach of of CD-R or 
CD-RW concerning the 1st modification of the 1st operation gestalt of this 
invention. 

[Drawing 15] It is the mimetic diagram of encryption / decryption recording 
device concerning the 2nd modification of the 1st operation gestalt of this 
invention. 

[Drawing 16] It is the flow chart of the anti-copying approach of of CD-R or 
CD-RW concerning the 2nd modification of the 1st operation gestalt of this 
invention. 

[Drawing 17] It is the mimetic diagram of encryption / decryption recording 
device concerning the 3rd modification of the 1st operation gestalt of this 
invention. 

[Drawing 18] It is the flow chart of the anti-copying approach of of CD-R or 
CD-RW concerning the modification of the 1st operation gestalt of this invention. 
[Drawing 19] It is the mimetic diagram of the sound equipment concerning the 
2nd operation gestalt of this invention. 

[Drawing 20] It is the mimetic diagram of other sound equipments concerning the 
2nd operation gestalt of this invention. 

[Drawing 21] It is the mimetic diagram of the sound, image, and data station 
concerning the 1st modification of the 2nd operation gestalt of this invention. 



[Drawing 22] It is the mimetic diagram of the sound, image, and data station 
concerning the 2nd modification of the 2nd operation gestalt of this Invention. 
[Drawing 23] It is the mimetic diagram of encryption / decryption equipment 
concerning the 3rd operation gestalt of this invention. 

[Drawing 24] It is drawing showing arrangement with the non-data area of 
CD-R/RW, and a data area. 

[Drawing 25] It is drawing showing the disc data structure in the middle of 
write-in. 

[Drawing 26] It is drawing showing the disc data structure after write-in 
termination. 

[Drawing 27] It is drawing showing a format of a subcoding frame. 

[Drawing 28] It is drawing showing a detailed format of a frame. 

[Drawing 29] It is drawing having shown the sub coding region in the detail. 

[Drawing 30] It is drawing showing the frame structure in the mode 1 of Q 

channels. 

[Drawing 31] It is drawing showing the frame structure in the mode 2 of Q 
channels. 

[Drawing 32] It is drawing showing the data format at the time of drive equipment 
recording MCN. 

[Drawing 33] It is drawing showing a fomiat of the MCN data which drive 



equipment read. 

[Drawing 34] It is drawing showing the frame structure in the mode 3 of Q 
channels. 

[Drawing 35] It is drawing showing a format of the ISRC data which drive 
equipment read. 

[Drawing 36] It is drawing showing the 1st example of data logging. 

[Drawing 37] It is drawing showing the 2nd example of data logging. 

[Drawing 38] It is drawing showing the 3rd example of data logging. 

[Drawing 39] (a) - (c) is the explanatory view of the cryptographic key generation 

method which used three kinds of cryptographic keys, respectively. 

[Drawing 40] It is drawing showing the example program of a Hash Function. 

[Description of Notations] 

1 V Media number (media number field) 

10. 10', 60 Disk (media) 

1161 Management domain 

12 62 User area 

12a, 62a Lead-in groove field 

12b, 54a, 62b Data area 

12c, 62c Lead-out field 

19 Cryptographic Key Imprinting Equipment 



20 Personal Computer 

20a, 23a, 42b Encryption media information generation means 
20b, 23b Cryptographic l<ey generation means 
20c. 42f Decryption means 

20d. 42e The 2nd cryptographic key generation means 
21a. 31a. 47a CD-R disk (CD-R media) 
21b. 31b. 47b CD-RW disk (CD-RW media) 
22. 42, 46 CD-R / RW drive 
22a. 42a Read-out means 

22b, 42c Encryption media information preservation means 

23 Internet Server 

24 CD Drive 

26 Data Forwarding Equipment 

27 27a Sound equipment 
28a. 28b Loudspeaker 

29 Sound Re-Gray-Goods Machine 

33 CD-R / Television with RW Drive 
32 Sound. Image, and Data Station 
33a, 33b, 33c, 43. 43a, 43b Cable 

34 AV Equipment 



35 Circumference Storage 

36 36a Circuit 

40, 40a, 40b Encryption / decryption recording device 
22c, 42d The 2nd read-out means 
45 Media Number Setting Means 

53 Block 
53a Frame 

54 Sub Coding Region 
54b Field 

55 Frame in Mode 1 

56 Frame in Mode 2 

57 Frame in Mode 3 
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30 mu^tifcnmrnmc^fsi^f ^ m^r^ x ^mmmm^'pta 
m%^\\L:^'r>(r'mwt. fR]-iOT-vx^i^5?ijif^^^ 

o T :i — »f ti ^ T ^ -fe X T # ^ 1/ > WS^l^ 

if J^^f-omilS^ffiSfC T ^ -tr X ^ S X- fil^ ^ 

ISWS«Sl^(c:s§^{t:o/c^Ox^x^liSim$g;b'« 

^< ^^^^tiiL-9^m2ij!m^ig^. 

^^2Bg^Sl^fi5c^l5i:. 
50 ^0i^ft^n/c:1t^^5$m2 5i#St^ffil.^T{g-^L. ^ 
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Tim^m^itLm^it?^ nmt Lxmti l ^ ^ 

^-DX^^-m^^comm^T^-txxt^ji^^^mmmm, 
mm^^ommti^m^mi.^mf^miATi^'DxzL- 

K0i^^t:^nfc1Sls^^lsm2^i^a^ffll^Ta-^L. ^ 

t»fS^ L 3 ^ ^^ft:^l5 ^ ^ ^ ;^ T^^^^ tifc C 

- K 3 u- Afcie^^n/c »j r yi/#^ii$gx 

(i: c n "E) "li ti#8 ^ffi I ^ T ^ n ^ c i: 

x'i'jr^t>n^ct^^mh:^^. mi^m\-m^m^o:> 

KC>^- K2«^<Oy'U-A(cIgg^$n/i(gf*ilSiJ 
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n^ct;&?i5^^^f ii*^i-ii*^4ov>'rn*> 

^m^-^ti^rzmn^m^^xm^t^n^ct^^WLt^ 
{m^m \ 8] m^mtif^. ^7''<7s^mmmn. m 
10 ^^&H'^t)'^rzmn^m\^^xm^t>n^:i t^^mt^ 

fzmn^mt^^^^-yiy:2.mwL^m^'^x'i^r^t>n^ch 

[0 0 0 1] 

mm<omt^im^m^ ^m^^t. cd-rccd-rcco 

rdable). C D - RW(CO-Rewri table). ISiipJ^^ D V 
D (Digital Versatile Disc) l?fcffli/^T$?jii^. lEIi 

[0 0 0 2] 

;iSCD-R aXT. CD-R;^x<rTXtiCD-R-r 
^:^^i:*rvt-^c:h*^$»S) , CD-Rwa;(Ts CD 
-RW;^T'-<rxtiC D-R Wx-<X^i:5^-rsc i:*^ 

C D-ROM^fCADX.T. CDTpii^iS^fk^-ltTl^ 

40 [0 0 0 3] c D:7r^'; ^p^ffn. c 

DDA. CD-MIDI. CDV. CD-G. CD-R 
OUm(Dm^iS^^^o CCT% CDDAti. h^t>^^'^ 
^Cl^trnftl^^CDX^-DX. 

m^mzmm^mx^^. $/c> cd-midi, cd 
V, CD-Gti. ^^vzi>mmn^\cm\^^^tix\^^ 

CD-ROM(i. ^^mLWffl;><^UT$>o 

T. cn^f£:;fflbfc:7;^* h c D. tff^^rc Diit>f«jffl^ 

[0 0 0 4] CtKcWUT. C D-R-^C D-RW{i. 
50 a-WS^iA^^T'^^^OT^^o cn^<OW^ 
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nru^^ C D- ROM K^'l'7T'lf^oJg|^^c7)T% :^ 

[0 00 5] CD-RWii:. CD-R^^^O, 

x-:$?<0S^^;^;b^plBg^^.OT'fe^o coCD-RW 
it. 1 ooo[H]i^±<Ox-'^(?:)r^S;b^pJt^T% :^§fif^ 

T'-<X^(7)fSi<§;b^CD-R<i:D;€fffiT% leHJ 

$n/cf=^^ x^ti: c D - R w F^-rn?oWiS K^-r:/ 
[0 0 0 6] ^/c. midictsi^^nt. cD(D^i^(Dnm 

^^^m^mi.mm<ODW D (Digital Versatile 01 s 
C) VD-R0M*Wafl:^nT*5D, COcfc^^ 

-jSrfttS^aii6^«f*'»^. DVD-RAM. DVD- 

K\Nrj:E(D \ 0 0 omi:JL±m^mA^ti^mwff^m^^ 

[000 7]:^^(C. CD-R/RW^CTi:Lr. ^O-r 

-^£0#tjA^^, !fe^>':t-v^y hi:(r)^/i|i;&lEI2 4 

HSfC^JV^T. CD-Ri:CD-RWi:C02O^Sfci6 
TP^^t-^^tC. C D-RXRW^^ie-r^C 
i>c ^2 4fi:. C D-R/^RWcD|^x-i$?Si«i:. -r- 
^pfiSfcOE^^^-r^T'^^o C Oil 2 4 (c^-r-r -f 
x^eoti. Wii«i«6 1 II— tf^i§S6 2i:^^:& 

[0 0 0 8] c<Dmmmm6 ut. a-w. iig^gi^^ 

1 (i. P C A (Power Cal ibrat ion Area) i: P M A (Progr 
am Memory Area) tti^iE>^^c CZX\ PCACi> -r— 

CCOPC AfCie^^tlfctB^tC^^D. CD-R7=^^X:^ 

[000 9] ^fc. C D-Rt'-TX^-^C D-RWt-V 
(C, C D-R/RWK^'Y:r(c:ctoT. {@>J?tO-r^X^ 

^ii^J?'J-r^/ci6c»f'^x^ I D (f^-<x^iiSiJif$s:ois 

c Identification) 1 0ii»6«T. 1 9. 9lf*yh 

THBis^n^o zt-^^mmez (02 4#ra) 

So 

[0 0 10] ^LT. Jf^i^e 2ti. U- 
hWniig6 2ai:, x - 6 2 b i: . U-Kr-i? 
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h®lS6 2 c i:;b^e>^Oo CCX% "r—^mme 2 b 

it. mm(D7'-^miBmmx^^o v-h'^:ym^s 
'^w±!^m(oimmm^tix^^^o ^tz. cn^^ou 

-K-O^lgKe 2 a^rU-KT'^ hm^S 2 c t^^^tc 

[00 1 1] CCOT^^X^^OS^iA^O^^^fi, 
7(? X^r-y hy>X(Disk At 0nce)>3^^. h^*y^Z-y 
hyvxdrack At Once) /^>>^«y h^^h(Pac 

ketWrite):^^i:;;)^^;5o T^-fX^^T y >X:^^t 
(i. 'r>rX^04^;L^a5*^^^^^{Cf6];b>oT. 

^ CD 7^- ^ O HiJ?g{C 6 0 «^<D^J'(SHS^ ( - K ^ » 
{c. 5lt^^/^TIBii?nS;b^ CD-RWT'fi, ^n-y 

[0 0 12] x-f x^r-y hy>x:^^T'S^3^t?<i:. 

CD-R/RWf^-<X^{C^#SS3b^^oTt>. m0<O 

^^iC'r-^^W^j^tSCtt^X^rjil^CDX. CD-R 
/RW'x^x^{c^$SM;^)^^oT^.^Sli^. f'-iJ^O 

^Z^y hy>X>jjK(cSiUO^£0T\ U-K^X t^- 
i5?. 'J-KT'i? CcojlifcfB^-r^S-b^y v^a y 
h'7yx (Session At Once)*^^. ^ifi^Sl^tlT^ 

[0 0 1 3] ±iSO'J-K'f >Sil|E6 2 ati. CD-R 

LTl^:^l^P^{i> f-VX^±cO:;^cr>&^#iZv^r KUX*'« 

-/O TOC*^#^i^^tl§o CCOTO C (Table Of Content 
s) hti, :i-1f^l^6 2(cS#3^^nstt^T'$»o 

tz. TOCti:. C DfClB^^nrv^S h-^^y^^a^, ^ 

[0 0 14] ^^ic. U-KT»i7 h^^6 2 cfi. -tr-y 

n^l^o ^2 5(i:. »^jA^j^4^(C*5ttS7^^X^07^ 
50 -^^ii^^-nST'^So <iO!a2 SO^diJjb^x-rx^ 
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6 0 (O^ihV^ 0 . C tOtfi/L»«J:— #j5t^^*^^. P C 
A. PMA, 'J- K-rv^i^e 2 a. x-^Si^ (T'n 
V^l.mm) 6 2 b, »J-Ky"i7hMi^6 2 c;6WS^ 

0, C D-RQ»#aX^3i*{i:. PCA. PN4A^. 
COO 1 5] ^2 6{i. S#iA,^S|5|T^Jc*5ttS7^^'X 

^cox'-^^iii^^-rs'e^>D. f'-fx^e o±opc 

A. PMAtCfi. fRl^«^j^i$n^(.^*\ V-hW® 
^6 2amti. TOC*^StiA^n. 7"-'^^1^6 2b 

[ 0 0 1 6 ] ^ 2 7 ti. it >^n-T^^ AOy 
;t-x''y h^^^f HIT'^^o ^KOmZTlZm^-^u^:;^ 

[0 0 18] ^/c. 1^2 8(i. :7U-i^5 3 aOmmtX 
:7:*-— -^^y h^TH'TET'^D. C:(O0 2 8^C^•r:7^— 
A53a{i;. yiy-L.mmm^, vr:j-'f^y^\ x 

^LT, 1 /^-f hO-ty^rn-T^-r^^^ffltDSgjgS^, 2 4 

-A5 3a;^)^ 9 8f@^$-:>Ts 2352 (2 4X9 
8) ^^-f hcoru-^^ 5 3f)m^^tl. m^a^^, «(0 

r «ifig-r ^ cfc 3 tc j& o T v ^;g>o 

Co 0 1 9] 1^2 9{i. CliOlfyn-'r-O^^lii^^S 
^(Ctj^L/cST^^c CC0ia2 9tc:^-r-9-yz3-f'-<> 

^'■®^5 4Ci. ^?;jo2/^-r ho^^fc. fsingfi^p^^lg 
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R. s, T. u, V. wti. i3'^^^(om7skm(^^^m 

CO 0 2 0] ^LT. COmz 9{C^*rSi^5 4 b<D<J: 

Q1*^^Q96C0 9 6b^«y Q^-^ ^JUij^Bf^t 
tl^o ^;^c. P. R, S, T, U. V, W^D^^^^x;!/ 

3Sli07:f---T*y hO^:^;S^-K^^i^%^-r;So Q 
«a[T% ^-K2. -e-KScoJB^^^RSct^fCJ&oT 
CO 0 2 1 ] ^3 Oti. Q^-V^yl/CO-t- K 1 037 U- 

A^it^^-r^T'^^So c (om 3 0 (c^-r^— k i 

<Dyiy-L.5 SIZ^-dX. tf $S;^)^fe^^n^o 1^3 6 
13 3 Hi. Q'f'^r^^JV<D^—h^Z(OyU-L.ml&^^s'r 

mx^^o c£oia3 Hc^-r^—K 20:7 5 6 

1 0 0:rn'y>7(ci rn^y^cOfiJ^T'^So ^LT, 
CCO^ 3 1 CON 1 -N 1 3 ti^n^n. 4e'yh;b^^:^ 
^FglgtT'^»5> cne^Ofg^N 1 ~N 1 3(C. MC N 
(Media Catalog Number) 1 0M^& 1 3IS (4 3. 
30 2 t:*yh) xmm^tl^o CCOMCNtU. T^'f^Tm 
^tOiaSiJ^T'^^o ^fz. 1^3 2 (i. F^-<>^it®?b^M 

yu-L.mmmEm'^ti^o ^tz. mss^t. Y^-<rr 

^mtm^ihKjtzUQ\^'r-'^o:>yir-^-j h^^f ^ 
X^K>. y\y-Lm^n:^^\^tzn<0^-^y^-^-j 

CO 0 2 2] IM3 7«i:. r^-^fgiiO^ 2 cD^^J^^^■r[a 

/c, ^«0»^0^-K2ff^x^cOx-^{Cti, MCN. 
;^ tf 12345678901 23 Tb^^S^^n^o 03 4{i. Q^-^'^x 
;l/iO^— K3cO>^U-A1tii'^^-r^T^^o COI13 
4tC^-r^-K3 0>'U-A 5 7 7b'«3KnS®a[t*. 

^>^< ^^10 O-^n-y ^fc 1 ro-y 
fe^o ^LT. CCO:7U~A5 7C0 I 1 — I 1 2tC. I 
SRC (International Standard Recoding Code)^V IB 
if^n. CO^-^s 18-11 2fc>";T;l/#^(Seria 
JO I Number) 1 OjiSSfir (1 6, 6lf'yh) T'lfiSi 
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tm^n. 16-11 2(ommii. 4\f-y hx-m^mE 
lar^o, c<Dm3 5tc^-r i 8 - i i zcosii^tc. 5 

[0 0 2 3] 0 3 8(i. 7='-^fa^(D^3<DCT^£:^-r0 

KZJBi^cO-r'-^tCti. MCN (^J^if 12345678901 23 
) f^m^ih^n. ^-K3JBi^Of=^-i5?fC(i. ! SR 
COS/Ur^bS^^b^CT^ff. 98765 i:S#i^tn^<t^ 

[0 0 2 4] ±iiL/cci:9fc. CD-R/RWfi. 
^-^B^iS^ ^ V >fi n > tr a (Ox- ^(O 

[0 0 2 5] c<D^^rj:mi'fmi^^(OT'-^>^^m'r^ 

[0 0 2 6] r^to^ 'f-^mmcmi.x^t. ixT^c^-r 
•r. 4#r^i¥8 - 15 3 3 3 1 (j^t. i^^35:gi^ i 

x-^«ji^iii^^C D-R0M4o<J:Cf3kr-n^C D- 
[0 0 2 7] L:^^L:^;^^6, C cOi>^i:S^ HCiea^^tl 

^fc. Jtfrff1¥7-8 5 5 7 4^i>^ a:^T. 

[0 0 2 8] CC01>^34:S«2{Ci2e^n/*cS^(5(i, Bg^ 
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^^mkxmm^tix^^^^fzib. mm(o^-mnmh^m 

[0029] ^^iC. USP5, 802. 174 (t^fS 
■t^B^mmit. ^TMW-S-O 17 11 9^1^fS. 1:1 • 
T. 'j>m:^m3 t^-r^C ti)^$>^) {C(i. e^yhT-r 
-^^b^lEil^n/cC D-ROM35:^oei(*T-^oT. (B 

10 mmti^x^TztLx^. tz^^rix\r^^mnm^^mm 
^tmuwmmM^.^t\x\^^^o 

[0 0 3 0] C(Oi>^:5t^3(CiE®^nfc^W(i:. Bg-^ 

X. mxi^. ^^\t^-m^^. m<o^^zr}\^^^ m& 

^^/cSffifit^-rnt,. CD-R0M^HR0Mj^{*O 
[0 0 3 1] :??>{c. Hg^ft:^-;&«#iZ,mBli^^M 

^-mn^m^ihtst. mH\^'trzib\c{tMm<r>^-m 

30 [0 0 3 2] ^LT. E P 7 5 1 5 1 6 A (WiC*r^B 
!tf^W9- 1 1 5 2 4 1 ^'j^n. iXT. 1:^^ 

ocmmt. ::r-mc^oiimicm^t^K-^ti^(ox\ 
40 n?b'^fe^ ti,^3ii^*^fe§o 

[0 0 3 3] 

mmicm^Mi\m'$tirz^(ox\ win<oy^-'^-jhy5m 
^mm L T X -f X y im-^mBmit^mt c tc <t 0 . 

»f ^ VHi a > kf ^ - ^ y oi?^^ AO 

X ^ X tf--r § C i: tiT 

50 tmuw±.x<o^^it■f5m^u^^{t^mm.mzm,^{t 
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[0 0 3 4] 

[0 0 3 5] ^/c. ^(or-^mmic. 

^ti^tt^ic. ::i-'^i3m^mL5 ^mi^mmm^m 
^^tnxmm-^tix^^<. ^rc. c(Dmmm 

i^fi\ yt^^iznEmtti^^'?{cLX^^<. ^O-r- 

[0 0 3 6] j!ip;^T. ccommtit. r'^Tsi^mwm 
^oicLX'L^< m^mi 4) . T'^cx^mmm^. 

^^Xmj:t)t\^^5iC{.Xh^< m^m\ 5) . t 

-A(cfeif^n/c^^i^ig?Sfj#^if ^Mmc Q ^.;l/t^■ 
y 3 - K o-t - K 3 ssc> y u- A tcieii ^ n >j z 

JTl 1 6 ) c 

[0 0 3 7] ^?>(C. 2^fg0>^cDsS^ilg^*:COWmft:7?^ 

( C r ^ -t X T' t ^ -r - ^ 1^ ^ ^ ^ ^ f ^ <D 
5) o 

[0 0 3 8] ^LT. ±s2C>x>rX^I1gM^*l8^teii-r 
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'mzw^7.'r-j'Tii^^r^7ixmwL^tvz%,^\^ 
me) o 

[0 0 3 9] itjD^T. c<oBBmm. x-i-x^iisijm 

IS. Q^-\'^wL'-9-:rn-KO^-K2JBS<D7U-A<C 

mm^tifzmi^mmm^mm^xjicQ^^^jv^y'zj- 

^- K 3 JB^io:? Xy-uztrntintz iy u r;u#^ts^ 
c n e» ^m^i^^t>^tzm^^m t-^^UMmi&L^m 

K<0^-K2fl5ScD:7l^-A(Ciei^$n/c 

[0 0 4 0] iiD;^T> ^mmmmuwALxm^mt-fs 

^mtm^mi.^m^m^x^^x:2,^^t'^^(Dmm^ 
^mzT t^^T.x^^'r-^mi^t^^r^A.tzmmu^ 
±.x(Ofs^m\:iimx^'ox. mm.mm\cmmt<orzi^<o 

mm^. '>^< tt±IBO-r^X^l6S'JtS?fi^ffll^/;:0g 

mmtxy'yy^^i^^xm&'^tirzcti^nmt: lt 

[0 0 4 1] ^LT. ±B^(owmim. ^mmmc^^ 
it<orzi6(OT'^ x^m^mmmm-r^m i Siz^x^^y 

x-^^i§)c{cQ^-V^wl/^t>^n-KO^-K2JB 

^xmi^m^mmnmm^mt^m 2 mxx^y 

x- ^igttC Q ^ -V >^ - K O^- K 3 JB^T' 

[0 0 4 2] t^tz. ^cOPg^fLXf '7^;^^ x-<X^^ 

suifffi^m 1 xwx^iigijif$s^ LT^^^^mf ^ 1 

X^lE^iJ1g$S^toXx^y:/^. ^1 XYX^MSUIBIS 

•w^^ss^^m-r^iijiffixf-^y^^. mi^^m^m^^ 

50 W^^m.t^^^tm.U^^JiiT.T'-j ni^ts^TLX^ 
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[0 0 4 3] tuKX. c(ommm. y^^x^mmm 
<^< (ii^Jii 8) . T'^T.i^mwum, mi^mmm^ 

^-T^y-t-i^. T'^T.^mmn. mi^mmm^mm 

^.<^l^ (Ii^JM2 0) c 

[0 0 4 4] 2^fg0^c7)0g^f[:^^(i, ^^^0 

(iiA}<^ 1 0) o 

[0 0 4 5] *D;^T. ccOBg^fm. x^rX^^SUW 
cfc'9{cLT^J:<. -r^X^^Sim^g. Q^^^^;l/^ty^ 

[0 0 4 6] ^LT. ^^m<Dmmmmii.. m^mo 
mmtm^a!, L^n^rjimmx^'DX^—^it^comm^ 
r^-t:::^x^rj:[,^mm$mt. m^^o^mi^m^thL 

x^^r-^mmt^'trjiA.. mmmmc^mt(orzib 
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x^mmmm^'prj: < t>K^a5 Lo^m2 mm^f^ 
•t^m2^^m^^mmt. mmt^ntzmm^mz^ 

^"t^^xm^-^tifzct^^mtLxi.^^ m^^i 

1) o 

[oo4 7]*p^T. c(o^mm. y'^Ts^mmm 

JO $8. Q^-^-^wl/tfa^-KO^- K2J^3^0:7U-AiC 
K O^: - K 3 Jg^O 77 (c IHIi ^ n fc U r 

mmxificti^^m^^tD-^rzm^si^m^^xmjitDti^ 

^'^t>'^rzmm^mt^^^^mn^m^-xn^j:t>ri^ 
x^icLx^^<. ^fz. \£yhm^mt^^o^^- 

'^rzmm^mt't^^^y>':j.mwL^m^^xn^t>n^^ 
[0 0 4 8] i!in:^r. ^^bm(o^^ • ^» • r'-^mm 

{i^iO®M:S:Z^-trXT'^;^i^WMM^i:. afc^^D^ 

^mt<orzib(Oy'^ T.^mmmm'^tm-^tifzimmi^ 
'p^^< t^y"^ Ts^mmmn^m^-tzm^m 

^^^t^^rji^rm^^tifzc t^^mt lx\^^^ 
Qtmm 12)0 
40 [0 0 4 9] ^fc. :^^Bn(o^^'B^m' "f-^mm 
it. m^^o^mi^m^mi.^m^jimm.x^-DxzjL-'^* 
it'tcomi&^T ^•tT.x^^i^^mmmmt. m^^om 
mtim^mi.'^mrj:mi^xh'Dx:^-^'h'^^<Dmm^i£ 
MicTi7't7.x^^'f-^mi&t^^fj:^. "^mrnmc 
^^m\:<orzib<D7'^ X ^mmmmm^mt^ti^ tti> 
(c. y'-^mmc^i^it-^rirzmmmm'^tirznmm 
mctot.f^T'^ X ^issijit^^ii^^ < t ^m^ib L 3 § 

50 is^^m2Bg^a^ffli>Tig^L. ^w. mm. x-^ 
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^ m^m 1 3) o 

ci:df£:LT^,cfc<. x^X^^giJIf^. Q^i-^.^lz-y-y^ 
m^mm^uic Q ^ -V ^wl/tl- K^O^— K 3 B^<0 

^Mt/(C Q ^ ^ 3 - K K 3 fBSO U— 

[0 0 51] 

[0 0 5 2] CCT\ ^7J^<l:^{i. 1%iiKjJ5:P3S (^^ 

D. MCN, I sRcm^mo'^^ (iBii-r^) c^;^ 

^AU-^;l/T'IS^-rsci:^l^3o t^^oT. VAT. 
*-r^o ^5:^3. CiO-r^X^ 1 Oti. i li] 

# ;?)^pjfjg;& C D - R WT'^ 

[0 0 5 3] c(Dmmmm. \ iti. K^^y^© clll^^ 
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fgS L D "T ^ i60 n V > K L ^ I ^^^T 

[0 0 5 4] PMA(i:. ^mt(Orc^(D'f ^ 7s 

[0 0 5 5] 1 1 {i. ii:^. ^F*g/^fC 1 

tcT^-trXTt^Silllc-e^'So c<Da,—^mm\ 2\t. 

[0 0 5 6] ^LT. B^<^. 'r-^m<D'r;V^;< 

D. MCN (M^mmmnmm) . i sRc^i/ur;!/ 

K^mU^^MCN, I S R CtOiyUZ;l/#^;0\ CcO 

p^. :^^m(0'f-^f)\ ^mv"-^ ttt^ic. r-^m 

CD-RC07=^-^«g«l 2bCi. tfjc^ 
oT 1 [5I(O^S#32^^n. C D-RWa)7=^-^®lg?l 2 

[0 0 5 7] CCT% MCNti. >«-r >r T'S^Ol^gU^ 

I s R coi/u TJi^mmt. Ht:rn-T='Y v^^fflosiis 

112 (a) fi. mmit-^tltzCD-RyRWCDm^. 
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[0 0 5 8] CCT% ^•r>rr#^^i|? Hi. ±ie<Dv^ 
>rX^ID, MCN. I S R C0 3^ig^S-ti:^i6fr^ 

^ 1 0OSil^;b^(£ffl;^nTV>;g>t>ttTti:^l^ ^tz. C 
tie>iDg^ti:. -r^X^ I 0ii^O6tfjT% MC 

N;^)M OjISS I 3ffiT% I S R CtT^v-Ur^l/^^^M 0 

[0 0 5 9] ^LT. ^ti. cn^ 

Oj^'IOjASnfcT^^X^ I D, MCN. ISRCOv^U 

nScfc-pfCiSroTl^^o ^^i/^fi. I SRCOv'UT'yl/ 

(b) ii. Bi[^{t:x-^;!)^ifiii^nfcCD-R/RW<0 
^.^W^^iSEg^^-rHT'feO. C0^2 (b) tc^ 
-r-r^X^l 0' ti. ^•ri'T#^fi«l iiBg^fb-r- 

{fc^n. 1^2 (b) tC^fBg^ft-r-iJf 1 4 3b^t#^n§ 
[0 0 6 0] USti. ^•r^T#-^Jc«J;»9Pg^ffc^n^ 

1 3 (^3o^<iij<op3JBot>o) ti. Hg^fb^nrv^i^ 

1 37b\ f-VX^> I D, MC N, I S R C<D>"J 

'r<^^{C. Bi^ftT--^ 1 4 (|g|3C0:&{|ijORJ^Ot> 
O) *^t#^tl^o ^^tC. CCOPg^ffcf"-!?? 1 Am^w 

^nrz^(ot\ ^t^-r^x^ 1 0' tLx^f&tsn^co 

[0 0 6 1 ] t^^oT. :*:fe0^cDl2iti^iJ^±T'£O5g^{|:7? 

\ \ v^'^y^mtm^\^\.^m.r^mmrc^r>x::L 

bi:^^^;^/cT'^X^ 1 0±7?OHg^{|:7ii^-e^o 

T. "mmmrn. 1 1 tcBg^ibofca^o-x-fX^ I D^IS^ 
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[0 0 6 2] CCX\ ^8^fflt^T^^^f ^cJ:5{C. ± 

^cQ^^^.;l/t^:?'3-K<?:)^-K2JB^Tf^-f X^ I 
D. MCN ({«(*ilSyS^1t^) ^lEiif ^m2S3iiX 

JO "E-h'Sm^Xl S RCO>-'JZ;l/#^ (i/U7'yb#^ 
^IBM^-rsSSSiZ^Xx'^yiiA^^^So 
[0 0 6 3] ^i^S^fCti. COBi^ftXT^^yT'fi. ^ 

•r. T^^-x^j? I Df)^m \ 7.^mmnmti.xm^th 

(^l-r-<X>>MSiJ1i^i!aiXT-^y70 o 
tc. ^c07='>rX^ I D^MCN^om^^^-^. -r^X 
^ I I S R COv^Uyyl/^^ilOffl^-^tJ-ti. ^5 
l^ti. ■r-i'X^ I D^MCNi: I S R C 0->U T/l/S^ 
^O^^^tp-y:T;^-r-<T#^ 1 ^^^J5g^n^ 1 Bi 
^g^«XT-^y>^) o -^LT. ^1'gPgg<^Dx-i?f 1 3 

m^^xB^mt^-^ 1 4;b^^fi)t^n, [hict'^x^ i d 
^wt-^T'^'X:^ 1 0(07"— ^mm \ 2 bicmm^ti^ 

[0 0 6 4] mA\t. ^'r-(Tm^\z^K>'<^^^t'^n^ 

tr^t^"^. ^^{kXT^^y^ti. ^-r. i^^f^-rx^> 

30 10' Ot^^^X^ I D/^^S2-fVX^§SSim^R^LTSt 
^m;?n^o ^LT. C£0!f$^7=^>f X^ 1 0' Jb^-E^Bi^ 
it'r—^ 1 4*^i^^m?n. ^07=^^'X^ I D^MCN 
hO^^^^-tt. t'yX^ I I S R CcDi/'jT;!/^ 
^tOffl^^^H±:SLl5x-f X^ I D^MCNi: I S RC 

1 i:-gcr^it^O^^^. Bg^fb-r-^jr 1 4ti«^$nT 

[0 0 6 5] Mbi^t. rMK^\i—t^x^r^\.^:Lh^mm 
^^rzi!b<omx^^o msiiZit^ -r^x^ i o' t^f^ 

X^ 1 0 a ^02^^0^^^^0;b^^^nTV>^o C 
CT\ -r^X^l 0' ti. m^i^. ^^^CDti^ib-^Xzi 
\^-tStirc7^^ 7.i/X'&^o — -r-f X^ 1 0 ati:. 

ifui^^fk^nfcSijoT-vx^T$)-:>T. -^^3tf-^nfc 

[0 0 6 6] CCX\ C D-RXRWK'^-r:r a^adi) 
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m^^(or\ c^ontf-^nfcT'^'x^ i o a^osi 

D - R -r ^ X ^ ^ ^ (/ ^ ( i C D - R W X -r X ^ (O S 

m^izmM^^^ctti^xt^(ox% ^mt^-ti.x 

[0 0 6 7] :^ic. Bg^fb^-T'fe^p<-r-ry#^tco 

^mt^-tm^it^-ti)'^m~x^j:i-4mw& 

tfS^h^o m^^m^^fzm^t^ DES (Data Encrypt io 
n Standard) . R C 4 (Rivest Code #4). IDE kmiS^ 
^0. 'i^km^m^^rMt. RSA (Rivest, Shamlt^Adle 

man ) ^t>^^^o 

[0 0 6 83 me it. mmt^-^m^^fcmmtyom^ 
????" m^hti^o ^LT, Bg^fbx-^" ??? 

^" ABCD" 7bMS^n^<fc3(C^oTl^§o ^LT. iim 

<i*3nsBg^{b4--og$ti^n^n. d e s*^5 6 if 

-yh. R C 4 6— 1 2 8 If IDEA7bM2 8 
t:-y ^fc. R S At±. 5 1 2 — 4 0 9 6 t: v 

hT'^So JSrfe, COS 6 tr-y h(OD E S 1024 

tf 'y hcoR s A ^(i;. ^(om^(om&-hmum.x^^o 

[0 0 6 9] hC^X\ ±ie(Op<x-<TS^^ffll>Tag 

cOtf ^y h^WbTl^^ttnt^:^^J^i/^ — MCNti 
1 Omi 3fiT (2^4 3. 2lf^yh)-r\ I SRC 
(il 0iig(5|ff (25tg(l 6, eif-y h) T\ ^fc. f=^ 
^-X^ I Dfi: 1 0iti&6tfT (23il^ 1 9. 9t:'yh)T' 

^^^•ti:^ ct 9 tc-r ^cOT-^^o (i) (v 

i) tc. Bg^ib^- l-3coffiffl0iJ^^"ro ^4b\ J-:^T 
OlK0^{C*>t^rti. MCN^Bg^<t:4~K ISRCO 
i>U7';l/#^-^0g^-fl:^-2. ^fc. "f^X^ I D^m 

(i) Bg^ft4^-<Og^;^)M 0ii»6fiTT'+«'^ti^ 

(i i) 0g^fb^-o:i^7bM oii3&i imx+^^sm 



01) ?*Pfg2 0 01-202694 

B§mt^-2 (1 oitasffi) i:Bg^fk+-3 (1 om 
Stem) t^&fSo 

( i i i ) Bg^{t+-<Dg**< 1 OliSt 1 9ffiT-+5}-* 
Bg^ft+-1 (1 OiiSci 3ffi) i:^^{fc4^-3 (1 0 

/o ^mt^-\ (1 OjilKi 3ffi) i:Bg^ft:4^-2 (1 0 

(v) eg^lb4^-o^?;b^ (i v) <^D^>:*c#i/>i^^ 
Bg^fb^- 1 ^^^fb4^- 2 i:Bg^fb^- 3 tictUK 
X. "f-^s^mc^^LXif^^rzifio^mt^-^f^^ 

(v i) Bg^{b4^-Og^;6'^ (i v) 0 t>:^^l/>«^ 
20 -e^oT. C D-Rx-<X^T*$>S1^^ 

-I tmmt^-zt^tn^tiriFf&Lx^^. cne 
ifi»oBg^<b4=~ 1 . 2t. Bi^it^-st^m-^x^ 

[0 0 7 0] t/c. x-^OBg^fbtC^Sl/^Tti:. ^^fb 
C N (Bg^{b4^- 1 ) , I S R C u r (Bg^ 

{b^~2) . x^x^ I D (flg^{b4=~3) (osmm 
30 mm^tifzmm^n^^it^-t Lxmm^ri^(Dx$> 

[0 0 7 1 ] OMC N. I S R CcDiyO TJl^S 

^. 7^>rx^ I Dfi^^im-<ot^miim^ti^c to 

n/cIgM:^^^. j2K^%fflV>T. TCOMCN. I SRC 

^1Mfi±I D^a^UT, Bg^fb^-^^^-rST^l/dTi; 
XA^. 1^3 9 (a) - (c) ^ffll^TittB^-r^o 
[0 0 7 2] S3 9 (a) {i. 3 aiiOBg^{b4^- 1 - 

3 ^mmnumLfz^mt^'-^^yj^commmx^ o . 
mss (b) (i. 3aigoBg^{b4=^- 1 -3^^ti^n 

ai&f^l5f^ffll>fcBg^{b4^-:£fi5c73 iSOl^B^ST^ 0 , 
^/c, (iI3 9 (c) (i. p«-y-tr— >^i:3aSI<0Bg^ 
{b4^- 1 - 3 i:^/N^y>':a^ia^ffii>fcBg^fb4^-:^fig 

io y3if£:<ommmxi^^o cne>oiatc*5i/^T. Bg# 
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1 (MCN) m D 1 . ( I S R CO'>U 

ti 1 D2, (x-fX^ I D) fi: 

[0073] CUT'. 039 (a) (C^f C a s e 1 
±aiL/c (i v) - (v i) (Cffl^f S^iOT^o 
T. Bg^{k4^- I D) t\ Bg^ft^- i 

( I D 1 ) . ^^\t^- 2 ( I D 2 ) . 0f ^<t4^- 3 

(I D3) (0 3mm(D^<Dmu'm'^nx^fi^'^n^^o 

^tcfi. ±3£liL/c ( i ) - ( i i i ) (cffl^^U. MC 
N. I S R CiOi/UT;l/#^. I D^figiJiCffl 

CN^b<{J:I S R CO>'U7';l/#^Xfi:cn€)i&m^f 

^<om^^t>^ty5^t^ MCN. I SRCOv^UT;!/ 

T^^x^ I D<D3«^*^c>. eiio^^o 

[0 0 7 4] S3 9 (b) (C^-rC a s e 2T 

ti. Bg^fk^- Ci--^ I D) MCN (ID 

1 ) ^mt LT%^$-li-/-ca»g9ISR n d ( I D 1) O 
%^W:t. I S R COS/UT^l/g^ ( I D 2) LT 
fg^^-t^rfcgLi&^^R n d (ID 2) (OJ^^i:. t'^'X 

^ I D (IDS) ;&ai: i.x^^^^rz^mmR n d 

(I D3) (Oismi:*^ bnU'^tixm^ti^^'jicni'D 
[0 0 7 5] ccx\ aa^iSRnd 0 A;^^ 

[0 0 7 6] ^^^oT, CCOeg^ftt^. x^X^ I D. M 

cN^L<(i;i s R ccov'UT^i/S^^a^'r^asJt^ 

f=^-<X^ J D. MCNgL<(i I S R CcO^/UZ;l/#^ 

Tl^^Ci:tc:^;i), ^ffl±ti. fHI—COMC N,' (HI— to I 
S R CcOi^Ur^l/S^. fn]— O-r^X^ I D^ffiU^TBg 

LT^#s fp)— <DMCN, (BJ— O I SRCOi/UT;l/S 
^, flj-cO-r^X^I DtcWLTfi. #^c085(^^tii:^ 

■r§ct9tc^orv>So ^*3. MCN. \s^c<oi/v 
T)vm^\ -r^x^ I \^(0 2mm(o±xmm\^. 

itiD^I^:^^Hl^LrgLI&fiai&R n d 0 {cf-^Af ^<:J: 5 

[0 0 7 7] CcO<t5(c. T;b3f'JX/:.tCfel^T. SLIfc 
^SRnd 0 i:l^m^^^n^(DX% m-<0^^\t^-iS^ 
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-it. mmmfi'^^nic<i\ im^x. mss (c) tc:^ 

L/cC a s e ST'ti. eg#ft4=^- (3.--^ I D) 
nJSfiO^^-jJ^'y-tr—i^/-^, MCN (IDl) 

1 S RC<DiyVT)Vm^ (I D2) 7=^-<'X^ I D 
(ID3) t^mMLrz^<D%. ^^yi^zimSLiC^^X 

ni-MLxm^yjmx^m^nxi^^^o 
[0 0 7 8] iiiix\ ^^*y->iLmwctit. m^m<o:^m 

JO xXh (;^-;/-b->^^Vs/xX hx'-:??) ^ihtit-T^ 

iyoLmtt^^trt^c t^^^o ^fz. i:JLT<Dmmx 
^ I D^%,«(*-r^t>oi:L-. m^mat. t^yx^^ i 

D ^^^^-^ t^-^ O^&ig^ ;^ g ^ (C 5^fiJ L r e n 

2 8 tf^y hJClS6-r. 8 0 tf-y htcLfdO. 2 0 0lf'y 

[0 0 7 9] ^:rc. MCN. I S R CtDv'UT^l/S^. 

t'^X^^^ I D^^T*n^Lfc^,CD;b\ 1 2 8 If h fCiiS 
/c^l^ii^tcti, MCN. I S R C<Oi/Ur;l/#^. 
-<X^ I D^j!inSfLfc:t)<D{C. If *y h^ij (4^-^'y-t- 
;6Mt^ID^n. 1 2 Stf^y htC^tlTTb^^. /N^yv^:! 

4^-^*y-tr-:^tcgCLrt±. vyh^ jlT (K^^ 

t»<fci^ ^fc. tm't^mn<ommicj:L^\:^rz^-?^y't 

—iym^nn^n^<$:vi>cL.x^^i\ ^LT. Bg^ft:^ 

I D:;b'«ie^^nTi^'57='^'X^i:|5]— (DT'-rX^tcti 

[0 0 8 0] «eoT. COBg^fkfi. tf^y hg^^^^b^ 
-li"9^^-p«'y-tr— T^VX^ID. MCNgL<{i 
I S RC^7)i/UT;l/#^^ai:•r§/^*y'>aL§|||S^fflV^ 

-p<*y-tr-y, x-YX^ID. MCNSL<tiISRC 

(Diy V rj\^m^^m^^t>^rzmm^m -r s / ^ ^y ^ 

[0 0 8 1 ] ^tc, COC a s e 3 O/N^y jl^SJ^coS 

fl?iJx.tf. R S AttORonald L RivestK*^rf3»L/i 
MD2 (Message Digest #2) , MD4 (Message Diges 
50 t #4) . MD 5 (Message Digest #5) -^^^ H.DobbertIn 
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24 



KA^r^^^L/iR I PEMD (Race Integrity Primitive 
Evaluation MessageOlgest) pRSN I ST (Natio 
nal Institute of Standards and Technology) {cj:0 
F i PS (Federal Information Processing Standard 
s) CO P U B ! 8 0 tc^a^enrc S H A (Secure Hash A 
Igorithm) l|;b^^^o 

[0 0 8 2] CCT\ MD 2fi. 1 2 8 If h eDp< 'y-b 
-v^^Vv^'xX h^&^^-r^T'^l/a'JXAT^D^ PE 

oT. RFC1320 (Request for Comments 1320) 
ic^^^^nrt^^o ^/c. CC0MD4(i. 12 8b:-yh 
tO^'y-tr-v^!$?V>^*xX h^Sr^figL. MSaiJgTb'^ii < . 
M D 5 0 SS^fi^fC ;?< -y -tr- v^^V X h ^ftfiKT' 

[0 0 8 3] tfc. MD 5{i. \ 2^y£-j 
v^^JfVv^xXh^^^-r^T/l/rfUXA-e^oT. RF 
C 1 3 2 1 (C^^^nTl>^c CCOMD 5{i. ffScSO 20 

X^^Sfc. ©^fico^^y-tr-v^^^^-rv^xXh^^Jlj^J; 

^SfJ^^LTl^^o ^6(C. -tyX^ID. MCN, 
I S R C(D>"J7';l/#^/)^M^ofci:ttc. [II— coeg^ 

[0 0 8 4] ^:ne)OMD:^i^^SV^i)Ci:(C<J:oT. 
p^^y-t-v^^Vi^'xXhOi^^t^^S^tC^fb^'^^C 
^tz. 3 2 fcf'y hfeSl>{±6 4 tr*y hoc P 

I P EMD-»^>S H Ai:i^-3/cT;i/dri;XA^*-r^o c: 
ORIPEMDfi. 1 6 0 tf'y hOp<>ytr->'i5r^v^x * 

-9'-<X:1023 



*Xh%ifi£-r^T;l/rf»JX-^TfeSo ^fc. SHAfi, 
S H A- 1 {iMD 4^afe^L/cr;l/rruX/xT'^t). ^ 
^.S<0:3:^;b^8MD 4 J^MD 5 cfcO tiSi/^ 1 6 0 fc:*y h 
g(Oy'y-b->?^>f s;xXh*:^fiE-r^C F 
I P S 1 8 0 - 1 T'M^^nT<.>^c 
[0 0 8 5] S4 OtJ:. >'N^y >^:i^g(£0:/n 
^x-rST-a^So CO0 4 OfC^-r^l&f u n c O ti. 
g^cD/N-yi/jLgSSt (^^/N-yS/jx^^i) CDT/l/ifUX 
A:&Wr^t,OT'^t). A:/^^^{i:KY>'^cO (*s I 
r) T^O. ai:^{i>^^y-b->^^Vi>*xXh (v a I % 
SIZE) T'feSo ^LT. P^-rvg^Stl^cOfaoglSc 
(^^^BS) TbV c:cOB83&f u n c O izm^^<0\£v 
h^Jc05feal(5^^a"r>K-r>^$? (*s t r) ^iSLT. 
[ma f u n c O ^nXS^-to ^LT. I e n = s t r 
1 e n (s t r) \CX. A;^J^ tl/cm^S&Olf -y h^ijO 

Ova Hi. 2 6 5taT'a$n/c:3fiTOfflT'^oT. ^ 

n^n. 1 Oiif^o 1 o{ii, i oois. loootefcffl 

^f^o CCT% * s t 'a' (i. A:^3iC^^JO^ 
aS^S-r^iOT'^O. * (s t r + 1 e n/2) - 

{C. * ( s t r 4- ( 1 e n - 1 ) ) - * a • (i. A:^S: 

fc V a 1 {i. SIZE m^^-i 10 2 3) r^W^tl 
T. 1 0 2 3aSO*J*(c5j'll$n§OT'$^^o cn{c 

^K>. Kt!t^tircr)VyT-<^y h^^i(D^rff^. 1023 

a^O^'y-tr-v^^V'>'xXh{cg^^n^o ^:lb\ 
-Oi^'^^S^^^O (NULL) oa-a-ti. /N^y i/o.T'/i/zf 
UXAOiSl[(ifT^t>n-rtc. 0 3b'«ffi:^^nsj:-5tC3& 

[0 0 8 6] 

[al] 





*l*»iBii{») MmaMm^ «i*i«i<pviii Vs«lr/f>«tttt 




500001 15850 


2.6950 1.6550 35.266 54.400 


2aooo 
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[^2] 
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tXh^^^A¥tSl : 1 81 3 . 978495 
¥t9:36. 279570 
»^ffi:57 
ft'hfitt:21 



[0 0 8 8] ai ^i>'^^yi^:lM»^ffll^rct^S^omT^ 

"r-^m. (x-^^?^) {i:5 0 0 0 Ofl§'e^'9> ^Tz. 
1 OlHlliOjIL/c^tDT'^^o ^e)tC. S2ti/N'yi>:x 

oT. t a b 1 e fi;^ -y-tr— i/^V v^xX hfl (/^^y v- 

n'i)^^?S{i 5 OT^^o ^J^ti\ C£0a20tabl 
e CO-4 9]i:IE^n/ci:c5t7):&iRiJ{c. *Tia%^t- 
llXhy^A*^ja;0^nT4oO. ^CDfePJtC 1 9 2 2 ^f^f 

T. 0;!?^'E>4 9 tT«7)fl^^-r^tO;^?M 9 2 2{i^^^ 

h . t5{?[Bl-0'MigT' ^ -y -fe- >^iS^>r X h *^^fiSc^ 

[0 0 8 9] 133 9. 1^4 Oi&tfS 1 . ^2(^7^ 

Lfcaa^SR n d 0 ^/^-ji/zLf^l^W ash 0 ^ 



[0 0 9 0] CCOck^tC. /N'y>/a.^S(H ash O ^ 

0 -«^/N-yi/:xM^Ha s h 0 ^mm-T^ C tlC^-D 

X. (HI— cO-r-i-X^ I D7b^6^i:^Hi— OBf^fb^^-^b^^^ 

[0 0 9 1] ^tc. wmmcmLxit. mm(o:i-^u 

if{i, ^m, =i>\£:j.-^ra^'^L.m<omvfm 

# X - ^ ^ ^ ^ n s <D T s o 
[0 0 9 2] cocfc^tc. rL—^o^v^^ymmv^m 

E^^nfcMCN. I SRC tic^^x. ^mt(orcisb 
so m<Dm^mx$>^o ccomi ic^^-r^mt^-mo^i,^ 
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\ 9(i, 7^-t5'llOv;l/^;?C7^-<rx 

^T. /Vy3V20i:. ^-y;l/4 3i:. CD-R/R 

D-Rt'^X^ (C D-R;>^7'><'r) 4 7aX{iCD- 
RWf=^^X^ (CD-RW^T^^T') 4 7b{i, S]Wft 

[0 0 9 3] 2 0{i. CD-R7='^Xi^4 

7 aX(iC D-RWt^^X^ 4 7 b(DV]m{t^'\^r^o ^ 

^nri^So c(Op^f^^r#^^^^S4 5{±. mc 
N, I s R ccDv'Ur;i/#^cofii^s^'rst>«oT$> 

tc. Mode Select nv^KfflT^^rU ^^"T 
tc, v-y hT'^^UD F (Universal Disk Fo 

[0 0 9 4] CiD/^yuvz Oti. a-if;^^nvf--r^ 
^Jc, :x-+r;b^i$ffl'r^y7^S'>x7 (mtf. Direct 
CD;Adaptec*±Olip^«) fc«lSL/c^S:7:t-v«y K;gr 
^^TT^^cfc^fC^^oTl^^o CCT\ DirectCOi:(i. 
n.-- »f;!)^nfcr-'r^^fC. CD-R/RWK^-ry^4 6 
{cA-:?Ti/^§>'r-r;l/^. rt^-r-f X^-^:7n»yfcr-7^ 

X ^ tc A o T 1/ ^ ^ 7- -r 5 o ^ fsi^^^itTffi: 

[0 0 9 5] ^LT. x^X^^^^J^fb-r^P^tCti. 
-1f;b\ DirectCD^ffil>riiS7:t-V>y h^SriT^^o 
^/c. a.-- if*MS09660 IS 
09660 C0s^ii>^:t-V'y h;|:t>JllD;^^C 
ii-a-. IS09660 ^OirectCD^O^-ti:T2SI5icD7:t-v 
-y h^fTJ&'^'i^M^^^^o COIS09660(lnternatinal 0 
rganizatlon for Standardization 9660) It. ^^M^ 
T^O. CD-ROMXti. C D-R/'RW{c;j3tt^>' 
T-f ;K x>r l-^ h 'J«3gS:tflSS:7:i--v*y hl?*^^ 
^^nrt^^p trc. 1509660 ti^^;^pJ^:&{±«(C;^o 

T*5D. m^r^wM±mtm^'^nx\.-^. is 

09660 fi, t§^^^7}<fp;b^$» 15 , \ 
^T'^S^nT^/^^o -»tcti. IS09660 T«U 

[0 0 9 6] CC0>'^V3>'2 0«i. -^OffiOi;^^ 

T. '^r-r;l/4 3(i. /^yn>2 OiiCD-R/RVVK 
5>l'y^4 6i:^maWtC|g)|f^-r§*>eOT*fe§o ^fc:. C 
D-R/'RWH'^^r4 6{i. J^A^nfc7=^>fX^fC± 
1207=^^X^10, MCN, I S R CC0>-U7';l/#-^^ 

[0 0 9 7] cn{Cj;0. Bi-^ft^-i^y^JiA^^® 1 9 
F*9(D^^V3>2 0(O^x*-<7'#^^^^S4 5tC^ot^ 
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T. MCN, I SRC<Of>';T;l/S^*^a^$n. 
a^^n/c:fii;^)\ ^-y;l/4 S^/I-LT. CD-R/R 
WK-7^y'4 6(cA^^n^o ^LT. CfOCD-RX 
RWK'^-fy4 6JCfet^T. MCN, ISRCtO>Ur 

)\^^^mm^n^tt^iz^ eiftWJCT^-f x^ i 

[009 8] CcOJ:5^1i^{C<^oT, CD-R/RW 
01 l^ffll^T. CD-RW^CD-R t<0?^^fl::7n 

c D-RW<03fcr-R^ih:;3^tc*3tt§^uM«ft;:7D-^+ 
[0 0 9 9] i^m^<ommmw<omm\ty5mt. f^^ 

«^ffi3tfc7'i>-lrXT'#§7'-^SiiSl 2bi:^^^^ 

ramy^w i'f><7.'7 i o) io^^mf[:;^^T^oT. ^ 

OWSSSl^l 1 tCBg^{t:c0/ci6Ox^X^ I D^lB^*r 

[0 10 0] 7.7--jyk 1 ?b^^r^ii?&^n^^wK^fbX7^>y 

T'ti. ^-r. X-r-yT'A 2tC^3l^T. CD-RW-r-fX 
^ (CD-RW^7=^^7') 4 7 b*^CD-R/^RWH^ 
-^^^4 6tC|f A^tlSo ^LT. X-r-y^A 3tc:fol^ 
T. Mode Select n-^vKfflp^-tU (ja^-ttf) 
^n. X-r^y^A 4(C*5V^T. Pg^{k4^- 1 

Select nvv Kffl^^'J (c^^^n. Xx-yT^A 
5ic:}oV>T. Bg^{l:4^~2:;()\ Select 3V>Kffl><^ 
Utclg^^nSo ^LT. Xx^y:/A 6tc4oi/^r. Mode 
50 Select n x'>'K:^^fgfT^n^c: ^tCcfcO. cn^OHg 

[0 10 1] CCX\ XT'*y:/A 7fC*5l/^T. Formats 

■v>F;^^^fT^n. Bg^it:^-- 1 ^Hg^ft:4^-2 ^;^)\ 

K2JBi^T'MC NTb^teii^n (^2ffiiAX7^'yy) . Q 
KiO^:-K3J^^TM S RCOi/Ur 

40 [0 10 2]:&fc, CcDBg^fk^^-Sti. CD-R/R 

Smigltl 1 IzV^mmtz^iOT'^ Ts^ I DA^IB^^nS 
OT^^ (mSj^XT^-yy) o ^LT. CCOXT-^yT' 
A7T\ Bg^fk^^-iOSiJOjZi^Jb^l^T-rSo ti^oT. 
iR!^^OtB^ftK»^W)«fk7?^ti. ±tB^Ox-<X^ I D^IB 

ii-r^tc^fco. w^^i^i ucHg^fi:cofc460T^YX 
^ 1 D^iB^-rsm 1 SiitXx-yyi:. T^~^?iiS 1 2 
b(CQ^i':^;;l/-9-yn— K<0^:-K2?BST-r^X^ I 

D. MCN {uw^m^m^mm ^fBii-r^m2»jix 
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K 3 JB^T I S R C cOi/ u r ;I/S^ (>/ u r 

[0 10 3] :(Kiz^ Write n W Kffl>«^U 
(X-r-yT'Ag) . Dir€CtC0ffl«O^ii:7:i-— -^-y hcox 
-^t^. Write nv^/Kffl^^^'Jtc^^^n-S 
:?^A 9) c ^€>{C. Ts^ y-fk 1 0«c4ol>r. Write 3 

(CD-RW^x^Z) 4 7 b/)^CD-R/RWK^-Y 
7^4 6:6^b. m^^tx {T.'ry^k 11). ^^JWibX-r 
^y^A^^IT-r^ UT^y^A 1 2) o 

[0 1 0 4] cntcj:?). 1 -b*yi/3y^c0S#>i*^*'« 

ll^fi. c^0^^. J;^±(OXf'-yy;^)^}SI&[H]i^t)iI^n 

t,. *fg^OSlllfiSJ^^{c0KS. CD-ROntr-K 

>1 (SESSION!) i:-tr*y>/3>'2(SESSI 
ON 2) 4:0 2-^0-t*y5/3 >;?)^S#ji^n§Wl^aL 

Tt/^Sc cneo^g, isio, lai nc^t*:7 

a-^-V-hti. HS^itKLT. 2aillOifeS:7;i-- 

[0105] ^rc. 1^9. ^10, 1^1 1 0:7 n—^^ 

4 7a (XtiCD-RW-r>rX^4 7 b) ±T'CO'r-:^ 
U-rr^i? htilg 1 2 0J:'7{c;S:So 1^1 2fi. *^0.^^O 

^ 1 ^^j^ftifci^^^amfb^i^DC d-rxrwot^-^ 
iy-fr^h^TT^-trnv^^o coi^ 1 2 (c^*r c d-r 

■r^X^4 7a (XfiC D- R W-rV 4 7 b) ±<0 
H^^y^Hi. IS09660 fflOl^gi^^-V-y h-r-^jTT' 
^0. h^*y^2{i. DirectC0fflco|^Ii:7^— -T-y hT^' 

[0 10 6] Xx^y^B 1 (I39#0^) Tb^^r^l^f^^ns 
mm{t7.^-jzr\it. ^-r. X7=-'y7'B 2tC4ol^T. CD 
-Rt^^'XiJ? (C D-Rpf-r-fT) 47a;?)^CD-R/ 
RWK^^y4 6tcjf A^n. X-r-yT^B 3{c*5l/^T. 

Lfct^OirleHitc. Mode Select zivvKffl>«^r»J 
^^-t^-*r) ;^)^6t{^^n (X7^»yyB4) . XT-*yrB5(C 
*5l^T. Bg^fb^^- 1 Select 3WFffl7<^'JtC 
^^^tl. Xx^y^B 6(Cfel.>T. Bg^fl:4^-2*^ S 
elect nvvKffi^^Ufc^^^nSo ^"ofii. Xf^-y 
7'B7ic^'l^T, Mode Select n W K;b^fgff ^tlSC 
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iSS^nSOT'&S (S2Si^X'r-yy. SSSiiXT^ 
[0 10 7] :^IC. X-r^y^B SJC^t^T. IS09660 O 

wmy ^-^-j vm^t\.x'ikX'^m^^rz^iz^ Rese 

rve Track 3 KcDfgff n. IS09660 (Ommy t 
-T-y hOfcA^tDh^-y ^ 1 (M 1 2#b^J 7b'«6i^;?n 

X7^-yy (Xr-^yT'B 9-X7^yrB 1 1) iZ^i^^X. 
10 DirectCOOliii:?:^-— vy h7^— ^;^)'Sh^»y>7 2 (^1 
2#B^) tcStii^nSo -r^*?-^. Write 3Vi/Kffi 
:^^')tmU^tl (X7"v:/B9) . DirectCOfficOi^^ 
7:t-V*y hx-^;?)^ Write 3 Kffl;^^ U tc^^ 
(X7'»y:/B 1 0) . Xx*y >^B 1 1 tC*5V>T. Wr 
ite 3VVK/)^fgtT?nT. Il^(ci^^-7;i--^'y h7=^ 

-^mm^ti^o vi.'ox. (3)^f^b/cX7^«yyti. ® 

i:{*L;rcXx*yy<0fc:A6(CtT:&t)nTl^5o -^LT. 0 
9(c^*rAi:f^Lfc®)m«c:3^t>T. 13 1 0O«±gpOA 
i:f*b/c@[m3^)^?>$&^SIS09660 (Ommyy^-'^-j Vt" 
20 -:$fOStji*LAMT^t>nSo 

[0 10 8] -r^t^-^. f^lifc. Mode Select* nwK 
(^^-tir-r) ;5?^5g«$n (Xr-^yT^B 1 2) . 
^^ft^-l*^ Select raWK^y^UfciSS^n 

(Xr-yT^B 1 3) . ^^it^-Zt"^ Select 3V>K 
fflp^^ UtcS^^n (Xr-'y^B 1 4) . $^(c. X-r 
-y^B 1 5^c:fc^/^T. Mode Select n w KA^fEgfr;? n 

T> o 

iO [010 9] IS09660 OliSiypj-— -T^y Vf—'^ 

(Om^ihh-tK ©i:#LrcX-r'y:/ (XT^'yT'B 1 6- 
XT^^yT^B 1 8) T'^T^t>n. ±i2iOX7"«y ^ B 8 (CT 

h^-y ^ 1 tc, IS09660 <ommyir-^-y h 

m=i^^tyn^<OXtb^o -r^t)"^. write ziwKfflp^ 
^U:6^5i{^^n (XT-'y^B 1 6) . IS09660ffiO^^ 
:7^-vy hx-^/)^ Write Kffl;/^: U Jc^S 

(XT-^y^B 1 7) o ^^fc. X-r-y^B 1 8(c 
*51>T. Write 3V>K/)^^fT^nT. I^?1:7;J— v^y 
hT^-t^A^ieii^nSo t«-:?T. ®i:^^rb/cXT•^yy 
-/f? fi. ©^MLfcX7^^yrOfc*?>{CfT:^t:>nT(/>So ^ 
fz. XT-^y^B 1 9(C*51^T. CloseSession av>K 
/)^5g?T$nT. 01 2(C^-r<fc3^U-K^>l irU- 
)^7-rs (XT-'yT'B 2 0) o 
[0 110] clO-lr*yi/3>l J^)^*?7*r Sh. iiWOK 

3 y2J-:^f^fc 7^-^ ^lEg^rs^^c. -tr-y^/g^^l icB 

m^titzBsmt^^^mmi^x. mmt^mj:'?ctf)^ 

TtSo ^LT. ^1 QiZ^-tBtMl^tzmW^icmi^^ 
50 X.mx 1 0^±gl50B^<>tb/c:©m3b^c,ji^^^-t:*y V 
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a>2 COS tii^WjFljJ&^nSOTfe-So 
[0 111] ^fz. h'y-j^ lV<D^mt^-it. 

X7'-yyB2 Ifi^ibttt^^^y 1^3:^2 Tit. ^-f. Re 
serve Track 3 w Kco^fT^^^ti (XT'-yT'B 2 
2) , Write 3WK^^qEr';/)^fii(^$tl (XT^-y^B 
2 3) . iiilT^:i--'7'y hf"-^;^»V Write nwKffl 
^^Ufc^^^tl (X7"'y7'B2 4) . ^etC. Xv^^y 
yB2 5{C*5l^T. Write 3J W K^b^fSff ^tlT. mm 

D-Rt"VX^ (C D-Rp^x-fZ) 47a*^CD-R 

6) . Sjmft;Xf-'yy:ib'^^T-r^ (Xx^yT'B 2 7) o 
[0 112] -tr^yi/H V2T'Oeg^ft4~ti. -tr^yv'a 

fC, ^ail^ft^n/cT-VX:> (C D-Rt'^X^ 4 7 
tiC D-RW'r>rX^4 7 b) ^ffll^T. a.—- «f jbM (si 

(i. 1 tS^O^^^x^X^^tf ^ni>;?)\ :a-if^\ ^to 
tfSx^'X^;^)^^. ftjlOr">rX^^rFtr-%bT^. ^ 
(On^T^^ X^(cjg|ift;^nTV>^ Hg^f tr^- ^ ^^tg-^-f 
^/ca6(Ci2:-21;&;<T-V7'#^ (t'^X^ID. MCN, 

[0 1 13] ccOcfc^tcLT. ^m'^B^mmcDmi'^mi^ 

tcof-^i^K 1 tJcOT^'-rx^ic 1 lH]fctt3tf-T^^ 
-^Ozie— ^n/S:7'^'X^:;b>e{ti<0'r^'X^^-:^^ 

[0 114] ^e^c. ^wommic^mt^-trji^T' 
CO 1 1 5] fju^Xs ^mt^-o^mt. SLgsc^SR 

n d 0 ^^^-jiy:j.mWLH a s h 0 ^ffll^T^^n^ 
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x^ I Di?{ii?^^n^<^^o s^oT. ffg^ft4--{c 

(A 1 ) ^ 1 ^mmm<om \ ^mmcomm 

mm<Dm 1 ^mmti^ibms^mmt lt. -^-tieoCT^ 
10 [0116)^1 3(i. ^isft^^co^ 1 mmmmo^m 1 ^ 
c^o^ 1 3 tc.T^f Ht^it . 'i^mtmu^m 4 0 ti. 
Ti.>^o c:oBg^fi:-«^ftie^S®4 o(i, WM^fb? 

nfcC D-RT'^X^XfiC D-RVVT^^X^tC, ^ 
/^y3:/20i:. y;l/4 3^. CD-R/'RWK^ 

[0 1 1 7] ^fc. ^%^{t^-(o±^y5m\m\.x{t. 
m 1 ^j6Sjg<gtcTiftH^ (039-04 omm) Lrz(ot 

^X^ID. MC NSL<(i I S R COS/Uryl/^^^Sr 

mwcm^^xn^t:>nrco . xa. t'^x^ i d. mc 
^m^^xn^j:t>n^<iioici.x^^i\ ^^tc. Hg^fb 

-r^X^ I D. MCNgL<(i I S R C<OS/'J Z;!/ 
50 ^ I D, MC Ngb<(i I S R CCO^>'JT;l/S^^)ffl^ 

^t^^rzmm^mt-t^si^m^^m^^xmj: 5^oic 

^ I D. MC N^L<{i: I S R CC0f>UT;l/#^^^i: 
■r§>'vy'>^^3a^S:ffli/^Tticfc<> XCi. 4^-y^y-tr- 
f=^^X^ID. MCNeL<Ci I S R CC0'><JT;1/ 

X^iJ^JiO^olC^X^^o 

[0 1 18] ^fc. CD-R/RWK-^>rr2 2{CjqiA 
^n^T^^X^fi:. *[)K^{b^nfcCD-RT-VX^2 1 
40 a, CD-RW-r^X^2 1 bXti. T^-^Tb'^ie^^n 
fcCD-R-r-rX^S 1 a. C D - R Wf^^ X^ 3 1 b 
T^^o ^^tc. Ctl?>iOWS^i|ltl 1 (111#R^) 
{is Bi^fbOfcAbO-r^X^ I D^b^BiJOi^^nrv^^ 

^JBWT'COi«^tc;fcO^T. «[3^{b^ n/i C D - R f^Y X 
^2 1 aXtiC D-R W-r^rX^ 2 1 b^S^aZi^fflT" 
-<X^^«F'r^C^;b^^So ^/c. fol^fc. f'-^Jf;^)^!^ 
e^n/cCD-RT^-f X^3 1 aXtiC D-RW-r-f X 

^3 1 b^n^m^^ tV^^-t^n tt'^h^o 

50 tC, C D-Rx-f X^ 2 1 a. C D - R Wx-f X^ 2 1 
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b. C D-R-TYX^a 1 a. CD-RWx-<Xi5?3 1 
[0 119] CiO>'^yr3V2 0(i. mmt^&2 0 c 

^2Pi^g^^^lS2 0 d(i. 7"-<X^ I D. MCN. 
I S R C0v^UT;l/#^/)>6Bg^{t^-^^^t"S^,0 

[0 12 0] ^tz. C D-R/RWK^-t':7 2 2 (i. C 
D-R-r'<X^2 1 aXfiC D-RWt'-i'X^ 2 1 b^gr 

2ai:. 0i^il:p^-r^71f$S^i^^l52 2 b^. ^2K 

^{C^ott^x^-X^ I D^|^^mL9St,OT'$>^^ ^ 

Jl? ^ o T 3. - if ^ £0®i|?;S: r ^ -tr X T # ^ I ^gfi® 
mi It. CD-R/RWK^-r:/2 2*'«K*mLBJftg 
^?g^T'^ o Ta-if ;b^^O®^^tttcfC T ^ -b XT t 

[0121] ^/c. 0g^fl:p<7^^7tffS{^l^¥S2 2 b 
{i> Si^fL-r-^^. Pl-co-r^rX^ I D^W*r§#t 
j^^ffl-r^rX^tOT^-^^^fgl^l 2 b{c^^^L■5St><OT' 
^0. ^fz. ^2i)^-ai¥l52 2 cti. ffitjZi^fflT'^X 
'j7;Sct>'^5fefflT-Vx^{c:tett5T-Vx^ 1 D^m^^L 
•7^tC0T'^^o ^^c. CcOStj^^^^mx^X^jRt/^ 

^fflT^-i-x^fi, n nc^-r-r^x^ 1 0 <hfHi^. CD 

-R/RWK'^'<7^22 L RTfig^ScfU^JST^ o T 

n.-if{i^coSiJS;gr7'^-trXT*t^i>WSSHiai 1^. 

C D-R/RWK-^^>^2 2tm^i^L'pjm^j:mmV^ 

m 1 2 bti^^ts^K. mmw^ 1 1 (cBg^fbofcA^o-r 

^^{t^tlrzmmmm'^nx\.^^o 
[0 12 2] ^LT. ctip>cnaHg{i. ^n^n. c D 

-R/RWF^-l':/2 2f^cOK'^-<r^g (E]^-lt-r) 
(Cj;oTftlf^n^o C D-R/RWK^-fr2 

2^D-?■o^te(?:)^i^{co^.^rol¥JaB^l^^0^^^B§"r^o ^ 

Tif^. x-^^OV;l/^;/f'^7'f'-i5?;&. Bg 

^ft:LTg}||-r^t>cDT^oT. Bg^fb^T^^-rZttlS^ 
fiSc^@2 3 a i:, 0&^a^fiJt¥l52 3 bi:i&^;&x.T« 
fijc^nrv^^o CcDBi^(t:p<'r^7'1f^^^^l52 3 a 
(i. ±iliiOBi^^t:p<"r^T1f^^fiJc^S2 0 a ^IW|-CD 
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^fiSt^©2 3 bfi:. f^^X^ I D. MC N. I S R CO 
[0 12 3] ^fc. (51^3 6(i. 

-/^2 3i:Bg^ft • ^^{h:IE^SS4 o^^^J^-r-i^© 
±^^i.rzi.<Dtm-x^^o:>x\ "tcomm^'^^-t^o 

JO CD-R/RWK'^^y2 2rtOl^tti#S2 2 afc^o^^ 
T, lfA^nrcS#ii^ffl-r-f xi^<0-r-<X^ I D. M 
CN, I S RCOi/UT;l/#^*'«^7^^T#^i:LTi% 

^m^n^ (^1 f^'<x^isiguiffgrcfcBX7--vy) « ^ 

T. ^^V:jy2 0icXt}^tirzm. ^C0^T-VT#^ 

©2 3b{C*3V>T. ^cOx-i-X^ I D^MCNirCOM^ 
^l^-ti:. -r-^x^ I Di: I S R COv/U 

(^lBi^»^^X7^^y>^) o 

[0 12 4] ^LT> -rv^-^*y h-9--/^2 3rtOH§ 
^<b^T^^Tlf^^fiJc#i52 3 atC^oV^T. W 

Bg^fk • ffl^fbie^gg 40P»9<OCD-R/'RWK^>f 
30 yz 2lCXti^n. C D-RyRWK'^-l':^2 2rtOB| 
^fbP«f'-f'yiiffi<^^^l5 2 2 bfCcfc-t^T. ^fOBg^fb 

^-^m^^xBsmtT'-^ii^^^'^ti. mmtstifzT'^ 

X^ I D^^-r^xYX^£Dx-^®igcl 2 b (^1# 

[0 12 5] ~yj. n^ti. :^^Ocfc3{cfT^t>nSo 

^t>-^. St3i^fflf=^^X^3^ti:. l^^fflxVX^*^ 
C D-R/RWK'^-t'r2 2(C|^A^n. CD-R/^R 
WK'^^y2 2rtom2i^ai^l9:2 2 c(C*5(/^T> ^CO 
^0 T-VX^cDT'-rX^ I D. MC N. I S R C:^"«i^^m^ 
CtietDr'^X^ I D. MCN, ISRCiOv^UT 
^—yjV4 3^fri.X. /^vayzoicKti 

•r X ^ ;^>^ €> Bg^f bT^- m ^ n ^ o 

[0 12 6] Sfc. /^ynV2 0 F^O^ 2 Bg^at^jffi¥ 
l52 0dfC^a^T. -f-CDf-VX^ I D^MC N^cDJ^^ 
x< X^ I 1 S R CiOi/Uryl/S^iltDlg 
^-^tDM. Xti. -r-rX^ I DtMCNi: I S RCcOi/ 
U r;U#^^OM^^=b-y-;b^^Bg^fb^~;b^5fefi3c^n 
50 ^LT. /^yi3>2 0F*9O^^{b^l52 0 clCioV^ 
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[0 12 7] C<DJ:^^tifi)cfCcfcoT. C D-R/RW 

1 Hi^a^m^cO^ 1 ^B^Jtc^:^. CD-RX(iCD 
-RWC0=ie-|^±:^jico^n-^^~ hT'^^o 
[0 12 8] Xx'^yc 1 7b^8r^1^t^$n^3tf-R^±X 

ft • ^^ibieif ^ffl 4 Oti-^-C>^-^^y h-9--/^2 3 
D. MCN. I S R CcO>"JT;l/#^) ;b^iMli^n^o 

[0 12 9]:^tC. XT^-y^C 4 fC^ol^T. -0^5?-^^ 
•y h-^-/^2 3{i:. xVX^ @^<Oflg^ft: 
^^-T'feS^x-fTS^ (t'-tX^ I D, MCN. I S 

^Bf^ft-r^o ^l^T. XT^-y^C 5(C43l^T. ^<DB^ 

mmtimmmAoictiLx. sm-^n^o ^^fc. x 

^2 0(cJ;-s)T> ffl^^tlT. g^iA^^fflT^^X^^cffi 
[0 13 0] a^X-r-y :/i:LT. Xx-yyc 7 

■r-^ifb^H^^tiT, X-r^yyC9T\ «^Xx>yy;b^ 
*^7-ti>«OT'^So CclT\ X-f*yyC6, C7. C8 

[0131] g^m-rntf. Hg^ft4^-t brf^fflu/cf" 

-rX^J-X^cDT-Vx^tcffi^iA^nfcii'^fcti. "f-^ 
;b>6. ft!icOT'^'X^7^3tf-J&LJ;'9i:LTt>. ^<Off 

^ -r ^ X ^ fc tsirt ^ n T I ^ ^ Bg^ftx^- ^ ^ m^'-r ^ 

i6{Ci£:N^:^>7=-Vr#^ (t'-TX^ I D, MCN, IS 
^-y h±Xmm-t^(OX^s<. -r-fX^ID. MCN. 
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1 SRC(Oiy0Ti\^m^%mm'r^J:5icrj:^X\.^^<O 

[0 13 2] ciD^oicLx. ^m^^mm(om 

T'#^;b^ ^(03tf-^nr::x-<X^3?)>bffi<0-r>rX^ 

70 [0 13 3] $6{c. Bimt^-mm<omu. m,W(o 
"to^^^Lxtm-^tirc X- ^ tf^^-^mib ibtixmmt 

^—t^^^^tl^<DX\ x-<X^C077:t— V y KT^ffitO 

m^ji(Dx\ ^mt^-tLxcoummtum^ti. ^<o 

[0 1 3 4] ^LT. ^m\l^-<D^mt. SII&M^R 
nd 0 -^/N^yi/jL^SH a s h O ^ffiV^T^^n^ 

x^ I D^ti«K^n^<^^c t^eoT. Bg^{t;4^-tc 
( A 2 ) ^ 1 HjSffij^^os 2 mmm(omBM 

[0 1 3 5] 1^ 1 5(i. 2|s:^0^(O^ i ^figJg|g0^2E^ 

30 (Dm\ 5 {C^-THg^fb • m^ftlBli^e 4 0 a /^V 
3^20^:. C D-R/RWK'^^:^2 2 t^^^it^ 
CD K^-r:/ 2 4 i:. ^-:/;l/4 3a. 4 3bi: 

^&^:^^T^fi)c^nTC>^o ^fc. CD^T-VT2 5 

C Di:P?ffn^^.<7DT'$>t). ^LT. CD-R/RWK 
'^'<:/2 2tcfi:. S^iA^ffl-r.i'X^ (CD-R-r^X 
^2 1 a, CD-RWt-VX^2 1 b) ^fcti. Pl^ffl 
T-VX^ (C D-R-rVX^ 3 1 a. CD-RWx><X 
^3 1 b) /j'^JfA^tl'Scfc-jtC^oTl.^So ?e(C. C 
^0 1 5tC^-rC D K'^'<y2 4{i. CD><x^T25 

^m^mi.xn^'T^^o^x&o. m^(ocD^7'^T 

2 s^mtRX^^^'yicrjiryxi^^^o 
[0 13 6] tfc. ^-y;V4 3 a(i. >'^vn V2 0 t 

cDh^^^zrz 4t^m^mc^m-r^^<ox^o. ^ 

e(C. ^-:r;l/4 3 bti. CDK^^:r2 4 tCD-R 

/RWF^-t'y2 2 i:%?8^6^tc}gii^-r^tc>T^»:), 
CtHC^^X. /^Vay 2 Oi:C D-R/RWH^^y 

50 [0 13 7] /Vyzi>2 Oti. Bt^lb/x-T Tit 
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2 0c. m2^^m^^^^2 0d^^r^Axm^•^n 
(i. xYx^iD. MCN. I s R coi^yr/i/S^^ 

ffl ^ /c fii^{l:4^~ JC <fc -D T -7 ;l/ ^ ;^ ^ Z X — ^ ^ag^ 
^aSfie^S2 0 b(i, -r-r 7.^ I D. MCN. ISR 

[0 13 8] ^fc. Pg^fb^-tO^fiJc^^^tC^LTfi. 
^ lllfiS5J^ffifCTiJi0^ (0 3 9-0 4 0#Bg) L/iOi: 

>rX^7iD. MC NgL<ti I S R CCOi/UZVl/S^^ 
WJtCffll.^T?T^t>nfcO. Xfi, I D. MC 

t'^X^ I D, MC Ngb<ti I S R COi^UT;!/ 
^ID. MC NgL<{i I S R CC0'>'jr;l/#^^ffld5^ 

^^^fcis^^a i: -r saa^ia^fflt^TfT^ 3 <k 3 

^ I D, MC NgL<(i I S R CcOi>Ur;l/#^^igii: 
f'^X^ID. MCN^L<Ci I S R CcO>"jr;l/ 

[0 1 3 9] ^^tc. mmt^f^Z 0 cti. Bg^fbx- 

^0. ^2Hg^gti^#g52 0 dti. x><X^ I D, M 
CN, \ SRC<Oiy^JTJim^f)^^mmt^-^^f&ir 

[0 14 0] CD-R/^RWK^^:r2 2ti. m 

0<fc9tc;5:^o -TjS:^^. C D- R/R W K^-ry2 2 
rtO|??ai^S2 2 a^C4oV^T. J^PA^tl/caftoZ^^fflT^ 
^X^cDf^'-fX;^ I D. MCN, I SRC(OiyVT/Vm 

tis '5^~:/;l/4 3 b, 4 3 a%/^LT. /^V3V2 0(C 

2 0b(cfei^T. mmt^-i^'^^f^^n^ (imlm^m 

[0141] CD^^y'^TZ SiCtm^tltz. m 

^ii^^'T-^i^t. C D F^-f ^2 4(C*5(/^T. I^^tti 

3a^&/yLT, ^^Vay2 OicXfJ-^ti^o ^UT. 
yi3V2 Ol^cDBt^fbp<-r^'ZlS^^fi5c^S2 0 atc^j 
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a. 43b^/^LT. C D- R/RW K-^-T:/ 2 2 tcA 

ttt^tir. m^{t:?i7'^Tmmi^n^$^2 2 b(c^5v^ 
T. Bg^fbT^-^fi. Bg^fb-r^i^tc^^ai^n/iT'-r 

[0 14 2] ^/c. x~^^m^-r^t^{i. :^cOci:3 

-rX^sb^ CD-R/RWK-7>r:/2 2iC^fA^n^o 
^LT. CD-R/RWK^^r2 2F^0^2^m^S 
2 2 cfC^SV^T. ^(0-r>rX^ I D. MC N, I S R C 

b. 4 3a^/rbT. >'^yn>2 o^i:A;^i^n^c ^ 

^tC, /^y3>2 OP*9(D^2Bi^S5fefi)c^fiS2 0 d(C*5 
l^^r. S?^UlLfcx^X^ I D^. MCN. I S R CO 

/^yn>2 orto^^fb¥ia2 0 c{c^3l/^T, s^i^^* 
20 fflx^x^xci. ^^fefflf^-TX^Tb^^^^ai^nfcBg^ 
fb-x-^ti. ^oHg^fb4— ?b^Bg^ft{c{^ffl LfcHg^fb 

[0 1 43] c<DXv^j:mmc^'Dr. c d-r/rw 

S. C D-RXtiC D-R WcOrrtr— R^±75^^^co:7D- 
±X'r^yyti:. ^•r> CD K^Yr2 4tc*5l>T. CD 
30 ^^T^^r 2 5;^^^, i^^^^-r'-^Tb^illR^nfct^ (XT' 
'yyD2) . 't<07'-^i)m^lti'^n^ (X-r-vyo 
3) o J5:4b\ CCDXT'^y:/^Tti. 7=^-i5rom^(i. il 

[0 14 4] f-LT. XT-^y:/D 4ti:*5l/>T> MCN. 

T. ^O0g^{bT-^/)^ffi^jA^ffl7-VX:57 (CD-R 
/RW;^v^^r) (cffi^^^tiSo -7?. '^^XT^^y:/'^: 

yD7T% ^om^fb7^-^;b^i5ffi^n. X7^«y:/D8 
T% ^^X-T^yy;b^|5^T'rSOT^So 
[0 14 5] ^/c. XT^-y^D 4tC:JoV>T, ^^ttl^n 

HiLT0g^fb-rScJ:3(ct>Tt. ^Ot§^ti. t'^X^ 

(0 1 6T'(iCDi:gie^nTi.>s) ^^Atx^^^n 

XT^-y^D 2A>6X-r*yyD 4 ^T*<DX-r-yy7b^ 
l^03M?nSo ^^b% XT^^y^DS. D6tC*5l^T. Bg 
50 ^it'r-^iiK ^mt^-tLXmmLfc'r^T.^im 
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-rrS^ (-r-rX^ ! D. MCN. 1 S R CO->U 

[0 14 7] ^fc. ctOct^tcLT. ^^^^iii^iO# 
ftfilf^tOx-t^Tb^ 1 tJttO-r-f X^fC 1 iHlAcCtnbr— 
TtS;^^ ^C>3tf--^n/c:-r^X<>;b^^{te(D7='>f X^ 

[0 1 4 8] ^^{c. ^mt^-<otm(ow^t. wm(o 

[0 14 9] ^LT. ^mt^-(0^mt. SLIS 

^iK[R n d O J^/N'yi/o.BaaH a s h 0 ^ffll/^T:^ 

(A3) mi mmmm(om 3 ^?BCTeDi«^ 

[0 1 5 0] ^ 1 7fi. :^mn<om \ nmmmoms^ 
(Dm 1 7 tcTK-rag-^fb • mmttm^m 4 0 7=^-^ 

iMmSg2 6 tI5]|g3 6 a^yy^LT^g^^nri^'So C 
iOBg^fL • fI^{l:tBli^®4 Ofi. /^vn>2 0i:. ^■ 
-7';U4 3 i:^&^^;^T*i^?nTv^So /^vuvao 
ci. ag^fl:p<T^^rtf$8^^^^2 0 a i:. Bi^Si^^ 

^15 2 0 b ^ . m^it^m 20 ct. mz Bg-^ffl^J5)c¥ 

^SHSfSo CD-R/RWK^-rr2 2Ra'^ 

-y;b4 3{i. ±3£liL/c^co^:f5l— co^<0^cOT% 
^mn^'-^^^^o t^tz. C D-R/'RWK^^y2 2 
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St3^^ffl7^YX>>X{iff*ffi7^.f X-^^^grJfAT't 

So 

[0 15 1] Sfc. Bi^{i:^-o^^:?^&tcKLTt>. 
s 1 '^mBmizxmm 03 9-04 o#ra) u/coi: 

[pltiT^So -r^t?"^. Bg^(t;b^ x-<X^ I D. MC 
NeL<{i: I S R C^0i>';7';l/#^^^iSlJ{cffll.^T^T^ 
tJnfci^. Xti. T^-rX^ID, MCNgL<mSR 

10 [0 15 2] ^etc, ffg^ft;^^ T^^X^ ID, MCN 
gL<*i:I S RCOi/UT/l/S^igrair-rsaa^lS^ 
ffll/^Tti:<. Xti. T^-fX^J^ID. MCN^L<{iI 
S R COv^UT;V#^^m^^t>-i±/cti^%ai:*r SSL 

^-;^'y-t~v^. t'^X^ID. MCNSL<m 
S R CiD>^UT;l/#^^ai:'rS/N'y>'i^l&^ffll^T 
t>ci:<, 4^— :?<'y-fe— i;^, x-fX^ID. MCN 

SL<{iI S R COi/y T;l/#^^)ifi^'^t5-d:^c1tlg:S: 
a -r S / N M IS ^ ffl (/ ^ T ^ ^ J; ^ { c t> t S o 
20 [0 15 3] Sfc. •r-:^3MaSe2 6{i. •r-^'7r 

-T/i^^^coBg^fb . '^^^kiB^^® 4 otc^LT. aiS 
2 6 i:0g^<t • mmtmm^m4 0 i:^sM-rsiHi«iT' 

[0 15 4] cntcj:0. m:^iiT'f'u:f7'-^l,i.. -r 

4 O^cKti-^tiX^ /vyn>'2 0fc. -^-Oi^'J r;l/-K- 
h*>e)A:^^nSo -7?> CD-R/RWK'^^>^2 2 
I^£0^to#g2 2 afC*5l>T. if A^n/cx Y X^Ot' 
-fXiJ^ID. MCN. \ SRC(OiyVTJimmi'^:^'f^ 

rm^tLxm^m^ti. 't(om^m^txrz:^y^^Tm 

^{i. "r-yjVA S^ifYLX. /Vyn>2 OtcAti^ 
/^yn>'2 0P*9cOHg^i|^^^S2 0 bii:^^/^T. 

[0 15 5] ^LT. '>y 7';U4<-}>;b^bOf='-^{i. 

^(OBg^fb-r-^Jrti. >5r-y;l/4 3^^LT. CD 
-R/RWK^-i'y'2 2{i:A:/j^nSo ^^fc. ^<D^ 
mt'r-^l,^. CD-R/RWK"^-r:r2 2rtOBg^{t: 

^7^-^Tmnu^^mz 2bic^r>x. m^ji^^mT"^ 

X^Ox-^^^1 2 b (Ci^^^nSo 
[0 15 6] ^fz. S$i^^ffi7^-i-X^X{i> ^^^ffl-r 

C D-R/RWK^^y2 2F^0^2^ai#l52 2 
cfC^l^T, -^O-r^X^ I D. MC N, ISRCtDi^ 
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^«^n. ^LT. /^Va>2 Of^O^^{b^g2 0 c 

CD-RX{iCD-RWf03lf'-R^il:73fficO>'o- 
X'vT'^. ^-r. ;^-7^^yyE 2{C^5l^T. ^1^*ri>T'— 

[0 15 8] ^LT. X-r^yT'E 4{C*5l>T. MC N, 
I S R C£Ov^Ur;l/S^. t'^X^ I D^ji^fCS^^^ 

cfcoT. -^Of--^;?)'«Si[^fh:^n. Xr-y >^E 5(c^30> 
T. ^iDHi^ftx-^^^'^Sti^^fflx-fX^ (CD-R 

/Rw^'T^'r) icun^n^o s^xT^^yy^: 

LT> XT^'yT'EGT. "^(Ot"^ X^m^<DB^^it^- 
lCXr:>r. ^(D'f-^iim^^tl. XT--y:/E7T\ ^ 

T-y y;^)'^.^T-r^c7:)r'^So 

[0 15 9] ^/c. XT-'yT'E 2{C*5l/>T. m<Dy''^^ 

-i5?3b^3lJf^^n^o ^*5. XT-^y^ES. E6tc:teV> 
T. Bg^itx-^;^^ Bg-^{l:4--<i:bTigfflL/c7=^^X 
^i^C^I-Ox^rX^fcStj^^n/cJt^^cfJ:. "r-^^m 

[0 16 0] cc0J:'9tc, :i— ifTbniHlgon tr— Jgrf 

So iS^fc, a-W. -?-Olt^-r^X^;5)^iP>. fiijcO-r-f 
X^-\=3tf-;^bi;'5 LT^.. ^<0^t^x^X^{c^§ 

(x>fX^ I D. MCN. I S R CtOS/UT/l/ 

[0 16 1] cOck^tcLT. ^^•^B^jHillco^f^+if^)' 
^(Of-^t^ 1 l^cOf-Vx^tc 1 lUffttntf— T'^S 
^£03tr-^n/cx^x^3^)>6fl^O7^^x^^-:;^ 

[0 16 2] $C,{C, Bi^ft^— C0ieSi(O^«. 
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[0 16 3] hU^X. ^^{t^-(D^mt. SL^Hi^R 
nd 0 •^/^'yi>^BII&H a s h O ^fflV^T^^ns 
<OT\ IrJ— cDt^'-yX^ I D1|3b^6«ilRl— OBg^ft^— 
f#atiSi:i:t>ic. m;^^n/cBg^fk^-*>e7t:0'x>< 
10 X^ I D^(i^a^n^<:^So iAtoT. ^mt^-ic 

mLxmm'&if^^^K>. mv^m^^<o^-^<oii:k^\£ 

(B) ^^m(Dm2m&Bm<omm 
±i^(om\nmmm^z^y^^xmm\.rz. ^mt^mmf 

So 

[0 1 6 4] ^ 1 9ti. ^nm(om2^mmmizm:h^ 
(i. Bg^ik^isir^^fL^ia^^^'rs^sgs-e^o 

20 T> CD-R/RWK^><r4 2 xe-;6-28 
a. 2 8 bt. ^^M^^§§2 9 ^^l:-=e;&j^r#lfig^n 
TU>So tfc. CCDCD-RXRWK^^:/4 2tCjfA 
^tlST^-YX^ti, *USg{t:^nfc:S#3Z^^ffiT^>f X^O 

^-^i^m^^nfc^^fflT^^YX^T^So -r 

tm^^cox-Sh^o 
[0 1 6 5] CCT% Bg^ft^e (l^^-ti-^) ti:. « 
iO T--^l|c7)ti$B^$C?T;l/^yT^VTT--^^Bg^ 

fULTBg^fkpi'T'^ rmnt \.xtm\.^^%><ox^ 

fc. C D-R/RWK'^-r:^4 2«. -r'-^S'l^cD 
If -r T x~ ^ ^Bg^ft LT Bg^fb^ 

2 a. 0g^{l:^'r^Ttg^5fefiJc^ia4 2 b. Bg^ft^^r^ 
^7"ri^e??^f54 2 c. ^2^m¥l54 2 d. ^2ffg 
40 ^m^f&^$^4 2 e. ffl^fb#S4 2 f ^&^:^^T^fiSt 

[0 16 6] CO^ai#g4 2 afi. W^ft^nfcS^ 

o^^fflT^^x^Rt/T'-^^^^fe^^nfc^^fflT^^x^ 

HBii^nfcMSm-r^'X^ti. ^ 1 tc^f 7-VX^ i 0 
^(r1^> C D-R/RWK"^^>^4 2*^^*^aibnrtg:& 
piiST^ T:3.— »f ti^OSW^ r ^ -Ir XT'# ^i/^lfH 
fii^lli:, C D-R/'RWK^-i':^4 2*^i^^t^^aiboT 

50 H^^j:mmx$>'DX=JL—^fi'^to:>mm^iimcT^-t:^x 
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[0 16 7] Bg^il:^7^-<7'«ffi4^^IS4 2 bf±. X 
>rX^ID. MCN. I S R CO'>Ur7l/#^^ffll^f; 

Pi^ib^-tC <^ o T v;l/^;>^ ^^Tir-'^ ^Bg^ft LBg 

-frit^^T^-t^r^lgl 2 b iCffi^Uas 

[0 16 8] ^fc. Bi^ft4^-£0^fi)c7^a«C^LTt>. 
^lHJ^gJ^^JCTiJ^^ (0 3 9-0 4O#B^) L/iCOi: 
[pjtir'^^o -r^^-fc.. Bg^ft::?^)^ -r^X^I D. MC 
N^L<{i I S R CcOfy'JTyl/^^^jlgiJtCffll^TfTJG: 
t>n/cO, XCi. "f^T.^ I D. MCNgL<(i I S R 

D. MCNSL<Ci I S RCtOi/UTyl/S^^a^-r-S 

^L^^Sf^ffll-Tt.cfc<. Xti. T^-rX^ID, MCN 
g L < ii I S R C tOix ij 7;l/#^^ffl^^^-li:fc1f 18^ 

T. Bg^fl::^^ 4^-;^v-t~>^. x-f I D. MCN 
^L<{il S R CcOi^<J7';l/S^J&li^-r§/N'y>^:x^ 

D. MCN^L<{i: I S R CCDS/'JT;b#¥^m^^t^ 

[0 16 9] ^^tc. ^2^ai^g4 2 dti. S^iA^ 

^^^a3L3 S2 0t^g|^fiSc¥S4 2 e 

(i. x'yX^ID, MCN, I S R CO>'UT;l/S^:;b^ 

em^corci60Bg^fk^-%*fie"r^t,oT^o. 

ID, MCN. 1 S R CC0>''J7';l/#^^ffll^/cBg^it 

^ X ^ r -r - ^ ^Sr^^ L 9 ^ t cDT'^ So 
[0 17 0] Ctl^cOffi^cO^t). m\^^m.A 2 a. Bg 

^■ft:p^f-vrti^$s{^^^^g4 2 c. ^2i!m^m4 2d 
(i. c D-R/'RWK^-f':r4 2f^t?:)K'^^'r^^(c<^ 

2 b, ^2Bg^g^^^g4 2 e. ^^ft^l54 2 f O 

[0171] S/-;. Xtf-;^~2 8 ati. XxU^t^^ 
iO;£^-\'^-^;l/ffl(OXtr-;^-r'^0. xe-:*-2 8b 
Ci. X-rU;*-^^Ofe^-\':twl/ffl<OXtf-;^7-T'^So 

T. M^L, ii«lJiLT> XfcT-:^— 2 8 a. 2 8 b*^€> 

{c^;5o -r^^-t,^ StjA^fflT^-r x^ti. CD-R// 
RWK^'<:r4 2rtcOi!ai¥S4 2 afC^ol^T. IfA^ 
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nfc-r>rX^«DT'-<Xi5^ I D, MCN. ISRCOv'U 

CD-R/RWK5W'y42 rtOBg^fk^ 5=^^ Ttf IS^ 
i5g¥a4 2 bJC^i5l>T. -r-fX^ I D. MC N. I S R 
C 'J r;l/#^^ffl(/^/cBg^fb^-{c T^;l/^p« 
f^^ZT^-^jb^Bg^fk^n. ^^ft^f^'i'/'If^^bT 
tii:^;^nSo ^LT. CD-R/RWK-^'<y4 2F*3£0 
Bg^lk;^'rw'Titffi«##@4 2 c<C^(/^T, ^<OBg^ 

ft^T^-f rtf$8{±. m^jZs^fflx^x^of^-^siSi 
/o 2b m\^m i^un^ri^. 

[0 1 7 2] ^ p»Jc. «^ft:«C'3i,>Tii. ;>:coj:oJci& 
So "Ti^^-^. C D-R/RWK'^-r:r 4 2rtom2S^ 
m#S4 2 d{c*5i>T. S#iZi^ffl'r>rX^>X{i. 
fflT^-f X^/)>e). "T-CT.^ I D, MCN. IS RCO-> 
UT;l/#^7b^^^^ttJ^n. ^fc. ^2Bg^i|^^#l5 4 
2 efc45t^r. x-<X^ I D. MC N. 1 S R C^Oi^U 

g4 2 f {C*5l>T. ^cOBg^fk^^-iCctoT. ^OBg^ 

20 [0 17 3] C<0^o^mm\cX^X^ »fti. ilO 

"^m^m 7{ct&^^nfcg^T=^-^^^^f s^i:^> 
tc, c D-R/RWcoiirSntr-RS^corcibcoBg^fk^R 

^ • mmti^^nx^ :fe:&OXtf-:^-2 8 a. 2 8 b*^ 

[0 17 4] --n^ 3.-+f;^)^3tf--rsii^(i. ^-r. 
leii-r-^^s^ji^fflx^-x^icntr-^ns^ 

fc. -^-tOB^ii^ffl-r^X^S^OMC N, I SRCO 

^mt^-miFfA-^nx. cne»coBg^fk4^-fc<fco. 

^^T^-^fiBg^fk^nSo ^COBg^fk-r^-^fi. 7t<D 

7.^ica\£-'$nrcti.xt.. ^>c7s^mm<D^^{t^ 

[0 17 5] C(0J:5{C. 3.-lf;?)^ 1 (pjeontf-^gr-r 

40 ^ 7s^mm<o^mt^-^cx.^ . Bg^fk^nr. n-if 

^OJ|fS-xwXi57 3?)^^, fteO-r-f X^^ntr— ;&Lcta 
i:LTt). ^(Ol#^x-<x^tc1Slft^nTv^SBg#{k'r 

D, MCN. I S R CO'>Ur;l/S^) *'«S3&S<OT% 

[0 17 6] CC0J:'9(cbT. ^^^O^f^^Sf^^Of^ 
ItJjO-r^X^^cilHiffttnfer— T'^S*V 
hf-^tif^-r ^ X^;b^6f{607^^ X^^z::>:i3 tf- 

50 -rsciit^Tt^t^coT, ^ft^iM^iO'T^-ij^T^^is^^ 
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[0 17 7] ^tz. ^mt^-^tm-t^W.\Cit. CD 
- R f'-f ;^ IMi: CD-R yN^f^ X ^P*9C0^^^^ 

1 1 t^—^^mi 2 b ^^^jpjffl^n. C 

CO 1 7 8] ^^b\ ^^tzmiu^^ormmx^sim 

T. CD-R//RWK^-l'r4 3i:. Xfcr-:^-28 
a, 2 8 b^;^^J^^T#5^^nTt^^o 
[0 17 9] ^tz. Bg^{l:^-0^^:^?4(C[MILTt. 
m 1 ^ffiJgffitCTItt^ (^3 9-1^4 0#M) bfcOi: 
fHl^T^^o -r^t)-^. f'-rX^ I D. MC 

NgL<{i I S R C^D>'Ur;l/#^%^iglJ^cffll^T^T^ 
^nrcO. 3^ti. xVX^ 1 D. MCNSL<(i I S R 

D, MCNgL<fi I S R CO>'Ur;l/S^J&fflfc-r§ 
aSJ(^S(^ffll^Tt.ci: <. Xti. f-VX^ID. MCN 
S L < I S R C Oi/ U yyl/S^^ffl^^^-tt/clSIS^ 

r. Bmitt\ ^-^^-j't-iy, "r^X^lD, MCN 
SL<(iI S R CO>"jr;U#^^ah-r§>^N*y>':igi 

D, MC NeL<{i I S R CcOv"jr;b#^^m^'^^ 

[0 18 0] ^fz. IfA^n^T'i'X^ti:. Bg^ft4^- 

-rX^T^^o CCX\ C D-R/RWK5-l'r4 3 
a, C D-Rx-f XtJ' 2 1 a. 3 1aXtiCD-RWx 

>rx^2 1 b, 3 1 bcD^^it^-^m^^x. cn^<o 

e. ffl-'f{t#l54 2 f ^^^;^T-B§fi)c?nTl/>^o ^ 

Xfcf-;b-2 8a. 2 8 bti. ±jiELfc t»<0^:I^I— 
^D'LcOT'$>^o 
[0 18 1] COcfc-^^SfiJcfCj^oT. ^^^DW^/J^T 
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35:t>ns-;^. S^;b«?7^^tl§o "T^tD^, CD-R 
/RWK^-Yy4 3rtcOm2g!m^S4 2 d^e^^,^T. 
H^fflT^^X^O-r-fX^ I D. MCN. ISRCOi/ 

i-^x. ^5tffl-r^x^coBi^{bT"-^$?^^^(Dsg^fi:^- 

[0 18 2] CCX\ iKOy^^X^lU.nO'r^X^iCB^ 

-tiJOT'-rx^tco^isii^nrciw^co^;?)^^^ 
[0 18 3] c<o^o\c\^x. '^^m(omr^mi^<o'f 

1 ftiO-TYX^tC 1 [Hjffttnfcr-T^^/)\ 
fOn If - ^ n/c-r^ X ^ eftecD-r^ X tf- 

[0 18 4] Pg^fk^-oiBifcoi^^ti. 
^mtm^ ens ^y^*^^ ^ o 

[0 1 8 5] *P;^T. mmt^-(0±f^ti. iL^m^R 
n d 0 ^/N-y v/a.^t5{H a s h () ^ffiV^T^^^n^ 

m^bti^tt^ic. mti^Etitz^mt^—^-ibfccD'f^ 
x^ I Dmimm^tir^<^j:^o tA^oT. Bg^it^^-tc 

(B 1 ) *fg^0^2^fiSJgS|eDS 1 lEJgMOitt^ 

40 m2mmmmicf5i.^xmmi.rz. mmtRzfmm^o^ 
[0 18 6] mz Hi. ^^^(omzmmmmomx^ 
(omz liCTT.-t'^M^'^m' v'-^mmszi^. 

^^I^L5^^cDT^oT. C D-RyRVVK^-fyf^ 
50 #-rblf33i:. AV^S34i:. Xtf-:^-28a. 
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2 8 b^^-^^&xTWfig^nTt^'So ^/i. JfA^n§ 
[0 18 7] cc-e. C D-R/RWK^-r:?^{^^T-U 

^ coHgf^ft Lfz'f-^ ^nmr ^ mm^m^ ^^<dx-^ 

2 b. Bg^ft^x^ 7'ti^{^^¥^IS4 2 c. ^2^*? 
g4 2d. ^2 0g^ai^fi)c¥@4 2 e. ^^fl:^|g4 2 

[0 18 8] ^fz. ^mto^^^yjmmLX'L. mi 
mmmmicxmm (^3 9-1^4 o#h^) Ltzcot^m 

Tfe^o -r^^^"^. Bi^fkjO^ T^-fX^ID. MCN^ 
L<«i I S R C^O'>UT;^S#^^i53lJ^^:ffll^r^T^^tl 
fcO. Xfi. f-VX^ I D. MCNgL<ti I S RCO 

•9fCbTtJ;i.\ ^^(C, B&^ft5^J^ f'^fX^ I D. M 

c N^L< I s RC(DiyvrJ\ym^^mt't^^^m 

^^m^'X^^<. Xti. x-f X^ I D. MCNgL< 

I s Rc <oi/VTjvm^^m^^t>'^rzm^^mt^ 

^^^m^^mi'xn^jio ^"yic^x^^o nu^x. m 

mtf)\ ^-^^y-t-iy, xVX^ID. MCNSL< 
(i I S R CeO'>Ur;l/S^:5rffli:-r^/N-y->:x^S[J&ffl 
</^Tt>ct<. 4^— p< -y-tr— v^, x-rX^ I D. M 

CNgL<(iI S R CcO^/yr^l/S^^grffl^B-t^-ttfcl* 
$8^« t -r ^ / N *y -> :i I >T 3 J: 9 fc T # 

[0 18 9] t/c. A V{Audlo-Visual)S®3 4ti. ^ 
^'^B^m<0'T-^^n^X^^^(OX^'oX. 
tr-r:t^^^gTfe^o Xt^-;^-2 8a, 2 8 

bit. ±^i.rz^<Dtmmx^^. ^tc. ^-:/;i/4 3 
b. 4 3 c. 4 3d(i. cti{b(om^(or^^m^mc^ 
mt^^<Dx^^o cntCcfct). cD-R/RWK^-r 

yf^txUe3 3F^c0^ai#P54 2 a(c:fol^T. S^ii 
^ffix>rX^O-r^X^ I D, MCN, I S R COv^U 

[0 1 9 0] -7^. A V^S3 4tC:foV^T. ^^^WfS 

^(i. '^r~:r;l/4 3 d^/^LT. CfOCD-R/RWK 
^-r-Tf^^xHf 3 3{cA:^^n. ^Ox-^ti. iii^ 
fC^^ . fgitS7?)^^nT. ^-7^;l/4 3 b, 43c%/>L 

^trOXe-:^-2 8 a. 2 8 bii^^mtitStl^o 
[0 19 1] ^tz. -^5. COC D-R/RWK^-1'7^ 
f^tf-Utf 3 3rt(09g^<t:p<f'^Tli^^^#IS4 2 b 
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IZHSK'^X. "f^X^lD. MCN. I S R COi/Ur;!/ 

#^tCj:oT. x^X^@fiFC0Bg^fl:4^-;b^f^fig^n 

it. C D-Rx^RWK^^:/{^^'rUVf 3 SrtOBg^ft 
X ^' ZtS^S^^g 4 2 ctc<i:oT. S^i^^ffl-r-r 
X^cDx-^SMl 2 biC«?^$n^o 
[0 19 2] $€»(C. a^<t:<CO(.>rti, :^^<D<fc5«C35: 
-r^t)^. C D-R/RWK^^:/{irtxUlf 3 3 
70 rt0^2^m^S4 2 d^C:tel'^T. x-i-X^ I D, MC 

Bg^a^fiSc?l5 4 2 efCiJU^T. x^X:57 I D. MC 
N. I S R CO>/UT;l/#^;b^P»ag^fb4^-^^^fie$ 
tl. ^^(C. ^^fl:#©4 2 f {c:fcO^T. ^OBg^ft^ 

[0 19 3] C<7)^d^^fi£fC<toT. n.-- tfti, CCD 
^li • • x-:$?^g3 2tCtS«fi$n/c^lg'^©5^0 

20 mm^m^r^tt^ic^ CD-R/Rwoisane- 

(om^j^^^titz'^^^m^commt. x^x^s^oeg 

ftOJf$^x>rx^^f#p,n^o 

[0 19 4] iS^fC. n-1f;6\ ^£D#^x^X^;b>e,. 
ftecOf-Vx^^zit!-%L^di:LT^,. ^cO*#^x-f 

iO i^^P^x^r^^ (x^X^ I D, M C N. ISRCcO 

[0 19 5] nUKX. n.^^^R n d 0 ^/N^yi/:!^ 
3?55Hash O >^m^^XB§mtif^mj:t>n^CtiC^ 
0. fej-O-r^X^ I Dmio^^f,tm—(DU^mt^—f)m 
^tX^^oifCrjiO. ^fz, TiciO-rYX^ I Dm(Dmmct 
xtrj:<rji^X. f'miii^^^^^o 

40 ( B 2 ) 2^f€^os 2 ^mmmcom 2 ^Bm<Dmm 
[0 19 6] 1^2 2«. ^mn(o'm2mimm<om2^ 

£0^2 2{Ox>-r^«- 0^^- x-t$?^g3 2 afi:. ^ 

^. II^L^^t>OT'^oT, C D-R/'RWF'^>r:/ 
frt^-rUtf 3 3i:Xtf-:*— 2 8 a. 2 8 b t^'^tUX 

xmfj^i^tixi^^o 

50 [0 19 7] CCOCD-R/RWK^-fyf^^xHf 3 
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CO I 9 8] mmt(o^^yjmcmLr m 1 

Vh^o -r^t)-^. Pg^fb*^ T^-fX^^ ID. MCNS 
L<(il S R CcOi/U7';U#^^WKcfflu^TfT;5:t)n 
fcO. -r-rX^ID. MCN^L<fiISRCO 

oicLrt>^i\ ^€>(c. Bi^fb;b^ i d. M 

CN^L<{i I S R CiOv^UTyl/^^^a^-r^SLia^ 
ja^ffll.^Tt>J:<. Xti. T^-rX^ I D. MCNSL< 

I s R co'>uz;l/S^^ffl^^^^^•^±fc^fffi^g:a^'r 
mtti\ ^-^y^-i^. x^X^ID. MCNSL< 
(il S R C(Dv'Ur;US^^Si:-r§>'Ny>':i^ia^ffl 

$S^a i: -r § N -y S/ ^^^ffl I ^r fT^ 3 J: -9 ^ T t 
[0 19 9] ^/c. i^A^nsx^x^ti. 

^fflT'YX^T^$>^o cnic^O. CD-R/RWK^ 

-raf^^T^utrs 3rtos2^m^iS4 2 dic^i^x. 

^^ffixYX^O-r^X^ I D. MCN. ISRC<0>' 

uT/u^^^^^ii-^m^n. m2Hg^ai^^#|5 4 2 etc 

CO 2 0 0] C(Dcfc'p^^i^(C<J;oT, CD-R/RW 

n^chfi;&<. -*5^co7^^x^fcco*^ie^$nfc^ffi 

C0201] C<DJ:5tcLT. ^^^Bjljli^co^ft^if^ 
#cOx-^ti:. 1 4ScOT'>rx^;b^e>f&cOx^x^'Nz::^ 

-^ti^^WL'^txxmm'^ti. ^<o^WL\.xtm^tirz7' 

-^i:i^^^^i^^tlX^^{t^-t^^f^•^tl^(DX. 
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SO 

CO 2 0 2] AnxT. ^^mf^R n d 0 -^/N^yv/iiBS 
SH a s h O ^ffiO^TBt^fbWT^^n^OT% |5]- 

10 (c) 3^^H^om3i|j5gjB^coiJi0^ 

CO 2 0 3] m2Z\t. :*:fgH^c0^3^/ffiJBffitC^^ffg 

^ft • m^\mm^mn:7h'^mx^^o c 00 2 3 tc^. 

•TBg^fk- «^fbfeSSg4 0 bCi. CD-R-r-fX^ 
XtiC D-RW7=^-<X^cOBg^{t4^-^ffll>T. 

CD-RWx^X^^(DlB^;&L. tfc> CD-R-r>r 
X C D - R Wf'-i' X ^ icIEii^ n^cPg^fbT^- ^ 

20 LT. ccoffg^<t:-ffl^fi:ie^«^4 0b{i:. ^aaieta 

^^3 5 /vynvz 0 (i:. cd-r/rvvf^-Y^ 

T. ^(o^^\\L • «^ft:ie^sg4 0 bti> n^vcnm 
CO 2 0 4] co^3aieiis@3 5ti. x-^^sa-r 

^m\L-nm<^mmrL^m^ri^^b\^r^'ox\.^^o 

Bg#fl::>5"ffiiOjM«i:Ci. DES. RC4. IDEA^O 
20. C D-R/RWK^-r:r2 2t*. ±iliL/c:miSI 

tc. if A^ti^T^^x^ti. ^umfb^n/cx^x^T'^ 

^fc. cineoSifgcOF^ti. >Jr~:/yl/4 3 a. 4 3 

C0 2 0 5] fs.^. C D-R/RWF^-t":/2 2. 
y;b4 3 a, 4 3 b(i> L/c t^^O fp]— T$>'2)0 
T% ^^^a^0^^^S§-r^o cntCcfcO. CD-RXR 
WK^^>^2 2rtc0^m^l5 2 2 atCiot^T. ifA^n 
-/O /-ctyX^Ot^yX^ I D. MCN, ISRCOS/'JT 

nrcP«7^^TS^ti. -Jr— :r;l/4 3 b^/^LT. f^V^ 

v2 0{cA:^^n. /^yn>'2 op*goBg^ii^^#i5 2 
0 b{c4ov^T. /^a2iiBtt^^3 5*^^ajoi5.^nfc7^- 

CO 2 0 6] ^fc. Pg^fb^-O^figT^tetCdllLTt,. 
|5|«T'$>5o -TJ&t)"^. Pg^fb*^ -T^^X^^ I D. MC 

Ngb<ti I s R z(Oi^')T )\^%^'^mmnm^^xVTr^ 

50 t>tirzO. Xti. x^X^ I D. MCNSL<ti I S R 
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D. MCNSL<{i I S RCO>'U7';l/#^^Mi:-r^ 

s.SLmm^mi^rtj^<. xti. -r-<x^iD. mcn 

T. Bg^ft:*^ ^— P^-y-t— "f^X^ I D, MCN 
SL<{i:I S R CcDv^U7;I/#^^S.h"r^/N'yi/:xK 

D. MCNSL<{iI SRCOi/>jy;l/S^^)a^^^ 

[0 2 0 7] ^LT. /^ynva ortoBg^fbp^T^^y 

CD-R/'RWK^'<:r22 I^^OBg^ft P< 7=^^ ^If $giS 

i^i 2 b icun^ti^o ccr\ coffg^ 

ft: • mmtnmmmA o b^^sit-r^^x-ifii. eg^ft 

^iS^^Hf §i:^(cti. M!23fBtt^P3 5*^e> giJO 

[0 2 0 8] ^e»fC. S^iA^fflT^^T.^Xfi. M^ffl 

C D-R/^RWK-^Yy2 2P*90^2^tiJ^ig2 2 
c{C*3t^T. ^(Ot'-cX^ I D. MC N. is R C^Ov/ 

[0 2 0 9] CcOcfc-p^^^tC^oT. a— ^'(i. CO 
tl^fflV>T C D - R / R W£Dii^3 tf-(5^±cDfcA60Bg 

[0 2 10] ^LT. ±i£l>L/ct(D^f5l^{c. n.— 

T I ^ ^ Bf ^ftr- ^ ?i^-r ^ fc Ai) {c /i^gjS: ^ >< T # 
^ (x-<X^ I D. MCN. I S R COS/U7';b#^) 
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[0 2 1 1] cto^^tc. Bi^fk7^i**\ i2SStcfr.L: 

fz'f-(V^)\/'f—^t^^ 1 ^COT'-fX^tC 1 [Hl/Ctt3fer 

— T't^;t)^ ^03tr— $tirc:T"YX^;b^e)ffi«DT'-rX 

[0 2 12] ^^iC. Bi^ll:^— colBISO^ti. 
^cO^i'MJc LTie^^ tlfc7=^- ^ ?>tlTBg-^{t: 

[0 2 13] j!jO;tT. ill&^^R n d 0 ^^^-j^yirm 
a s h 0 ^ffll^TBg^{b:^^tT^^n^OT. 
O-rw-X^^ I DliF;()>6filBI-(OBg^fb4^-3b^^c,n^o 

(D) ^(Dm 

^wmtAL^\.fz%imm:BLXj^<D^^m\z.m'^^ti^ 

30 [0 2 1 4] fr\ ±aiLfc. Bg#^b^-^DS^OiiV^ 
m^X^nrjiK^o T^^X^IDfi. /N-K'^^xTfCcfc 

[0 2 15] jdDAT. uD^i^comm^t. '^^^(omm 

40 /^yiyzLTjVziVXLK (MD5) ^i^ffl-T^ i: IrI 

[0 2 16] ^fc. ^^mxmmi.rz:i-'^t^-vm 

<. wmit^ntz'T^ 7s^:^y^->$i^o:>nm(Drzi5bici$. 
m-r^^drjim^^tst^o^x^^. ^€)tc. ^infisfg 

SSO^ l^JBfi^JT'IMRg bfc. lHlia3 6fi. n-A;l/xU 



(28) 

53 

[0 2 1 7] ^LT. mi^mmm<Dm2^mmxmm 

Lfc. x-i5?iMfcbSM2 6 i:. >'Vy3>'2 Oil^gl^t- 
mmmicm \ mmicfs\.^x. a v^^s 4tLxi±. 
m^mx$>^rzK>. cATvm<Dmmp^^^x^ 

CO 2 1 8] 35:^. ms, 9. 1 OtC*5U^T. 

(iIpI-tOMf»T'fe^o SI 4X\ PC^H^^ 

4. 16. 1 SiC^l^X. B^^^—tmTT-^tlX^^^'L 
(DiX. B§^(b^-^,&«bTU^;5o ;[JO^T. 1^2 4, 2 

[0 2 19] ^/c. J^±cDUi5^Tti:. CD-R/RW^ 
mtLrzi)\ C D-R/RWfcPg^-rSCi: 

:^<f{!lc0^^ii^tCt.iifflRj^T^^o DVD- 
R. DVD-RAM. D V D-RW^H(Di«i*:ic4ol,>r 

t>-mmi^i>^-m(OMcm^^x^j:<. s-^^v^t^s® 

[0 2 2 0] 

ic^tiii. m^^ommt^m^a^iL^m^mmx^^x 

mmmc. ^^^it(orzib<D7'^ :^^mmmmm^ 
^ ^ nr V ^ ^ pg^f b-r- 1$? ;&m^"r ^ i6 ^ 7" 

^rS^ (-r-rX^ I D, MCN, \SRC(OiyV7Jl 
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^1)0 

[0 2 2 1 ] Ap^T. *%^icj:n(f. J-:^T(C^-r0- 

(S>^^mt. ^mt<orz^(07'^7s^mmmnt\ 7=^ 
[0 2 2 2] ^^fkofcabOT^^x^iEsy 

[0 2 2 3] G>^fgB^{i. i2iioItg^7=^^X^^{C*5(/^ 

T.^mmicBumt^-om^fi^n^^^x. ^f-^mmo^ 

So 

[0 2 2 4] m^it^^fziibo'f^ Ts^m^^i 

[0 2 2 5] ^fc. ^(Oy'-^mmic^ 

<D"r^X^-\3tr-:&L«fca^bTt, ^O^tt^r^-rX 
(t'^'X^ I D. MC N. I S R C<Di/ 
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[0 2 2 6] 2^fg^^CD|2gJ$^{2t:£D^0mfb:^a(C 

co^- K 3 m^x-> u Tyi/S^is^^ie^-r 3 si^ 

T. m^ic^m^mrj:<Dx\ ^mt^-tLx<oum^ 

(ii^^5, 6) c 

CO 2 2 7] ^LT. *5i^OIB^ii«:±T'OBg^it::^ 

mic^m^. mmmmic Pi^fto /c a6 ^ ^ x ^ igj^uit 

tt.±m<D'f^ x^mmm^m^^tzBu^mic^-oXB^ 
mtL. mmt^T'^rmmti.xT'-^mmictm'r 

{^t<D7'-^i^\ 1 tScO-r>rx^(c 1 iHi/-ctt 3 e-T-# 
S;^)^ '^iOntf-^n/c:-r^x^*>P)fte<OxYX'^^z: 

[0 2 2 8] ^fz. ^(ommmt. mmmmcB^mto 
fzi^coy"^ xi^m^m^^tm^^m 1 siz^xx-yy 

r ;l/#^tS«^iei.lf 3 ffiiiXT- *y 
n. ^OHi^fbXT-^yy^b^ T^i'X^ISggiJff^;^^ 1 
f X ^IgSUtifS^ LTl?l^tB^m 1 -r-f X^ilSUtS^RM 
mx-f-yyt. miT^>fX^a{33iJ1Sffi^. «i(*ll55'J## 
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ti^^s^L. mix-rxi^Msytg^^wr^7^~!$?® 

i2ii^<*:^fi5cXx*y yi:^^^;^T«lfi5c?nT?> J: < . 
CtDcfc-^fcrnff. ^03tf-^txfcf^-<X^:^^^f&(0 
7^^x^^-:^^3br--r§ci:fiT^'r. #f^*i{^tto 

[0 2 2 9] j!lD;iT. :*:^^OS^^{l:^^{C<}:ntf . ^95 

10 m\\L-^t\tzizmm^ti''. m^^mx^tsx^^x. '>:^<^^ 
T^^x^i^suti^^^sj^ai^n. ^^{bp^x-rrit^^ 

^¥I5{C*51^T. •r~^5f®i^iC'>;5:< ^^±H2^0'r-<X 

x -< X ^ 6 fife CO X ^ ^z::^^ n tr- 1* ^ c i: (i T # 

20 ^ 1 0) o 

[0 2 3 0] ^^c. *f§0^cD^^fl:^^{c:J:nt^. 

^\i^X. '>^< i:t7^>rX^llSiJ1fffi*'«^*m^n. m 

2Bg^S^fiJc^g{c*5V>T. ^>^< i:^.7^^X^il5?iJ1f 

^ft^nrc««*^^2^^a;^ffli>T^^^n. 

^HL^V>r'Bg^ft::^)^fT3S:^^5pJ.«:^)^*D. ^^c. B§^ 

<ox\ n^\t^-t\.x(omm'&t^^i^n'^n. ^<o^m, 
[0 2 3 1 ] ^etc. if^m<D^m ' • f-^^m 

^s^Op^t-V rifl8^Bg^{l:LTBg^{b;^T^^ Tit $fi^ 

bTieiiL9^i:i:^{c. ^mt-^tiTzmnm^u^n 
n^^2Bg^ii^ffii>Tm^^ti^^. B^^, "f-^m 

f=^-f X^<Dg£#co:7:i---^*y h>3?£;g:^^ML^i/> 
T'Bg^ft;^^fT^x^fim;b^$>!9. ^fc. Bg^fb^-^O^i- 

tifx^^m^if^^ {m^m \ 2. 1 3) o 

[0 2 3 2] ^tz. ±M<omuumt. T^^^tcis^^ 

50 tc-rntf. ^<753tf-^nfcx^x^;b^6ftecox-<x^ 
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0) o 

nfc C D - R / R W<O«L^W^S^ga^;Sr^-r0T' 

- R/7 ±77 ?S t ^ ^UK^fl: 7 n - ^ - h T ^ ^ o 
[H 1 0] :$:f€0^om 1 ^^ff^fitcO^^. CD-ROn 

[ia 1 2] :*:^B^cDm 1 C D 

[1^ 1 3] *^0^co^ 1 ii]5gmi^om 1 mm\c%:b^ 

CD-R 3^(i: CD-R W«03 e— R^±:^J£t07 n-^-v 
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C D-RXiiC D-RW(03tr— I»±>3i£<0:7 0— ^-v 

[^18] ^^m<om 1 iifigjB^o^jB<^j{c^;5>. c D 

- R 3^{i C D - R won tf-RS±>^ffi^07 a-^-V— h 
[(3 1 9] *%^<0S2l|jSJB^tcS5^«aBo<iS 

[^2 0] :i^^m(Dm2mmmmicgh^m<o^mmm(o 

[112 2] *%^OS2llJSJg^(DS2^JBWC<^^^ 
[13 2 3] :*:5g^cD^3llfiSfl5,«tC^SBi[^ft: • mmt 
[02 4] C D-RXRW<0#p-r-:^8iia^. 'X-t^'® 

[132 6] m^j2^^^Tmici3i^f^'f^x^(D7'-^m 

[132 7] ^7^3-7^-0^7 b-A(07:i~V»y h^gr 
[132 8] 7l^-AO|¥Sia^7:t-V-y h^&Tj^-r^T'^ 
[^2 9] -y-ya-T^-f vysSiS;S:l¥aBtc^L/c:^T^ 

So 

[133 0] Q^-\':^;l/0^-K 1 ©7U-A«5jS5g:^-r 

[133 1] Q^-^:^>;l/O^-F2t07U-A«3g^^-r 

13T'^So 

[^3 2] h'^^^y^mt^MCN^nm^^f^M'r-^ 

7^— V-y h^^-r^T^So 

[^3 3] K^^7^g^^i^^Ji^/'fMCN'r-:$?07 
[133 4] Q^-\':t^;l/CO^— F3 07U'— A+^^^^^&^-r 
[133 5] K^>r7^S®;b^^^3Zi^ff I S RCt^-^O 

[^3 6] T'-^mmom 1 (OCT^^-rsT'^So 

[03 7] 7'-^mm<Dm2<om^^^mv^^. 
[133 8] 'f—'^t^m(om3<Dm^7n'tmv&^. 

[133 9] (a) - (c) (i. ^n^n. 3ffllH(0Bg^ 

[13 4 0] /^-yiyzLm^(D'fu^^'5^i^m^^^'rmx-;^ 

So 

[??^£0|^H^] 

1. 1' y^T'^rm^ ip^r^rrm^mm 
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10. 10'. 6 0 x^-x^ (j><x-fr) 

11.61 mmmm 

12.62 »f 

12 a. 6 2a U-K-fVSiS 

12 b. 54a. 62b t"— 

12 c. 6 2c V-h'T^hmm 

1 9 Bg^ft^-ftiJOii^S^ 

2 0 /^Vziiy 

20 a. 23 a. 42b Bg^ft^ Zlf S^fig^S 

2 0 b, 2 3b Bg^H^fig^S 70 

2 0c. 4 2 f mmt^$^ 

20d. 42e mz Bg^a^fi5c¥fS 

2 1a. 3 1a. 47a C D- Rx^X^ (C D-R 

2 1b, 3 1b. 47b CD-R\N'r^:^^ (CD- 

2 2. 4 2. 4 6 C D-R/RWK^^:/ 

2 2 a, 4 2a ^ttS¥IS 

2 2 b, 4 2c Bi^ft^T^^- rif$g<^?^^S 

2 3 -O^-^^^y h-^--/^ 20 

2 4 CD K^>f:r 
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2 6 -r-^iMffiSIl 
2 7. 2 7 a ^^SSM 
2 8 a. 2 8b Xtr-:^- 

2 9 ^gp^«Sfi 

3 3 C D-R/RVVK^-r^f^^v^Ufc* 

3 2 ^m-^m- T'-^mm 

33a. 33b. 33c. 43. 43a. 43b ^— 

3 4 Avmm 

3 5 ^iaiBigSS 

3 6.3 6 a mm 

40, 40a. 40b mmt • ^^{ttafis^ 
22c. 42d ^2 mih^m 

4 5 ^-r-fTS^S^^S 

5 3 yn-y^ 
53a VU— A 

5 4 -y-rn-'T ^ V^'^IS 

5 4b miUc 

5 5 ^-KlO:7U-Z. 
5 6 ^:-K2 0:7U-A 
5 7 ^— K3tD^lx-A 
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